IT Request Form Documentation

Prepared by: Harris Bin Muslisham

PSTW




PSTW

Table of Contents

FOLDER STRUCTURE.......cootieiiiiesteeeeet ettt sttt s nae s 4
DATABASE TABLES ... oottt ettt et sttt et 5
SIDEABR NAVIGATION (_Layout.cShtml) ........cccccieieiieiiiiesiieieceeeeee e 6
DATABASE CONTEXT CONFIGURATION(CentralSystemContext.cs)..........ccceerverevrennnenns 7
CONTROLLERS ...ttt ettt et e bt e it e e st e saeeseenaesseeseeneesseenseeneas 8
o ApprovalDashboardController.Cs.........covuiiriiiriieiieeiieitieeie ettt 8
IMODELS ...ttt ettt ettt e te st e bt et e e n e e st enteent e st enteeneenteensenneen 11
O TEAPPTOVAIFIOW.CS ottt ettt et e st e e b e e s saeensaesnaeens 11

L 11 20T | LT A o USSR 12

o  TtReqUESTASSELINTO.CS .uviiiiiiiiciie e e s 15

®  TtREqQUESTEMAILCS couviiiiiiieciieece et et s 17

o  TtReqUESTHAIAWATE.CS ....vviiiiiieeiie e e e e e e aeeeearee s 18

o  [tReqUESTOSREQUITCIMENTS.CS....uvierieeiiieiieeieeitieeteesieeeteesteeeseesseeeseessaeesseessseensaessseans 20

o  [tRequestSharedPermiSSIONS.CS ....c.uiviieiieiiieitieeiieeie ettt esiae e e ebeeseaeesaesaneens 21

o  [tREQUESISOTEWATC.CS .uuiiiiiiiieiie ettt ettt e e eas 22

@  TEREQUESISTALUS ....oiiiiiiiiiii et e 24

®  HTeamMEMDEI.CS..c..eiiiiiiiiiie et 26

o [tRequestREePOTTMOAEL.CS.....uviiiiiieeiiieeiie e e s 27
VIEWS & IT REQUEST APL ..ottt 31
o ApprovalDashboard ............ccooeiiiiiiiiiiie e 31

O AdmIN.CShtMI......cooiiiii e 31

o  ITRequestAPI (Admin.cShtml) .......cccoeiiiiiiiiiiiiiieeeeee e 38

O APProval.eShtMI.......oooiiiiiii e 44

o ITRequestAPI (Approval.cshtml) .......ccccoociieiiiiieiiiiciie e 49

O Create.CShMI ...co.ooiiiiii e e 55

o ITRequestAPI (Create.cShtml).........coocuviiiiiiiiiiiieiiieee e 62

O Bdit.cShtml ..o e 67

o  ITRequestAPI (Edit.cShtml) ........ccoooiieiiiiiiiiieiieeee e 74

O MyRequests.CShtMI........coooiiiiiiieiieceee e e e 82

o ITRequestAPI (MyRequests.cShtml) .........c.cooeeiiieniiiiiiiiieeiieeeeee e 87

0  RequestReview.cShtml..........ccociiiiiiiiiii e 91




o ITRequestAPI (RequestReview.cshtml) .........cccooocviieiiiieniiiiiieeeeeee e 96

O SectionB.CSMI ......ooiiiiiiiiiiicee e 102

o ITRequestAPI (SectionB.cShtml) ........cccooviiiiiiiiiiiiieieeiiee e 106

0 SectioNnBEdit.cShtMI.......ccccviiiiiiiiiie e 118

o ITRequestAPI (SectionBEdit.cShtml)..........ccccoeviieiiiiniiiiiiieeiiecieeieee e 122
SERVICES ...ttt ettt ettt e e et e s st e b e e nee s st eneessaesseensaeneenseensenneans 129
TtREQUESTP D SEIVICE.CS.c.uvvieitieiiieiieeiieeiee ettt ettt ettt e te et eebeesteeenbaessaeenbeenens 129




PSTW

FOLDER STRUCTURE

In the PSTW_CentralSystem project, the following new folder structure has been

implemented under the Areas directory to accommodate the new functionality:

e IT Module: This module contains the Controllers, Models, Printing and Views
directories, designed to encapsulate the logic and presentation for the overtime system.

e API Directory (Controllers/API): Under the Controllers folder, within the API sub-
directory, the ITRequestAPL.cs file has been added. This API is crucial for supporting data

interaction and reporting functionalities specifically related to the IT Request Form system.

Solution Explorer

B o-sA0 %-| KL=

| Search Solution Explorer (Ctrl+;) PH

a4 Solution 'PSTW_CentralSystem’ (1 of 1 project) -
4 8 &1 PSTW_CentralSystem
P @ Connected Services

b & Dependencies
P 833 Properties
P a@® wwwroot
4 570 Areas
b & B3 Bookings
b a B0 Identity
B a3 Inventory
4600 IT
P a B3 Controllers
P a B Models
P a B3 Printing
4 300 Views
b & B3 ApprovalDashboard
b a B3 JSA
P a Bl MMS
b & B3 OTcalculate
P a Bl Report
4 a3 Controllers
4 6 F0 API
P a3 Inventory
6, Reporting
b &cs AdminAPlcs
P C= BookingsAPl.cs
P & C#= CentralDbContext.cs
P & c= IdentityAPlcs
P c= ITRequestAPl.cs
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DATABASE TABLES

The PSTW_CS database has been extended with the introduction of the following new tables

to support the system's enhanced features:

The tables added are it _approval flows, it requests, it request_asset_info,
it request emails, it request hardware, it request osreqs, it request sharedperms,

it request software, it_request status, it team_members, request_form_managers.

ph p & 7 Server: 219.92 7 .60:3307 » (@ Database: pstw_cs
. #t Structure _| saL v Search Que

REleL 56 — - . 44
Cure [0 flexihour Browse s Stru
219.92.7.60:3307 (installe v~ O holidays : | Browse 24 Stru
Recent Favorites [J hrusersetting Browse [l Stru
-| @D [J inventorymasters ‘.;., | Browse 4 Stru
|_ o New 2| O itemmovements Browse [ Stru

+— .
| cwamsEe (J items if | |Browse [ Stru

+ - | information_schema _
| it_approval_flows | Browse l» Stru

-ll-— mysql o - -

.||._ performance_schema it_requests oy | Browse 4 Stru
——g,a pstw_cs it_request_asset_info #¢ []Browse [t Stru
e pim_cs it_request_emails i | |Browse s Stru

+ =i Procedures )
| o it_request_hardware | Browse s Stru

——- | Tables - .

Lmem fiter the | X it_request_osreqs if | |Browse [ Stru
| 4 New it_request_sharedperms \.;.} | Browse s Stru
'li"! approvalflow it_request_software f¢r | |Browse s Stru
-ll-—j aspnetroleclaims it_request_status f¢ [ ]Browse s Siru

+ - aspnetroles i :
| ) it_team_members o | Browse 4 Stru

-ll-—j aspnetuserclaims i
-ll-—_f aspnetuserlogins U manufacturers b Browse 4 Stru
-||--! aspnetuserroles (J modulesettings {¢r | |Browse s Stru
-Il-—j aspnetusers [ otregisters Browse [l Stru

-Il--f aspnetusertokens ' [ rates
-ll-—f bookings O request

+-# booking_managers
| request_form_managers

+- v companies




SIDEABR NAVIGATION (_Layout.cshtml)
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The provided code snippet from _Layout.cshtml illustrates the integration of the new IT

Request Form System's navigation into the application's main sidebar. The following key menu

sections have been implemented:

IT Request Form Menu Section: This section facilitates user-specific overtime

functionalities. It includes a parent menu item, "User Overtime," which expands to reveal

sub-links for:

o "Assignings": Allows chosen users to create new approval flows as well as assigns who

are the approvers. They are also responsible of choosing the IT team members

o "Registration": Displays the first part of the IT Request Form for users to fill.

o "My Requests": Shows the current status of their request along with the section b

statuses of their request.

o "Approval": Shows the current approval status of requests. These links are directing

them to the relevant views within the IT Request Form module developed for this

system.

<li class="sidebar-item">

<a class="sidebar-link has-arrow waves—effect waves—dark"
| href="javascript:void(@l}"
| aria—expanded="false">

=i class="mdi mdi-receipt”=</i><span class="hide-menu">IT Request Form=/span>

“fa>
<ul aria-expanded="false" class="collapse first-level">
“li class="sidebar-item"=

<a class="sidebar-link waves—effect waves-dark sidebar-link" asp-area="IT

* asp-controller="

<i class="mdi mdi-view-dashboard"»></i»<span class="hide-menu">Assignings</span>

</a>
<fli=
“1i class="sidebar-item">

<a class="sidebar-link waves—effect waves-dark sidebar-link" asp-area="IT

* asp-controller="

<i class="mdi mdi-view-dashboard"=</i=<span class="hide-menu">Registeration</span>

<a class="sidebar-link waves—e=ffect waves-dark sidebar-link" asp-area="IT

" asp-centroller="

<i class="mdi mdi-view-dashboard"»</i><span class="hide-menu">My Requests</span>

i class="sidebar-item">

<a class="sidebar-link waves—effect waves-dark sidebar-link" asp-area="IT

* asp-controller="

<i class="mdi mdi-view-dashboard"»</i><span class="hide-menu">Approval</span>

<ful>

</li>

ApprovalDashboard”

ApprovalDashboard”

ApprovalDashboard”

ApprovalDashboard”

asp-action="Admin" aria-expanded="false">

asp-action="Create" aria-expanded="false"=>

asp-action="MyRequests" aria-expanded="false">

asp-action="Approval" aria-expanded="false">
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Bl 17 Request Form

Assignings

Registeration

My Requests

Approval

DATABASE CONTEXT CONFIGURATION(CentralSystemContext.cs)

The CentralSystemContext.cs file serves as the main gateway for the Entity Framework Core

to interact with the application database.

The following DbSet properties have been explicitly added to this context to support new

features and modules, particularly those related to the IT Request Form System.

This Db Set is important because it allows the application to easily query and store data for
each of these models. It acts as a bridge, connecting our application data models directly to the

PSTW_CS database tables.

f4 ItForm

public DbSet<ItRequest> ItRequests { get; set; }

public DbSet<ItApprovalFlow> ItApprovalFlews { get; set; }
17 references

public DbSet<ItRequestStatus> ItRequestStatus { get; set; }

public DbSet<ItTeamMember> ItTeamMembers { get; set; }
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CONTROLLERS

e ApprovalDashboardController.cs
The controller lives under the IT area and is authorization-protected.
o Attributes

v [Area("IT")] — routes are prefixed with /IT/...

v [Authorize] — only authenticated users can access any action in this controller

o Approval( ) Function:

Purpose: This function is to show the main Approval page where approvers manage incoming

IT requests.

How it works: When the approver opens this page, they will see two types of requests. First is
pending meaning those requests has been sent by the users to be approved and second is
completed meaning the requests has either been approved or rejected either way it will show

up in the complete tab.

o Create( ) Function:

Purpose: This function is to show the main Registration page where users are displayed a

blank and new request form to be filled out.

How it works: When the user opens this page, they will see fields that must be filled out by
them to create a new request form. Once filled out, options such as save as draft and send now

are displayed for the users to click and choose.

o Edit() Function:

Purpose: This function is to show users and allow them to revise back on what they had

registered and change if necessary.

How it works: When the user saves the registered request as draft, they will immediately be

brought to this Edit page where they are able to make any changes to it as they please. A 24-
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hour time limit will be there in order to signify that they must edit or send the request as soon

as possible. If the time limit has surpassed, the request shall be locked from editing.

o MyRequests( ) Function:

Purpose: This function is to show the main My Requests page where users are able to see

their requests statuses.

How it works: When the user opens this page, they will see displays of their requests’ status
based on the action the approvers have chosen, they are also able to see the section b status of
each request that has been approved overall and what actions are needed to be done in order to

complete the request form overall.

o Admin( ) Function:

Purpose: This function is to show the main Assignings page where chosen users are displayed

with two main tables.

How it works: When the user opens this page, they will see two types of tables, one is for the
approval flow table where the user is able to create a new flow and assign new members to the
flow. The other table is to assign the IT team members based on all the users registered to the

PSTW Inventory System.

o RequestReview () Function:

Purpose: This function is to show the sub xxx page where requestors and approvers are

displayed the information filled out during registration and the approval trail of the request.

How it works: When the user opens this page, they will be displayed of all the information
that they had kicked in during the registration process. The approval trail which signifies if an
approver had either approved or rejected said request will also be known as well as the timing

on when they did it. The request shown is based on its statuld (Id of the request).

o SectionB( ) Function:
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Purpose: This function is to show the main SectionB page where it team members displayed

fields to be filled out.

How it works: When the it team member opens this page, they will see fields that must be
filled out by them to complete the overall approved request form. Once filled out, options such

as save as draft and send now are displayed for the users to click and choose.

o SectionBEdit( ) Function:

Purpose: This function is to show the IT team members the main SectionBEdit page and allow

them to revise back on what they had filled out and change if necessary.

How it works: When the user saves the filled out section b as a draft, they will immediately
be brought to this SectionBEdit page where they are able to make any changes to it as they
please. Once they have done so, they are to send the section b to be accepted by the requestor

and themselves.

namespace PSTW_CentralSystem.Areas.IT.Controllers

[Area("IT")]
[Authorize]

public class ApprovalDashboardController : Controller
private readonly CentralSystemContext _db;
private readonly UserManager<UserModel® _userManager;
public ApprovalDashboardController(CentralSystemContext db, UserManager<UserModel> userManager)
_db = db;
_userManager = userManager;
/{ ===== helpers =====
private int GetCurrentlUserId() => int.Parse(_userManager.GetUserId{User]!);

private async Task<bool> IsItTeamAsync(int userId) ==
await _db.ItTeanMembers.AnyAsync(t = t.UserId == userId);

private async Task<bool> IsApproverInAnyFlowfAsync(int userId) =»
await _db.ItApprovalFlows.AnyAsync(f =>
£.HodUserId == userId ||
£.GroupItHedUserId == userId ||
£_FinHodUserId == userId ||
f.MgmtUserId == userId);

private async Task<bocl® IsRequestFormManagerAsync(int userId) ==

await _db.RequestFormManagers.AnyAsync(m == m.Userld == userld);
J/ ===== routes =====

'/ Approval is only available for approvers and IT team members
public async Task<IActionResult> Approval()
var wid = GetCurrentUserId();

var isAllowed = await IsItTeamAsync(uid) || await IsApproverInAnyFlowAsync(uid);
if (lisAllowed) return Forbid(); // or: return View(®AccessDenied");

return View(); // ~/Areas/IT/Views/ApprovalDashboard/Approval.cshtml

}

10




MODELS

e ItApprovalFlow.cs

/{ Assignings (Admin) is only available for Request Form Managers
public async Task<IActionResult> Admin()
{

var uwid = GetCurrentUserId();

war isManager = await IsRequestFormManagerAsync{uid);
if (lisManager) return Forbid{); // or: return View("AccessDenied");

return View(); // =/Areas/IT/Views/ApprovalDashboard/Admin.cshtml

)
/f Open to any authenticated user
pﬁ;{icslhctiorﬁesult Create() == View(); {f =/Areas/IT/Views/ApprovalDag]
p;;{icfthctiorﬁesult MyRequests() =» View(); // ~/Areas/IT/Views/ApprovalDas
/f Use the same gate as Approval (rewviewing a specific reguest)
p;;{icsrhctiorﬂesult ReguestReview(int statusId)

ViewBag.5tatusId = statusId;
{  return View(); // =/Preas/IT/Views/ApprovalDashboard/RequestReview.cshtml
}
[/ Leave these open unless you want extra guards
p;;{icsrhctiorﬂesult SectionB() == View();
pﬁ;{icfrhctiorﬂesult Edit() == View();

public IActionResult SectionBEdit() == Wiew();

PSTW

This model represents a predefined approval route for an IT request. Each record describes a

named flow and exactly who (by user ID) must approve at each stage, so the system can

consistently assign the right approvers without guessing per request.

o ItApprovalFlowld (Primary Key):

The unique identifier for a flow. This is what other entities (like an IT request or status

row) will store to say “use this flow.”

o FlowName (Human label):

A friendly name so admins and users can recognize the flow in dropdowns or settings

(e.g., “Default - Corporate,” “Plant Ops - Finance First”). The 200-char limit prevents

overly long labels and keeps indexes efficient.

o HodUserld (Head of Department):

11
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The Userld of the HoD who must approve first (or at the department stage) for requests
using this flow. Because it’s a non-nullable int, this stage is required because there must

be a valid user assigned

o GroupltHodUserld (Group IT HoD):
The Userld for the Group IT Head of Department stage. Also required. The workflow

engine will route the request here after HoD approval.

o FinHodUserld (Finance HoD):
The Userld for the Finance approval stage. Required. Typically used to verify

budget/financial impact before moving on.

o MgmtUserld (Management):
The Userld for the final Management sign-off. Required. This usually represents the

ultimate authority for high-impact IT requests.

[Table("it_approval_flows"J]
public class ItApprovalFlow
{

[key)
;;Eii;=;nt ItApprovalFlowId { get; set; }
[MaxLength(286)]

;;Eii:igtring FlowName { get; set; }
ff_apnrovers

;;L;;;=;nt HodUserId { get; set; }

public int GroupItHedUserId { get; set; }

int FinHodUserId { get; set; }

public int MgmtUserId { get; set; }

e ItRequest.cs

This model is the core record of an IT request. It captures who’s asking, when they need it,
what they’re asking for (hardware/software/email/etc.), and a “snapshot” of key profile details
at the moment of submission so history stays accurate even if the user later changes

departments or roles.

o Identity & ownership
v ItRequestld ([Key] int): Primary key. What everything else (statuses, PDFs,

approvals) will reference.

12
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v Userld (int): The requester’s user ID (FK to your AspNetUsers/UserModel). This

ties the request back to the actual account that created it.

o Snapshot fields (frozen at submission)

v StaffName ([Required][MaxLength(200)] string): Display name printed everywhere
(review pages, PDFs). Required.

v" CompanyName / DepartmentName / Designation / Location (string? up to 200):
Optional labels so the request remains readable even if the org chart changes next
month.

v" EmploymentStatus (string? up to 50): “Permanent / Contract / Temp / New Staff”
(or your set). Handy for routing rules and eligibility checks.

v ContractEndDate (DateTime?): Only relevant for contract/temp staff. Lets IT see if
the need spans beyond the contract.

v PhoneExt (string? up to 20): Quick contact detail for IT to clarify things fast.

o Dates that drive behavior

v" RequiredDate (DateTime): When the user needs the item/service. Use this for
prioritization and SLA visuals.

v' SubmitDate (DateTime): When the form was actually submitted (created or last
“Send Now”). Useful for aging/turnaround metrics.

v" FirstSubmittedAt (DateTime?): The first time the request ever got submitted which
stays the same even if resubmitted later. Great for lifecycle analytics.

v' EditableUntil (DateTime?): Dynamic edit window end (usually FirstSubmittedAt +
N hours). Your Ul can check this to show/hide “Edit” or force read-only.

v IsLockedForEdit (bool): A hard stop switch. Even if EditableUntil hasn’t passed,

this can force a lock (e.g., when approvals have begun or after cancellation).

o Navigation (what users request)
v' Hardware:ICollection<ItRequestHardware>
Laptop/desktop/monitor/etc., quantities, specs, and justifications.
v Emails:ICollection<ItRequestEmail>
New mailbox, distribution lists, shared mailboxes, permissions.
v OsRequirements:ICollection<ItRequestOsRequirement>

Specific OS, versions, or build constraints.

13




v Software:ICollection<ItRequestSoftware>

Titles, license types, versions, and access scope.

v SharedPermissions:ICollection<ItRequestSharedPermission>

Shared folders/drives/app roles for users who needs read/write and where.

[Table("it_requests")]
10 refers
public class ItRequest

ces
int TtRequestId { get; set; }

public int UserId { get; set; } // FK -> aspnetusers.Id

| // snapshot fields (taken at submission time)
| [Required]
[MaxLength(200)]

| 8
| public string StaffName { get; set; } = string.Empty;

[MaxLength(280)]
4 ref
public string? CompanyName { get; set; }

| [MaxLength(208)]
H—-T
public string? DepartmentName { get; set; }

| [MaxLength(288)]
| rsterencas

public string? Designation { get; set; }
| [MaxLengtn(268)]

4 referes
publi

tring? Location { get; set; }

| [MaxLength(56)]
4rek

public string? EmploymentStatus { get; set; } // Permanent / Contract / Temp / New Staff

| public DateTime? ContractEndDate { get; set; }

ateTime RequiredDate { get; set; }

[MaxLength(28)]
4 ref
public string? PhoneExt { get; set; }

13 references
public DateTime SubmitDate { get; set; }

// navigation
3 ref
public ICollection<ItRequestHardware> Hardware { get; set; } = new List<ItRequestHardware=();
4 ref
public ICollection<ItRequestEmail> Emails { get; set; } = new List<ItRequestEmail=();
4 ref
public ICollection<ItRegquestOsRegquirement> OsRequirements { get; set; } = new List<ItRequestOsRequirement=>();
4 ref
public ICollection<ItRequestScftware> Software { get; set; } = new List<ItRequestSoftware=();
4 ref
public ICollection<ItRegquestSharedPermission> SharedPermissions { get; set; } = new List<ItRequestSharedPermission=();

1 re
public DateTime? FirstSubmittedAt { get; set; } // when the regquest was first created

5 ces
public DateTime? EditableUntil { get; set; } // FirstSubmittedAt + window
14 re es

public beool IsLockedForEdit { get; set; }

PSTW
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o ItRequestAssetInfo.cs

Data is stored in it_request asset info. Keeping it in its own table lets you control edit/lock

behavior for Section B without touching the main request.

o Identity & linkage
v" 1d (int): Primary key for this asset info row.
v ItRequestld (int): Points back to the parent IT request (ItRequest.ItRequestld). All

the asset/account details below belong to that request.

o Asset/ network identifiers
v' AssetNo (string?): Company asset tag/asset register number (e.g., “AS-02458”).
v Machineld (string?): Local machine/computer name (e.g., hostname used in AD or
on the label).
IpAddress (string?): Intended/assigned IP address.
WiredMac (string?): MAC address for the Ethernet adapter.
WifiMac (string?): MAC address for the Wi-Fi adapter.

ASIRNERNERN

DialupAcc (string?): Any dial-up/VPN/access account identifier if your environment
still uses one.
v Remarks (string?): Free-text notes are common uses: “User sits in 3F-24,” “Requires

static IP for legacy app,” “Swap with AS-01977.”

o Edit trail
v LastEditedAt (DateTime?): Last time Section B was modified—use this to show
“Saved 5 minutes ago” and for audits.
v LastEditedByUserld (int?) & LastEditedByName (string?): Who made that last

edit. Useful in review screens and PDFs when tracking changes.

o Acceptance by the requester
v" RequestorAccepted (bool): Has the requestor confirmed the details/assets are
correct?
v" RequestorAcceptedAt (DateTime?): Timestamp of the requestor’s acceptance.
Typical flow: IT drafts Section B > sends for confirmation > requester checks and

accepts.

15




o Acceptance by IT

PSTW

v ItAccepted (bool): IT’s own acceptance that the asset info is correct and work is

ready/complete on their side.
v ItAcceptedAt (DateTime?): When IT accepted.
v ItAcceptedByUserld (int?) & ItAcceptedByName (string?): Which IT staff

finalized it. Helpful for accountability and follow-ups.

o Submission state of Section B

v SectionBSent (bool): Whether Section B has been sent (as opposed to just saved as

a draft). Defaults to false.

v' SectionBSentAt (DateTime?): When it was sent. This is your anchor for “awaiting

acceptance” logic.

[Table("it_request_asset_info"J]

/{ default false

3 references

public class ItRequestAssetInfo

{

E 0 refe T

i pu nt Id { get; set; }

i 9 referances

| public int ItRequestId { get; set; }

E T references

i public string? AssetNo { get; set; }

i 7 references

E public string? Machineld { get; set; }

! Treferances

! tring? IpAddress { get; set; }

B 6 references

E public string? WiredMac { get; set; }

| 6 references

E public string? WifiMac { get; set; }

| & references

E public string? DialupAcc { get; set; }

| 6 references

1 public string? Remarks { get; set; }

| Grefrences

1 pu ateTime? LastEditedAt { get; set; }
i 4 references

i public int? LastEditedByUserId { get; set; }
| 6 references

E public string? LastEditedByName { get; set; }
é public bool ReguestorAccepted { get; set; }
H 3 references

E public DateTime? RequestorAcceptedAt { get; set; }
i public bool ItAccepted { get; set; }

i 8 references

| public DateTime? ItAcceptedat { get; set; }
1 5 references

1 public int? ItAcceptedByUserId { get; set; }
| 3 references

| public string? ItAcceptedByName { get; set; }
i 9 reference:

| pu ool SectionBSent { get; set; }

! 4 references

H public DateTime? SectionBSentAt { get; set; }
1]

16
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ItRequestEmail.cs

This model captures the email-related line items inside an IT Request. Use it when someone

needs a new mailbox, a replacement address, or an additional alias/shared mailbox as part of

their submission. Each row is one email request linked back to its parent [tRequest.

(@]

Id ([Key] int): Primary key for this email line.

ItRequestld (int): Foreign key to the parent request (ItRequest.ItRequestld).

Request (ItRequest? with [ForeignKey("ItRequestld")]): EF navigation property. Lets you
traverse from an email line to its owning request when you need header context (requestor

name, department, dates) in lists or PDFs.

Purpose (string?, max 50): Why this email is being requested. Common values:
v" New — create a brand-new mailbox
v" Replacement — change from old address to new (e.g., naming standard updates,
marriage/name change)
v' Additional -~ extra mailbox, alias, or shared mailbox access

Keeping it short (50 chars) helps standardize and filter easily.

ProposedAddress (string?, max 200): The target email address or mailbox name the user
has in mind (e.g., nur.aisyah@company.com, or finance.ap@company.com). This is what

IT will validate against naming rules and availability.
Notes (string?): Free-text details. Typical uses: preferred display name, mailbox type

(shared vs user), required access list (“needs Ali and Mei as members”), forwarding rules,

or special distribution group requirements.

17
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[Table("it_request_emails")]
public class ItRequestEmail
{

[Key]

1 reference

public int Id { get; set; }

3 references

public int ItRequestId { get; set; }
[ForeignHey("ItRequestId”)]

0 references

public ItRequest? Request { get; set; }

[MaxLength(58)]
32 references

public string? Purpose { get; set; } {f New / Replacement / Additional

[MaxLength(288)]
4 references

public string? ProposedAddress { get; set; }

3 references

public string? Notes { get; set; }

ItRequestHardware.cs

This model represents a hardware line item inside an IT Request. Each row describes one

requested piece of hardware (or type), why it’s needed, and the business reason behind it is so

approvers can make a decision quickly and IT can provision the right thing.

o Id ([Key] int): Primary key for this hardware line.

ItRequestld (int): Foreign key back to the parent [tRequest.

Request (ItRequest? with [ForeignKey("ItRequestld")]): Navigation property for

pulling header info (requestor, dates) when listing or printing.

Category (string up to 100, required, default ""):

What the item is. Examples: “Notebook”, “Desktop”, “Monitor”, “Printer”, “Docking
Station”. This drives procurement rules, standard models, and approval routing. Since
it’s non-nullable, make sure the Ul never leaves it as an empty string to validate on

save.

Purpose (string? up to 100):
Why the hardware is requested. Typical values: New, Replacement, Additional.
Helpful for policy checks (e.g., replacements might require returning the old asset;

additional units might need a stronger justification).
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o Justification (string?):

PSTW

The business reason. This is what approvers read to understand why this is needed

(e.g., “New hire starts 15 Jan,” “Existing laptop cannot run CAD,” “Team expanding

by 3 FTE,” “Existing unit beyond economic repair”).

In many organizations this is what makes or breaks the approval to encourage

specific, outcome-focused explanations.

OtherDescription (string?):

Extra detail, especially when Category = "Other" or when you need to capture specs

(e.g., “32GB RAM, 1TB SSD, dedicated GPU,” “Ergonomic keyboard for wrist

issues,” “Color laser with duplex”).

This keeps your Category tidy while allowing flexibility when the standard catalog

doesn’t fit.

[Table("it_request_hardwars")]
5 references
public class ItRequestHardware
{

[Hey]

1 reference

public int Id { get; set; }

3 references

public int ItRequestId { get; set; }
[ForeignKey("ItRequestId™)]

0 references

public ItRequest? Request { get; set; }

[MaxLength(18@)]

6 references

]

[MaxLength(1688]]

4 references

4 references

public string? Justification { get; set; }

7 references

public string? OtherDescription { get; set

]

public string Category { get; set; } = ""; // Notebook, Desktop, etc.

public string? Purpese { get; set; } /F/ New / Replacement / Additional
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e ItRequestOSRequirements.cs

This model captures the operating-system—related requirements for an IT Request. Think of
it as the place where a requester (or IT) spells out OS constraints that matter for deployment
versions, builds, security settings, or special configurations that standard images don’t cover.

One request can have multiple OS requirement lines, each stored as a separate row.

o Id ([Key] int): Primary key for the requirement line.

o ItRequestld (int): Foreign key back to the parent [tRequest.

o Request (ItRequest? with [ForeignKey("ItRequestld")]): Navigation property when
you need the request header (staff, department, dates) next to the OS details (e.g., in

review screens or PDFs).

o RequirementText (string?): The actual OS requirement in human language. Keep it

clear and specific, this is what provisioning/engineering will act on.
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[Table("it_request_osreqs")]
5 referemces
public class ItRequestOsRequirement

[Hey]
1 reference

i public int Id { get; set; }

3 references

i public int ItRegquestId { get; set; }
i [ForeignHey("ItRequestId™]]

i 0 references

! public ItRequest? Request { get; set; }

| 4 references

| public string? ReguirementText { get; set;

L]

}

ItRequestSharedPermissions.cs

PSTW

This model records shared resource access requested inside an IT Request—think shared

folders/drives, project shares, or app workspaces. Each row says “which share” the user needs,

so approvers can judge risk and IT can provision the correct ACLs.

o Id ([Key] int): Primary key for this permission line.

o ItRequestld (int): FK to the parent [tRequest.

request header (useful for PDFs and approval screens).

ShareName (string? up to 100):

The target shared resource. Examples:
v \\fileserver01\Finance\Reports
v TeamSites\Operations

v Apps\PowerBI\SalesWorkspace

o Request (ItRequest? with [ForeignKey("ItRequestld")]): Navigation back to the

Keep names consistent with how IT tracks shares to avoid provisioning mistakes.
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CanRead (bool):

Read/browse/download. The baseline permission most users need.

CanWrite (bool):
Create or modify items (files/folders/records). Implies responsibility—approvers

usually want a clear reason when this is requested.

CanDelete (bool):
Delete items from the share. Higher risk; often limited to power users or content

owners.

CanRemove (bool):
Ability to remove others’ access or membership (i.e., permission management /

ownership actions). Treat this as owner/maintainer capability—granted sparingly.

[Table("it_request_sharedperms")]
5 referemces
public class ItRequestSharedPermission

[Key]
1 reference

| public int Id { get; set; }

public int TtRequestId { get; set; }
[ForeignHey("ItRequestId”)]
0 references

public ItRequest? Request { get; set; }

[MaxLength({1686)]
4 references

i public string? ShareName { get; set; }

4 references

.

public bool CanDelete { get; set; }

4 references

public bool CanRemove { get; set; }

ItRequestSoftware.cs

This model captures a software line item inside an IT Request. Each row represents one piece

of software (or license) the requester needs, grouped into a simple “bucket” so approvers and

IT know whether it’s a standard app, a utility, or something bespoke.
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Id ([Key] int): Primary key for this software line.

ItRequestld (int): FK to the parent I[tRequest.

Request (ItRequest? with [ForeignKey("ItRequestld")]): Navigation back to the
request header (useful for PDFs/lists).

Bucket (string up to 50, required, default ""):

A quick classification that tells IT how to treat the item

Name (string up to 200, required, default ""):
The software’s official name, ideally matching your internal catalog (e.g., “Microsoft
Visio Standard 20217, “AutoCAD 2025”). Clear naming avoids provisioning

mistakes.

OtherName (string?):
A free text fallback when Name doesn’t exist in your catalog or when the user needs
to specify a variant (edition, module, plugin). Example: “Plugin: Revit MEP Add-in”,

“Local language pack — Japanese™.

Notes (string?):
Context that approvers care about: intended use, required version, seat type
(user/device), number of seats, license owner/cost centre, any compliance constraints

(“requires admin rights”, “offline activation”). This is often what determines approval

speed.

23




[Table("it_request_software")]
5 references

public class ItReguestSoftware

public int Id { get; set; }

3 references

public int ItRequestId { get; set; }
[ForeignHey("ItRequestId")]

0 references

public ItRegquest? Request { get; set; }
[MaxLength({58)]

4 references

public string Bucket { get; set; } = "";

[MaxLength(288]]

4 references

public string Name { get; set; } = "";
4 references

public string? OtherMame { get; set; }

4 references

public string? MNotes { get; set; }

e [ItRequestStatus

PSTW

This model is the live tracker for an I'T request’s approval journey. It links a request to a chosen

approval flow and records where each stage stands (HoD > Group IT HoD > Finance HoD >

Management), with timestamps for when each stage acted. It also keeps a single OverallStatus

you can display on boards and in reports.

o Identity & linkage

v' Statusld ([Key] int): Primary key for this status row.

v ItRequestld (int + [ForeignKey] — ItRequest): Which request this status belongs

to.

v ItApprovalFlowld (int + [ForeignKey] — ItApprovalFlow): Which approver route

is being used (who must approve at each stage).

o Per-stage statuses

Each stage has a short text status (up to 20 chars) and an optional timestamp for when

it was submitted/acted on.
v' HodStatus / HodSubmitDate
v GitHodStatus / GitHodSubmitDate (Group IT HoD)
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v" FinHodStatus / FinHodSubmitDate
v' MgmtStatus / MgmtSubmitDate

Typical values for each *Status:

v' "Pending" — action required, approver hasn’t decided yet

v' "Approved" — stage passed

v' "Rejected" — stage failed (usually stops the flow)

v null — stage not yet opened/visible (e.g., earlier stages still pending)

The paired *SubmitDate captures when the approver actually made a decision
(approve/reject). You can also set it when they forward/submit to the next stage if that

matches your process.

Overall status
v OverallStatus (string?, max 20): A single label you can show everywhere (e.g.,

bE 1Y

“Pending”, “Approved”, “Rejected”).
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[Table("it_request_status")]
3 references

public class ItRequestStatus

{

[Hey]
17 references

public int StatusId { get; set; }

15 references

public int ItRequestId { get; set
[ForeignHey("ItRequestId™)]

69 references

public ItReguest? Reguest { get; set; }

o}

4 references

public int ItApprovalFleowId { get; set; }
[ForeignHey("ItApprovalFlowId")]

20 references

public ItApprovalFlow? Flow { get; set; }

// per-stage statuses

19 references

[MaxLength(28)] public string? HodStatus { get; set; }

18 references

[MaxLength{28)] public string? GitHodStatus { get; set; }
16 references

[MaxLength(208)] public string? FinHodStatus { get; set; }
13 references

[MaxLength(208)] public string? MgmtStatus { get; set; }

4 references

public DateTime? HodSubmitDate { get; set; }

4 references

public DateTime? GitHodSubmitDate { get; set; }
4 references

public DateTime? FinHodSubmitDate { get; set; }
4 references

public DateTime? MgmtSubmitDate { get; set; }

[MaxLength(26)]
30 references

public string? OverallStatus { get; set; } // Pending / A

ItTeamMember.cs

PSTW

This model is the roster of who counts as part of the IT team inside your system. It’s

intentionally simple: one row ties a platform Userld to the IT team list, which you can then

use for permissions, routing, and dashboards (e.g., “only IT team can accept Section B,

tickets to I'T members,” etc.).

o Id (int): Primary key for this membership row. Internal identifier.

99 ¢¢

assign

o Userld (int): The user’s ID from your users table (e.g., AspNetUsers/UserModel). If a

user’s ID appears here, they’re considered part of the IT team for app logic.
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[Table("it_team_members™)]

e ItRequestReportModel.cs

This is the view-model for the PDF. It flattens everything the document needs like
header/meta, Section A (requestor snapshot), Section B (IT asset details), line-item lists,
acceptance info, approval timeline into one tidy object so QuestPDF template can render

without doing extra joins or heavy logic.

o Header / meta (top banner of the PDF)
v" DocumentNo = "GITRF 01" helps version control across departments.
v" RevNo ="05" shows the controlled document revision.
v" DocPageNo ="1 of 1" is a placeholder you can override if you paginate.

v' EffectiveDate defaults to today; you can stamp policy-in-force date if needed.

o Section A - Requestor snapshot
v StaffName, CompanyName, DepartmentName, Designation, Location: Who,
where, and role context—printed plainly in the header table.
v" EmploymentStatus, ContractEndDate: “Permanent / Contract / Temp / New
Staff”. If contract, the end date matters for hardware issuance decisions.
v" RequiredDate: When the user needs it—use to highlight urgency.
v PhoneExt: Handy for follow-ups.

o Captured lists
v' Hardware (List<string>): Human-readable items like “Notebook (Additional)”,
“Monitor 277.

v’ Justification (string?): The single justification text to be shown

<

Emails (List<string>): e.g., “New mailbox: finance.ap@company.com”

v" OsRequirements (List<string>): “Winl1 23H2; BitLocker; Domain CORP”.
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v Software (List<(Bucket, Name, Other, Notes)>): Each row can render as:

Bucket/Name/Other/Notes.

Hardware purposes

v' HwPurposeNewRecruitment / HwPurposeReplacement /
HwPurposeAdditional (bool)
These power the left-side “Purpose” checkboxes the PDF shows. They summarize

why hardware is requested without re-reading every line item.

Hardware selections

v" HwDesktopAllln, HwNotebookAllln, HwDesktopOnly, HwNotebookOnly,
HwNotebookBattery, HwPowerAdapter, HwMouse, HwExternalHdd,
HwOtherText
These drive the right-side catalog-style checkboxes (and one free-text field). You
can tick whichever items apply to this request overall and show “Other: ...” when

HwOtherText has value.

Section B - IT asset details
v AssetNo, Machineld, IpAddress, WiredMac, WifiMac, DialupAcc, Remarks
The identifiers IT cares about when provisioning/validating a device or account.

Remarks is where you show concise install notes or location hints.

Acceptance

v" RequestorName, RequestorAcceptedAt: “I have received/verified the above.”

v ItCompletedBy, ItAcceptedAt: Who in IT finalized the work and when. These pair
nicely with signature lines in the PDF.

Status

v’ ItRequestld, Statusld: Glue back to your database rows; useful for QR codes or
“Ref: #12345”.

v OverallStatus: Single label for the entire document (“Pending / Approved /
Rejected / Complete”).

v SubmitDate: Original submission timestamp to show aging/turnaround context.

Approval flow dates
28




v HodSubmitDate / GitHodSubmitDate / FinHodSubmitDate /

MgmtSubmitDate

These timestamps let you print a small “approval trail” table (Stage | Date). If a

stage is skipped, leave blank.

o Approvers

v" HodApprovedBy / GitHodApprovedBy / FinHodApprovedBy /

MgmtApprovedBy

PSTW

Human-readable names you can print under each stage (e.g., “Approved by: Nurul

A.”). Populate these in the controller when you build the report model to avoid EF

lookups inside the PDF renderer.

{

1 references

public class ItReguestReportModel

/{ Header/meta

tring DocumentNe { get; set; } = "GITRF_01";

public string RevNo { get; set; } = "@5";

string DocPageNo { get; set; } = "1 of 1";

2 references
public DateTime EffectiveDate { get; set; } = DateTime.Today

/{ Section A - Regquestor snapshot

StaffName { get; set; } = "";
CompanyName { get; set; } = "";
DepartmentName { get; set; } = "";
Designation { get; set; } = "";
Eu’b:lick;trlng Location { get; set; } = "";
_Wb_uc:i:trlﬂg EmploymentStatus { get; set; } = "";

ateTime? ContractEndDate { get; set; }

public DateTime RequiredDate { get; set; }
2 references

public string PhoneExt { get; set; } = o

/{ Captured lists (kept for other sections)
1 reference
public List<string> Hardware { get; set; } = new();

string? Justification { get; set; }

ist<strings Emails { get; set; } = new();

public List<string> OsRequirements { get; set; } = new();

ist<(string Bucket, string Name, string? Other, string? Notes)> Software { get; set; } = new();

ist<{string Share, bool R, bool W, bool D, bool Remove)> SharedPerms { get; set; } = new();
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public bool HwPurposeNewRecruitment { get; set; }
2 refarences

public bool HwDesktopAllIn { get; set; }
2 referances
public bool HwNotebookAllIn { get; set; }
2 referances
public bool HwDesktopOnly { get; set; }
2 referances
public bool HwNotebookOnly { get; set; }
2 references
public bool HwNotebookBattery { get; set; }
2 refe
public bool HwPowerAdapter { get; set; }
2 references

public bool HwMouse { get; set; }

2 references
public bool HwExternalMdd { get; set; }
3 references
public string? HwOtherText { get; set; }

/f Section B — IT staff

2 references
public string AssetNo { get; set; } = "";

2 references

public string Machineld { get; set; } = "";
2 refa

public string IpAddress { get; set; } = "";
2 refarences

public string WiredMac { get; set; } = H
2 references

public string WifiMac { get; set; } = "";

2 references

public strimg DialupAcc { get; set; } = "";

3 references
public string Remarks { get; set; } =

// Acceptance
3 refer 3
public string RequestorName { get; set; } = "
2 refer 3

public DateTime? RequestorAcceptedAt { get; set; }
2 refer 3

public string ItCompletedBy { get; set; } = "
2 refer

public DateTime? ItAcceptedAt { get; set; }

// Status

2 refer 3

public int ItRequestId { get; set; }
1 refen
public
1 refen
public
3 refer
public

int StatusId { get; set; }

string OverallStatus { get; set; } =

DateTime SubmitDate { get; set; }

// Approval Flow dates
2 refer
public DateTime? HodSubmitDate { get; set; }
2 refers
public DateTime? GitHodSubmitDate { get; set; }
2 refer 3

public DateTime? FinHedSubmitDate { get; set; }
2 refer 3

public DateTime? MgmtSubmitDate { get; set; }

// Approvers
2 refer 3
public string| HodApprovedBy { get; set; }
2 refer

public
2 refer 3
public string FinHodApprovedBy { get; set; }
2 refer
public

string GitHodApprovedBy { get; set; }

string MomtAp) { get; set; }

PSTW
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VIEWS & IT REQUEST API
e ApprovalDashboard

o Admin.cshtml

Il
I
.

_

1 Default Flow 17 — corelhou 5 — aLalim 1 — MAAdmin 21 — core2user

T Team embers =

Selected (3)

1 MAAdmin corelhou coreZhou X core3user
[ SysAdmin
[ alim.aidrus

0O ariff.pauzi

0 alalim

This file (Admin.cshtml) is the admin page where you manage approval flows and mark users

as part of the IT Team.

v <div id="flowApp">...</div>
o Purpose: This is the root container for the Vue app. Everything inside will be

reactive and controlled by Vue.

v const flowApp = Vue.createApp({...})
o Purpose: This creates the Vue instance and wires up state, computed helpers,

methods, and lifecycle so the page can load, edit, and save data.

v' data()

o flows: Holds the list of approval flows pulled from the API. Each item is
normalized for consistent casing, so the Ul does not care whether the API
returns Pascal Case or camelCase.

o users: The flat list of users used to populate dropdowns and the IT Team

selector. Kept simple with only the fields we need for display and lookups.
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itTeamUserlds: An array of selected user IDs that represent the current IT
Team. This is what gets sent back to the server when you hit Save.

itSearch: The live search term for filtering users in the left panel. Keeps the list
manageable as the directory grows.

rfmUserlds: An array of selected user IDs that represent the current request
form manager. This is what gets sent back to the server when you hit Save.
rfmSearch: The live search term for filtering users in the left panel. Keeps the
list manageable as the directory grows.

busy, error: Loading and error flags for the main flows table. These control the
“Loading...” and error alert so the user knows what is happening.

saving, savingTeam, savingManagers: Separate save flags for the flow modal
and IT Team action. This prevents double submissions and gives proper button
feedback.

formError: Validation or API error message specific to the flow modal. Shown
above the inputs to guide the admin to fix it quickly.

form: The working copy of a flow while creating or editing. It mirrors the fields
in the database and is reset or cloned depending on context.

bsModal: A reference to the Bootstrap modal instance. Stored so we can

reliably open and close the modal from Vue methods.

data() {

] return {

| i flows: []1,

! i users: [], // all u
i ! // IT Team state

! itTeamUserIds: [],

| itSearch: '',

! | savingTeam: false,

// Request Form Managers state

! ! rfmUserIds: [],

! ! rfmSearch: '',

savingManagers: false,

! ! // UI state

| busy: false,

error: null,

i | saving: false,

! formError: null,

form: {

i ! i itApprovalFlowId: null,

I | flowName: '',

! hodUserId: null,

i i ! groupItHodUserId: null,

i ! i finHodUserId: null,

| mgmtUserId: null

.
i bsModal: null
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v' computed

O

filteredUsers, filteredUsers: Returns the users list filtered by the current search
term. This avoids recomputing the same filter inside the template and keeps the
view snappy even with many users.

selectedUsers, selectedManagers: Projects itTeamUserlds and rfmUserlds
back into full user objects so the right panel can show “chips” with names and

remove buttons. Using a Set makes the lookup fast and clean.

computed: {

/* IT Team list filter =/
filteredUsers() {
const q = (this.itSearch || '').toLowerCase();
i if (!g) return this.users;
' return this.users.filter(u => (u.name || '').toLowercase().includes(qg));
}|
selecteduUsers() {
. const set = new Set(this.itTeamUserIds);
| return this.users.filter(u == set.has(u.id));
h
/* Managers list filter =/
filteredUsersForManagers() {
. const q = (this.rfmSearch || '').toLowerCase();
i if (!q) return this.users;
| return this.users.filter(u => (u.name || '').toLowerCase().includes(q));
}|
selectedManagers() {
const set = new Set(this.rfmUserIds);
| return this.users.filter(u => set.has(u.id));

b

v methods

O

load(): Fetches the flows from /ItRequestAPI/flows, normalizes property
casing, and updates flows. It toggles busy and captures any network or server
errors so the table always reflects a clear state.

loadUsers(): Gets the user directory from /ItRequestAPI/users. This powers the
dropdowns in the flow modal and the IT Team list, so it is called on mount and
when the modal opens.

loadItTeam(): Pulls the current IT Team from /ItRequestAPI/itTeam as an array
of IDs. The UI then highlights those users and fills the Selected section on the
right.

resolveUserName(id): Maps a user ID to a display name using the already
loaded users array. If the user list has not arrived yet, it returns a safe placeholder

so the table does not break.
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openCreate(): Resets form to a clean state, clears formError, opens the modal,
and ensures users are available for the approver dropdowns. This keeps the
create path predictable and quick.

openEdit(f): Deep clones the selected flow into form, clears formError, opens
the modal, and ensures users are loaded. Cloning avoids mutating the table row
before saving.

save(): Validates the form, builds a minimal payload with nulls for empty picks,
then calls POST  /ItRequestAPl/flows for create or PUT
/ItRequestAPI/flows/{id} for update. On success it reloads the list and closes
the modal. On failure it shows a friendly message in formError.

del(f): Confirms with the admin, then calls DELETE /ItRequestAPI/flows/{id}.
If the API returns an error, it surfaces the message so the admin knows why
deletion failed.

nulllfEmpty(v): Utility that converts empty values to null and coerces numeric
strings. Keeps payloads clean and avoids accidental empty strings in integer
fields.

showModal() / closeModal(): Create and control the Bootstrap modal instance.
These helpers make the modal behavior consistent no matter how it is invoked.
removelt(uid): Removes a user from the selected IT Team by filtering the ID
list. This powers the small “x” on each selected chip.

saveltTeam(): Sends { userlds: itTeamUserlds } to POST
/ItRequestAPI/itTeam. Shows a simple success or error alert and protects

against double clicks with savingTeam.
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methods: {

async load() {
i otry {
i this.busy = true; this.error = null;
const r = await fetch('/ItRequestAPI/flows’);
if (!r.ok) throw new Error(’Load failed (${r.status})’);
const data = await r.json();
this.flows = Array.isArray(data)
? data.map(x => ({
| itApprovalFlowId: x.itApprovalFlowId ?? x.ItApprovalFlowId,
flowName: x.flowName ?? x.FlowName,
hodUserId: x.hodUserId ?? x.HodUserId,
groupItHodUserId: x.groupItHodUserId ?? x.GroupItHodUserId,
! finHodUserId: x.finHodUserId ?? x.FinHodUserId,
| mgmtUserId: x.mgmtUserId ?? x.MgmtUserId
)

: L1
catch (e) {
! | this.error = e.message || 'Failed to load flous.';
1} finally {
|| this.busy = false;

-

async loadUsers() {

i const res = await fetch('/ItRequestAPI/users');

\ this.users = await res.json();

h

async loadItTeam() {

const r = await fetch('/ItRequestAPI/itTeam');
this.itTeamUserIds = await r.json(); // array<int>

resolveUserName(id) {
const u = this.users.find(x => x.id === id);
| return u ? u.name : '(unknown)';

h
openCreate() {
i this.formError = null;

i\ this.form = { itApprovalFlowId: null, flowName: '', hodUserId: null, groupItHodUserId: null, finHodUserId: null,
| this.showModal();

! this.loadUsers();

H

mgmtUserId: null };
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openEdit(f) {

this.formErrer = null;

this.form = JSON.parse(JSON.stringify(f));
this.showModal();

this.leadUsers();

async save() {
try {

o e e e e e e e e e e e e e e e e e e e e e e e e e

el e gl = g e e e e e e e B

if (this.saving) return;
this.saving = true; this.formError = null;

if (!this.form.flowName || !this.form.flowName.trim()) {
this.formError = 'Flow name is required.';

}

const paylead = {

i flowName: this.form.flowName.trim(),

hodUserId: this.nullIfEmpty(this.form.hodUserId],
groupItHedUserId: this.nullIfEmpty(this.form.groupItHodUserId]),
finHedUserId: this.nullIfEmpty(this.form.finHodUserId]),
mgmtUserId: this.nullIfEmpty(this.ferm.mgmtUserId)

ot =

¥

let res;
if (this.form.itApprovalFlowId) {

methed: 'PUT',
headers: { 'Content-Type': 'applicatien/jsen' },
! body: JSON.stringify(payload)
1);
else {
res = await fetch('/ItRequestAPI/flows®, {
methed: 'POST',
headers: { 'Content-Type': 'application/jsen' },
body: JSON.stringify(payload)

1;

ol i o gl o

if (lres.ok) {
const j = await res.json().catch(() == ({}]);
throw new Error(j.message || "Save failed (${res.status})’);

}

await this.lead();

this.closeModal();
catch (e) {

this.formErrer = e.message || 'Unable to save flow.';
finally {

this.saving = false;

this.saving = false; return;

res = await fetch( /ItRequestAPI/flows/${this.form.itApprovalFlowId} , {
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[* =

Request Form Managers endpoints */

async loadFormManagers() {

const r = await fetch('/ItRequestAPI/formManagers');
this.rfmUserlds = await r.json(); // array<int=

async saveFormManagers() {

L T T L

try {

this.savingManagers = true;

const r = await fetch('/ItRequestAPI/formManagers', {
E method: 'POST',

! headers: { 'Content-Type': 'application/json' },

i body: JSON.stringify({ userIds: this.rfmUserIds })
1

if ('r.ok) {

const j = await r.json().catch(() == ({}));

alert('Request Form Managers updated.');
catch (e) {

finally {
this.savingManagers = false;

T

removeRfmCuid) {

!

this.rfmUserIds = this.rfmUserIds.filter(id == id !== uid);

throw nem Error(j.message || "Save failed (${r.status})’);

alert(e.message || 'Failed to update Request Form Managers.');

v mounted

async del(f) {
H if (lconfirm('Delete flow "${f.flowName}"? )] return;

i
nullIfEmpty(v]) {

H if (v === undefined || v === null || v === *') return null;
const n = Number(v);

return Number.isFinite(n) ? n : null;

howModal() {
const el = document.getElementById('flowModal®)
this.bsModal = new bootstrap.Modal(el);
this.bsModal.shon(];

iuseMudﬂl() {

i
b
s
b
c
i if (this.bsMedal) this.bsModal.hide();

rémuvelt(uid} {

i this.itTeamUserIds = this.itTeamUserIds.filter(id == id !== uid)
k,
async saveItTeam() {
Votry
H i this.savingTeam = true;
i const r = await fetch('/ItRequestAPI/itTeam', {
: methed: 'POST',
i | headers: { 'Content-Type': ‘'application/json' },
1 H | body: JSON.stringify({ userIds: this.itTeamUserIds })
A S H
! if (Ir.okd {
| i const j = await r.json().catch(() == (i{}));
! | throw new Error(j.message || "Save failed (${r.status})’);
i ! alert('IT Team updated.');
1 } catch (e) {
i alert(e.message || 'Failed to update IT Team.');
} finally {
| i this.savingTeam = false
[
b

| try {

| | const r = await fetch('/ItRequestAPI/flows/${f.itApprovalFlowId}", { methed: 'DELETE' });
L if Ciraokd

o i\ const j = await r.json(]).catch(() == ({}));

i ! i\ throw new Error(j.message || 'Delete failed (${r.status})');
Pl

: i await this.lead();

!} catch (o) {

! i alert(e.message || 'Delete failed.')

[

]
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o mounted(): On first render it runs load, loadUsers, loadFormManagers, and
loadItTeam in parallel. This fills the flows table, the user dropdowns, and the IT

Team selection right away so the page is usable without extra clicks.

async mounted() {

await Promise.all([
this.load(),
this.loadUsers(),
this.loadItTeam(),
this.loadFormManagers()

Rl o i i o e e o e i
T

g = e

o ITRequestAPI (Admin.cshtml)

[HttpGet("'flows")] (Used by: Admin.cshtml)

e Purpose:
Load every approval flow so the Admin page can list, preview, and pick one to edit or

delete. This is the source for your table/grid and any “Edit Flow” modal.
o Key functionalities:

o Reads all rows from ItApprovalFlows without filters. This lets the UI show an

up-to-date list every time the page loads or after a change.

o Returns the raw entity list so you can display FlowName plus the assigned
approver IDs. The UI can later resolve those user IDs to names using the users

endpoint.

[HttpPost("'flows")] (Used by: Admin.cshtml, Create Flow)

e Purpose:
Create a brand new approval flow record. This is typically called from a “New Flow”

dialog after the admin enters a name and (optionally) picks approvers.

o Key functionalities:
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o Validates that FlowName is present before saving. This avoids placeholder or

empty flows that would confuse approvers later.

o Inserts a new ItApprovalFlow row and persists it immediately. The response
returns a simple success message so you can refresh the grid and close the

dialog.

[HttpGet{"flows"]]

0 references

public asyne Task<IActienResult> GetFlows()
i

E var flows = await _db.ItApprovalFlows.ToListaAsyne(]);
| return Ok(flows);

l{

[HttpPut("flows/{id}")] (Used by: Admin.cshtml, Edit Flow)

e Purpose:
Update an existing approval flow’s name and which users are assigned to each approval

role. This is what your “Save changes” button in the flow editor should call.
o Key functionalities:

o Looks up the target flow by id and fails fast if it doesn’t exist. That prevents the

UI from silently “saving” to a non-existent record.

o Copies over FlowName and the four role assignments (HodUserld,
GroupltHodUserld, FinHodUserld, MgmtUserId) then saves. This guarantees

the new approver lineup applies to all new requests that use this flow.

[HttpPut("flows/{id}")]
0 references

public async Task<IActionResult> UpdateFlow(int id, [FromBedyl ItApprovalFlow updated)

var existing = await _db.TItApprovalFlows.FindAsync(id);
if (existing == null) return NotFound();

existing.FlowName = updated.FlowName;
existing.HodUserId = updated.HedUserId;
existing.GroupItHedUserId = updated.GroupItHedUserId;
existing.FinHedUserId = updated.FinHodUserId;
existing.MgmtUserId = updated.MgmtUserId;

await _db.SaveChangesAsync(];
return Ok(new { message = "Flow updated™ });

el = e e,
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[HttpDelete('flows/{id}")] (Used by: Admin.cshtml, Delete Flow)

e Purpose:

Remove an approval flow that’s no longer needed. Useful when cleaning up test flows

or deprecated configurations.

o Key functionalities:

Fetches the flow by id and returns NotFound if it’s already gone. That keeps the

UI consistent if two admins act at the same time.

Checks if any ItRequestStatus rows point to this flow; if yes, deletion is blocked

with a clear message. This protects history and prevents orphaned status records.

{

[HttpDelete{"flows/{id}"]]
0 references

public async Task<IActionResult> DeleteFlow(int id)

var flow = await _db.ItApprovalFlows.FindAsync(id);
if (flow == null) return NetFound();

bool inUse = await _db.ItRequestStatus.AnyAsync(s => s.ItApprovalFleowId == id);
if (inUse) return BadRequest(new { message = "Cannot delete flow; it is in use." });

_db.ItApprovalFlows.Remove(flow);
await _db.SaveChangesaAsync();
return Ok(new { message = "Flow deleted" });

[HttpGet("users'")] (Used by: Admin.cshtml, approver pickers and IT team pickers)

o Purpose:

Provide a lightweight user lookup for dropdowns and autocomplete. Admins use this to

assign approvers and to populate the IT Team list with real names.

o Key functionalities:

o

Supports an optional q filter that searches UserName, FullName, and Email.
That means you can type a name fragment or email prefix and still get relevant

matches.

Limits the result set with take (1-500, default 200) and orders by Id. This keeps
the UI snappy and avoids sending giant payloads to the browser.
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o Projects to a compact shape { id, name, userName, email }. The name field
prefers FullName and falls back to UserName so your dropdowns look clean

even when profiles are incomplete.

[HttpGet("users")]

0 references

public async Task<IActionResult> GetUsers([FremQuery] string? q = null, [FromQuery] int take = 20@)
{

i take = Math.Clamp(take, 1, 508);

var users = _db.Users.AsQueryable(]);
if (!string.IsNullOrWhiteSpace(ql]

g = q.Trim(};

users = USEI‘S;WhE‘l‘E{_u ==
(u.UserName ?? "").Contains(q) ||
(u.FullName ?? "")}.Contains(Cq) ||
(u.Email 2?7 "").Contains(gl);

o = e oty

var data = await users
.OrderBy(u => u.Id]
.Take(take)
.Select(u => new

id = u.Id,
name = u.FullName 77 u.UserName,
userlame = u.UserName,
email = u.Email
)]

.ToListAsyne();

e

return Ok(data);

[HttpGet("itTeam'")] (Used by: Admin.cshtml, load IT team)

o Purpose:
Return the current IT team membership so the page can show who’s on the roster. The

Admin page can then pre-select these users in a multi-select control.
o Key functionalities:

o Reads all I[tTeamMembers and returns just the Userld list. This keeps the

endpoint fast and simple.

o The UI can hydrate display names by calling users with a search or by mapping

from a cached user list. That way you don’t duplicate name logic here.

[HttpGet("itTeam"]]
0 references
public async Task<IActienResult> GetItTeam() ==
Ok(await _db.ItTeamMembers.Select(t == t.UserId).ToListAsync(]);
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[HttpPost("itTeam')] (Used by: Admin.cshtml, save IT team)

e Purpose:
Replace the IT team with a new set of user ids in one go. This is useful for bulk changes

after reorganizations.
o Key functionalities:

o Clears all existing ItTeamMembers rows first, commits, then inserts the distinct
ids from the payload. Doing it in two steps ensures there’s no partial overlap or

duplicate rows.

o Returns a simple confirmation so the UI can show a toast and refresh the list.
You should add an admin-only authorization guard here to prevent accidental

edits by regular users.

[HttpPost("itTeam")]

0 references

public async Task<IActionResult> SetItTeam{[FromBody] ItTeamDto dto)
{

i /f Add your own admin autherization guard here

i var all = _db.ItTeamMembers;

! _db.ItTeamMembers.RemoveRange(all);

| await _db.SaveChangesAsync(]);

| foreach (var uid in dte.UserIds.Distinct())

i _db.ItTeamMembers. Add(new ItTeamMember { UserId = uid 1}J;
E await _db.SaveChangesAsync();

! return Ok(new { message = "IT Team updated." }J);

s

[HttpGet("formManagers')] (Used by: Admin.cshtml, load RequestFormManagers)

e Purpose:
Return the current IT team membership so the page can show who’s on the roster. The

Admin page can then pre-select these users in a multi-select control.
o Key functionalities:

o Reads all RequestFormManagers and returns just the Userld list. This keeps the

endpoint fast and simple.
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The Ul can hydrate display names by calling users with a search or by mapping

from a cached user list. That way you don’t duplicate name logic here.

// GET: /ItRequestAPI/formManagers -> returns [userId, ...]
[HttpGet("formManagers")]
0 references
public async Task<IActionResult> GetFormManagers() ==>
Ok(await _db.RequestFormManagers.Select(m => m.UserId).TolListAsync());

// POST: /ItRequestAPI/formManagers body: { userIds: [1,2,3] }
1 reference
public class ManagersDto { public List<int> UserIds { get; set; } = new(); }

[HttpPost("itTeam')] (Used by: Admin.cshtml, save Request Form Manager)

e Purpose:

Replace the Request Form Manager with a new set of user ids in one go. This is useful

for bulk changes after reorganizations.

o Key functionalities:

o

Clears all existing Request Form Managers rows first, commits, then inserts the

distinct ids from the payload. Doing it in two steps ensures there’s no partial

overlap or duplicate rows.

Returns a simple confirmation so the Ul can show a toast and refresh the list.

You should add an admin-only authorization guard here to prevent accidental

edits by regular users.

[HttpPost("formManagers")]

0 references

public async Task<IActionResult> SetFormManagers([FromBody] ManagersDto dto)
{

var all = _db.RequestFormManagers;
_db.RequestFormManagers.RemoveRange(all);

await _db.SaveChangesAsync();

foreach (var uid in dto.UserIds.Distinct())
_db.RequestFormManagers.Add(new RequestFormManager { UserId = uid });

await _db.SaveChangesAsync();
return Ok(new { message = "Request Form Managers updated." });

L
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o Approval.cshtml

IT Request Approval Board

Month

Approvals

H HR Dashbx relhou PSTW AR 11/472025 e ] refect | view |
Bl Rooms Booking

This file (Approval.cshtml) represents the web page where approvers (like HoD, IT HoD,

Finance, Management) can view and manage pending overtime requests.

v <div id="app">...</div>
o Purpose: This div acts as the main container for your Vue.js application. All
the HTML elements and components inside this div will be managed by Vuejs.
The id="app" matches the app.mount('#app') line in the script, linking the Vue
instance to this part of the page.

v’ const app = Vue.createApp({...})
o Purpose: This line initializes your Vue.js application. It creates a new Vue
application instance and defines its core properties: data, computed, mounted and

methods.

v’ data() function
o months, years: Arrays for dropdown options.
o selectedMonth, selectedYear: Current selected month/year, initialized from
sessionStorage (to remember user's last selection) or current date.
o itStatusList: An array that will hold the list of IT request statuses fetched from
the API.
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activeTab: Controls which tab ("Pending Actions" or "Completed Actions") is
currently active.

currentPage, itemsPerPage: Used for pagination (how many items to show per
page).

isApprover: gatekeeping flag (Ul/queries adapt if the user can approve).
approverChecked: ensures we only run the “am I an approver?” check once
before drawing privileged UL.

sectionBList: the fetched dataset for Section B rows.

activeSbTab: which Section B tab is active (‘draft' by default).
sectionBPagelndex: page index for Section B pagination.

isltMember: capability flag for IT-only actions.

sbChecked: guard so the IT-membership check doesn’t re-run unnecessarily.
busy: global loading lock to prevent double-clicks/race conditions.

error: a single place to capture and render API/logic errors.

data() {
const now = new Date();
return {
months: ['January', 'February', 'March',
'April', 'May', 'June', 'July',K 'August',
'September', 'October', 'November', 'December'l],

years: Array.from({ length: 18 }, (_, i) => now.getFull¥Year() - 5 + iJ,
selectedMonth: now.getMonth() + 1,
selectedYear: now.getFullYear(),

/f Table 1 (Approvals)
itStatusList: [],
activeTab: 'pending',
currentPage: 1,
isApprover: false,
approverChecked: false,

// Table 2 (Sectien B)
sectionBList: [],
activeSbTab: 'draft',
sectionBPagelndex: 1,
i isItMember: false,
sbChecked: false,

// Shared
itemsPerPage: 1@,
busy: false,
error: null

v computed property

o Shapes the raw datasets into exactly-what-the-Ul-needs slices: filtered views per

active tab, page-sized subsets for tables, and quick counters for badges.

filteredData(): If activeTab === "pending', return only rows the current user can
act on now (r.canApprove === true). Otherwise (completed tab), return rows
where this user has already made a decision (currentUserStatus € {Approved,

Rejected}).
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o paginatedData(): takes filteredData and returns just the current page using
currentPage and itemsPerPage.

o pendingActionsCount / completedActionsCount: cheap counters for tab
badges, computed directly from itStatusList.

o sbFiltered(): maps the friendly tab keys (draft|pending|awaiting|complete) to
canonical stage values (DRAFT|PENDING|AWAITING|COMPLETE), then
filters sectionBList.

o sbPaginated(): page-slices sbFiltered using sectionBPagelndex.

o sbCountDraft/Pending/Awaiting/Complete: per-stage counters for Section B

tab badges.
computed: {
i /* ======= Table 1: Approvals ======= */
filteredData() {
1 if (this.activeTab === 'pending') {
/f show only items the current approver can act on now
H return this.itStatusList.filter(r == r.canfpprove === true);
}

// completed: only these where this approver already decided
return this.itStatuslList.filter(r == ['Approved' 6 'Rejected'].includes(r.currentUserStatus));

1,

paginatedData() {
const start = (this.currentPage - 1) * this.itemsPerPage;
1 return this.filteredData.slice(start, start + this.itemsPerPage);
b
pendingActionsCount() { return this.itStatusList.filter(r => r.canApprove).length; },
completedActionsCount() { return this.itStatuslList.filter(r == ['Approved’, 'Rejected'].includes(r.currentUserStatus)).length; },

J* ======= Table 2: Section B ======= #/
sbFiltered() {
const map = { draft: 'DRAFT', pending: 'PENDING', awaiting: 'AWAITING', complete: 'COMPLETE'};
const want = map[this.activeSbTab];
return this.sectionBList.filter(x =» x.stage === want);

}
sépaginated() {

const start = (this.sectionBPageIndex — 1) * this.itemsPerPage;
i return this.sbFiltered.slice(start, start + this.itemsPerPage);
i
sbCountDraft() { return this.sectionBList.filter(x => x.stage === 'DRAFT').length; },
sbCountPending() { return this.sectionBList.filter(x == x.stage === 'PENDING').length; },
sbCountAwaiting() { return this.sectionBList.filter(x => x.stage 'AWAITING').length; },
sbCountComplete() { return this.sectionBList.filter(x =» x.stage === 'COMPLETE').length; },

v methods property

o formatDate(str)
What: Safe date pretty-printer for table cells.
How: Tries new Date(str) and falls back to the raw string if parsing fails; renders
with toLocaleDateString().
Why: Keeps the template clean and resilient to nulls or odd server formats.

o getStatusBadgeClass(status)
What: Maps approval status to Bootstrap badge classes.

How: Case-insensitive switch to bg-success/bg-danger/bg-warning text-dark/bg-
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secondary.

Why: Centralizes styling so templates don’t hardcode CSS.
stageBadge(stage)

What: Normalizes Section B stage labels and classes for chips.

How: switch on canonical stages to return { text, cls } pairs.

Why: Human-friendly text plus consistent color coding in one place.
onPeriodChange()

What: Refreshes both tables when month/year changes.

How: Calls loadApprovals() and loadSectionB() back-to-back.

Why: A single hook keeps period changes predictable across sections.
switchTab(tab) / switchSbTab(tab)

What: Activates a tab and resets its pagination.

How: Sets activeTab or activeSbTab and resets page index to 1.

Why: Prevents “empty page” surprises when a new filter has fewer rows.
loadApprovals()

What: Fetches Approvals data for the selected period and resolves approver
capability.

loadSectionB()

What: Fetches Section B list for the selected period and resolves IT-member
capability.

updateStatus(statusld, decision)

What: Approver action to Approve or Reject a request.
acceptlt(statusld)

What: IT’s acceptance for Section B.

How: POST /ItRequestAPI/sectionB/accept with { by: 'IT' }, then
loadSectionB().

Why: Keeps role intent explicit in payload, even if the server checks it anyway.
acceptRequestor(statusld)

What: Requestor’s acceptance for Section B.

How: Same endpoint with { by: ' REQUESTOR' }, then loadSectionB().
Why: Mirrors IT acceptance to keep flow symmetric.
viewRequest(statusld)

What: Deep-links to the Request Review page.
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How: window.location.href to /IT/ApprovalDashboard/RequestReview?

Why: Full page nav for a detail workflow.
openSectionB(statusld) / openSectionBEdit(statusld)

What: Opens Section B (read or edit) and preserves return location.

downloadPdf(statusld)
What: Opens the Section B PDF in a new tab.

How: window.open('/ItRequestAPI/sectionB/pdf?...",' blank').

PSTW

Why: Lets the user preview/download via the browser’s built-in PDF viewer.

methods: {
P

= Shared helpers === =)

H getStatusBadgeClass(status) {

1 ' switch ((status || '').tolLowerCase()) {

| case 'approved': return 'badge bg-success';
i | case 'rejected’: return 'badge bg-danger’;
| H case 'pending': return 'badge bg-warning te
1 default: return 'badge bg-secondary';

}

t-dark’;

4
stageBadge(stage) {
| switch (stage) {

1 case 'COMPLETE': return { text: 'Complete', cls: 'bg-success' };
| | case 'PENDING': return { text: 'Pending’, cls: 'bg-secondary' };
i { case 'DRAFT': return { text: 'Draft', cls: 'bg-info text-dark' };

| | case 'MOT_ELIGIBLE': return { text: 'Not Eligible', cls: 'bg-dark' };
| H default: return { text: stage, cls: 'bg-secondary' };

I Filters / Tabs ===
onPeriodChange() {

// Reload both; each loader sets its own access flags
this.loadApprovals(]);

this.loadSectionB();

*f

}
switchTab(tab) {

| this.activeTab = tab;

| this.currentPage = 1;
i

switchSbTab(tab) {

| this.activeSbTab = tab;
| this.sectionBPageIndex = 1;
}

I = Data loaders ===
async loadApprovals() {
H oty o

H this.error = null;

const © = await fetch(’ /ItRequestAPI/pending?month=${this.selectedMonth}&year=${this
if (!r.ok) throw new Error(’Load failed (${r.status})’);
const j = await r.json();

i const roles = (j & (j.roles || j.Reles)) || [1;

| this.isApprover = Array.isArray(roles) && roles.length = @;
i this.approverChacked = true;

{1 | this.itStatuslist = (j && (j.data || j.Data)) || [I;

i | this currentPage = 1;

| |} catch (e) {

| this.error = e.message || 'Failed to load approvals.';

' | 1 this.isApprover = false;

this.approverChecked = true;

this.itStatusList = [1;

| ' case 'AWAITING': return { text: 'Awaiting Acceptances', cls: 'bg-warning text-dark' };

.selected¥ear} );

formatDate(str) { if (!str) return *'; const d = new Date(str); return isNaN(d) ? str : d.tolocaleDateString(); }

—
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async loadSectionB() {

botry {

i this.error = null;

const © = await fetch(’/ItRequestAPI/sectionB/approvedList?month=8{this.selectedMonth}fyear=${this.selectedYear});
if (!r.ok) throw nem Error( Section B list failed (${r.status})’);

const j = await r.json();

this.isItMember = !!(j && j.isItMember);

this.sbChecked = true;

this.sectionBList = (j && (j.data || j.Datal) || [I1;

this.sectionBPagelndex = 1;

catch (e) {
H this.error = e.message || 'Failed to load Section B list.';
H this.isTtMember = false;
E this.sbChecked = true;
| this.sectionBList = [];
}
'
fe = = Actions = */
async updateStatus(statusId, decision) {

try

i if (this.busy} return;

this.busy = true; this.error = null;

let comment = null;

if (decision === 'Rejected') { const input = prompt('Optional rejection comment:'); comment = imput?.trim() || null; }
const res = await fetch( /ItRequestAPI/approveReject’, {

' method: 'POST', headers: { 'Content-Type': ‘application/json' },

: body: JSOM.stringify({ statusId, decision, comment })

1;

if (!res.ok) { const j = await res.json().catch(() == ({1)); throw new Error(j.message || 'Failed (§{res.statusi)’); }
await this.loadApprovals();

| await this.loadSectionB();

} catch (e) { this.error = e.message || 'Semething went wrong.'; }

finally { this.busy = false;

¥
a;ynt acceptIt(statusId) {
Iotry {
{ if (this.busy) return;

this.busy = true; this.error = null;

const res = await fetch('/ItRequestAPI/sectionB/accept’, {
| method: 'POST',

headers: { 'Content-Type': 'application/json' },

body: JSOM.stringify({ statusId, by: 'IT" })

e

if (res.ok) {

const j = await res.json().catch(() == ({}));

throw new Error(j.message || "IT accept failed (${res.status})’);

await this.loadSectionB();
} catch (e) { this.error = e.message || 'Failed to accept as IT.'; }
finally { this.busy = false; }

async acceptReguestor(statusId) {
Iotry {
i\ if (this.busy) return;

this.busy = true; this.error = null;

const res = await fetch('/ItRequestAPI/sectionB/accept’, {
i method: 'POST'

| headers: { 'Content-Type': 'application/json' }

i body: JSON.stringify({ statusId, by: 'REQUESTOR' })
1),

if (!res.ok) {

const j = await res.json().catch(() == ({}));

' throw new Error(j.message || "Accept failed (${res.status})’);
}
i await this.loadSectionB()
} catch (e) { this.error = e.message || 'Failed to accept as Requestor.'; }

finally { this.busy = false; }
i
viewRequest(statusId) { window.location.href = "/IT/ApprovalDashboard/RequestReview?statusId=5{statusId}’; },
openSectionB(statusId) {

const here = window.location.pathname + window.location.search + window.location.hash;

const returnUrl = encodeURIComponent(hera);

window.location.href = °/IT/ApprovalDashboard/SectionB?statusId=${statusId}sreturnUri=3{returnlri}";

'
openSectionBEdit(statusId) {

const here = window.location.pathname + window.location.search + window.location.hash;

const returnlUrl = encodeURIComponent(here);

window.location.href = °/IT/ApprovalDashboard/SectionBEdit?statusId=${statusId}&returnUri=${returnlrll}’;

"

downloadPdf(statusId) { window.epen(’/ItRequestAPI/sectionB/pdfistatusId=5{statusId} , '_blank'); }

o ITRequestAPI (Approval.cshtml)

= [HttpGet("pending')] — Used by: Approval.cshtml

PSTW

e Purpose: Returns the IT requests (for a given month/year) that the logged-in user is

involved with, plus whether they can act on each item now (approve/reject) and what

their own step status is.
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Key functionality:

o User identification: Gets currentUserld from ASP.NET Identity; 401 if

missing/invalid.

o Find approver roles: Looks up ItApprovalFlows where the user is HOD /
GIT HOD/FIN HOD /MGMT, then builds a map { [tApprovalFlowld -> role

L

o Filter requests: Pulls [tRequestStatus (with Request included) for the selected
month & year, excluding Draft and Cancelled.

o Permission / stage logic: For each status:

= Detects prior approvals (hodApproved, gitApproved, finApproved) and
if any step has rejected.

» (Calculates currentUserStatus for this user’s role.
= HOD sees Pending immediately.

= GIT HOD only sees Pending after HOD approved and no

rejections.

= FIN HOD only after HOD & GIT HOD approved and no

rejections.

= MGMT only after HOD, GIT HOD, FIN_HOD approved and

no rejections.

= Sets canApprove = (currentUserStatus == "Pending") when it’s their

turn.

= Keeps the row if the user can act mow or if they already acted

(Approved/Rejected) for Completed tabs.

Inputs (query): month (int), year (int).
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HttpGet("pending™)]

rences

rel
public async Task<IActionResult> GetPending(int month, int year)

{

var userIdStr = _userManager.GetUserId(User);
if (string.IsNullOrEmpty(userIdStr) || !int.TryParse(userIdStr, out int currentUserId))
return Unautherized("Invalid or missing user ID");

// wWhich flews is this user part of, and what role in each?
var flows = await _db.ItApprovalFlows
.Where(f => f.HodUserId == currentUserId ||
f.GroupItHodUserId == currentUserId ||

f.FinHodUserId == currentUserId ||
f.MgmtUserId currentUserId)
.ToListAsynec();

if (tflows.Any(])
return Ok{new { roles = Array.Empty<string>(), data = Array.Empty<ebject=(] });

var flowRoleMap = flows.ToDictionary(

f == f.ItApprovalFlomId,

f => f.HodUserId == currentUserId ? "HOD"
f.GroupItHodUserId == currentUserId ? "GIT_HOD"
f.FinHodUserId == currentUserId ? "FIN_HOD" : "MGMT"

%

var statuses = await _db.ItRequestStatus
.Include(s => s.Request)
Where(s => s.Request != null &&
=.Request.SubmitDate.Month == month
&& s.Request.SubmitDate.vYear == year
&& (s.OverallStatus ?? "Draft") != "Draft" // hide drafts
E& s.OverallStatus != "Cancelled")
.ToListAsync();

var results = statuses
.Where(s => flowRoleMap.ContainsKey(s.ItApprovalFlowId))

.Select(s ==
{
i var role = flowRoleMap[s.ItApprovalFlowId];
// quick flags
bool hodApproved = s.HodStatus == "Approved”;
bool gitApproved = s.GitHodStatus
1 bool finApproved = s.FinHodStatus
bool anyRejected = (s.HodStatus == "Rejected" ||
s.GitHodStatus 1
s.FinHodStatus 1
! s.MgmtStatus == "Rejected");
string currentUserStatus = "N/A";
bool canApprove = false;
if (rele == "HOD")
|| currentUserStatus = s.HodStatus ?? "Pending”;
{ canApprove = (currentUserStatus == "Pending"); // first appr
}
| else if (role == "GIT_HOD"}
oot
' /{ only after HOD approved and not previeusly rejected
| if (lanyRejected && hodAppreved)
HE |
! 1 ! currentUserStatus = s.GitHodStatus 2?7 "Pending";
| i | canApprove = (currentUserStatus == "Pending");
bl
i else
F
! 1 | /f don't surface “pending® fer future approver
| ! 1 currentUserStatus = (s.GitHodStatus ?7 "N/A");
HE
else if (role == "FIN_HOD"}
1 i if (lanyRejected && hodApproved && gitApproved)
|| currentUserStatus = s.FinHodStatus ?? "Pending";
i | canApprove = (currentUserStatus = "Pending");
[
L else
HE
H | currentUserStatus = (s.FinHodStatus ?? "N/A");
| :
HE
P

PSTW
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i
| if (lanyRejected && hodApproved && gitApproved && finApproved)
i

currentUserStatus = s.MgmtStatus ?? "Pending";

canApprove = (currentUserStatus == "Pending");

else
i
currentUserStatus = (s.MgmtStatus 2? "N/A");
i}
}
/f include row ONLY IF:
// - this approver can act now (pending for them), OR

/f - this approver already decided (for Completed tab)
bool includeForUser =
canApprove ||
currentUserStatus == "Approved” ||
currentUserStatus == "Rejected";
return new
1
s.StatusTd,

s.ItRequestId,

s.Request.StaffName,

é.heﬁﬁa;f.Depu‘tmentNama,

SubmitDate = s.Request.SubmitDate,

s.HedStatus,

s.GitHodStatus,

s.FinHodStatus,

s.MgmtStatus,

OverallStatus = s.OverallStatus,

Role = role,

CurrentUserStatus = currentUserStatus,

CanApprove = canApprove,
| IsOverallRejected = anyRejected
ok
)]

.Where(r => r != null && (r.CanApprove || r.CurrentUserStatus == "Approved" ||

ToList();

freturn Ok(new

d
roles = flowRoleMap.Values.Distinct(]).ToList(),
data = results

1;

[HttpPost("approveReject)] — Used by: Approval.cshtml

PSTW

Purpose: Records the approver’s decision (Approve/Reject) for one IT request,

enforcing the correct stage order.

Key functionality:

o Auth & input: Reads currentUserld from Identity; rejects empty payload or

missing Decision.

o Load record: Gets [tRequestStatus (with Flow and Request) by Statusld.

o Hard guards:

= Blocks if OverallStatus is Draft (not submitted) or Cancelled.

= Blocks if any prior step already Rejected.

o Stage-by-stage routing:

=  HOD may act only when HodStatus == "Pending".

GIT_HOD only after HOD Approved and GitHodStatus == "Pending".
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=  FIN_HOD only after HOD & GIT HOD Approved and FinHodStatus
== "Pending".

= MGMT only after HOD, GIT HOD, FIN HOD Approved and
MgmtStatus == "Pending".

= If none match, returns “Not authorized to act at this stage.”
o Opverall status:
= Ifdecision is Rejected — OverallStatus = "Rejected".
= Ifall four steps are Approved — OverallStatus = "Approved".
o Audit fields: Sets the corresponding *SubmitDate = now on the step that acted.
e Input (body):
o { "Statusld": 123.., "Decision": "Approved" } // or "Rejected"
¢ Output:
o 200 OK { message: "Decision recorded successfully." }
e Errors & edge cases:
o 400 BadRequest for invalid payload, prior rejection exists, or acting out of turn.
o 401 Unauthorized if no valid user.
o 404 NotFound if Statusld missing.

o 409 Conflict if Draft/Cancelled.
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[HttpPost("approveReject™)]
0 references

public async Task<IActionResult> ApproveReject([FromBody] ApproveRejectDto dte)
{

if (dto == null || string.IsNullOrWhiteSpace(dto.Decision))

return BadRequest(new { message = "Invalid request" }J;
var userIdStr = _userManager.GetUserId(User);
if (string.IsNullOrEmpty(userIdStr) || !int.TryParse(userIdStr, out int currentUserId))

return Unauthorized("Invalid user”);

var status = await _db.ItRequestStatus
.Include(s => s.Flow)
.Include(s => s.Request)
.FirstOrDefaultAsync(s =» s.StatusId == dto.StatusId);

if (status == null) return NotFound("Status not found");
var overall = status.OverallStatus 27 "Draft";
// Drafts cannot be approved/rejected ever
if (overall == "Draft")
return StatusCode(489, new { message = "This reguest isn’t submitted yet. Approvals are only allewed once it is Pending.” });
/f CANCELLED: hard stop

if (string.Equals{overall, "Cancelled”, StringComparison.OrdinalIgnoreCase)}
return StatusCode(489, new { message = "This reguest has been Cancelled and cannot be approved or rejected.” })

// If any earlier stage already rejected, block

é if (status.HodStatus == "Rejected" || status.GitHodStatus == "Rejected" |
| status.FinHedStatus == "Rejected" || status.MgmtStatus == "Rejected")
i return BadRequest(new { message = "Request already rejected by a previous approver." }J;

var now = DateTime.Now;
string decision = dto.Decision.Trim(];
"Pending™)

{
| status.HodStatus = decision; status.HodSubmitDate = now;
}
else if (status.Flow.GroupItHodUserId == currentUserld && status.GitHedStatus == "Pending” && status.HedStatus == "Approved")
{
| status.GitHodStatus = decision; status.GitHodSubmitDate = now;
}
else if (status.Flow.FinHodUserId == currentUserId && status.FinHodStatus == "Pending" &&
i status.HodStatus == "Approved" && status.GitHodStatus "Approved")
{
| status.FinHodStatus = decision; status.FinHodSubmitDate = now;
else if (status.Flow.MgmtUserId == currentUserId && status.MgmtStatus == "Pending” &&
i status.HodStatus == "Approved" && status.GitHodStatus "Approved” && status.FinHodStatus == "Approved")
{
i status.MgmtStatus = decision; status.MgmtSubmitDate = now;
¥
else
{
i return BadRequest(new { message = "Not authorized to act at this stage.” }J;
¥
if (decision == "Rejected")

status.OverallStatus = "Rejected";
else if (status.HodStatus == "Approved" && status.GitHodStatus

status.FinHodStatus == "Approved" && status.MgmtStatus

status.OverallStatus = "Approved";
await _db.SaveChangesAsync();
return Ok{new { message = "Decision recorded successfully.” }J;
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o Create.cshtml

Shaders

Home Privacy
||

& Requester Details

Staff Name

Company

Location

Employment Status

New IT Request

PSTW

Hello corelhou@

Designation

Phone Ext

Required Date

Hardware Requirements

% Registeration

Purpose

None selected

Select below

Desktop (all inclusive)

MS Excel

MS Outlook

MS PowerPoint
MS Access

MS Project
Acrobat Standard
AutoCAD

Worktop/ERP Login

Others (Specify)

Shared Permissions

SHARE NAME & PERMISSIONS

A\ Required da

missing

Notebook (all inclusive)
Justification (for hardware change
Desktop only
Notebook only
“ Notebook battery
Power Adapter
Computer Mouse
External Hard Drive
Other (Specify)
PROPOSED ADDRESS (WITHOUT @DOMAIN)
General Software Utility Software Custom Software
MS Word PDF Viewer Others (Specify)

7Zip
AutoCAD Viewer

Smart Draw

Others (Specify)

Reset sections) m m
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This file (Create.cshtml) is the self-service page where a staff member drafts and submits a
new IT Request. It captures a snapshot of requester info, selected hardware and software, email

needs, OS requirements, and shared folder permissions, then sends a single payload to the API.

v <div id="itFormApp">...</div>

o Purpose: Root container for the Vue app so all inputs and Ul states are reactive.

v’ const app = Vue.createApp({...})
o Purpose: Boots the Vue instance and wires up form state, validation, helpers,

and submission flow.

v' data()

o saving, intent, validation, minReqISO: These control form UX. saving
disables buttons while requests are in flight, intent tags which action is running,
validation stores field-level messages, and minReqISO enforces a required date
at least seven days ahead.

o model { user snapshot }: Stores the read-only requester fields that get
snapshotted into the request at submit time. Values come from the server and
include staff, org, location, employment status, and phone extension, plus the
chosen requiredDate.

o hardwarePurpose, hardwareJustification, hardwareCategories,
hardwareQOther: Collects the hardware section. Categories are defined as
toggleable items, while hardwarePurpose and hardwareJustification capture the
why, and hardwareOther lets the user specify anything not covered by presets.

o emailRows, osReqs: Simple arrays for dynamic rows. Email holds proposed
local parts without the domain, OS holds free-text requirements that justify
platform choices.

o software groups*: Option lists are split into General and Utility for quick
ticking, with corresponding state objects to track which boxes are checked.
Three “Others” fields support free text for General, Utility, and Custom buckets

o sharedPerms: An array of share-permission entries limited to six client side.
Each entry carries a share name and four boolean flags for Read, Write, Delete,

and Remove.
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data() {
const plusT = new Date(); plus7.setDate(plusT.getDate() + 7);
return {
saving: false,
intent: "',
validation: { requiredDate: "", hardwarePurpese: "", sharedPerms: "" },

minReqIS0: plus7.toIS0String().slice(®, 1@),

hardwareJustification: "
hardwareCategories: [

"M5 PeowerPoint", "MS Access", "MS Project", "Acrobat Standard",
"AutoCAD", "Worktop/ERP Login"],

softwareGeneral: {},
softwareUtility: {1},
softwareGeneralOther: "',
softwareUtilityOther: "
softwareCustomOther: "",

/{ shared permissions
sharedPerms: []

g
g

model: {

i userId: @, staffName: "", companyMame: "", departmentName: "",

i designation: "", location: "", employmentStatus: "", contractEndDate: null,
| requiredDate: "", phoneExt: ""

.}I'

hardwarePurpose: "",

{ hkey: "DesktopAllIn", label: "Desktop (all inclusive)", include: false },

i { key: "NotebookAllIn", label: "Notebook (all inclusivel", include: false },
i { key: "DesktopOnly", label: "Desktop eonly", include: false }

! { hkey: "NotebookOnly", label: "Notebook only", include: false },

i { hey: "NotebookBattery", label: "Motebook battery", include: false },
| { hey: "PowerAdapter", label: "Power Adapter", include: false },

i { key: "Mouse", label: "Computer Mouse", include: false },

| { key: "ExternalHDD", label: "External Hard Drive", include: false }

] "

hardwareOther: "',

emailRows: [1,

osRegs: [],

softwareGeneralOpts: ["MS Word", "MS Excel®, "MS Outlook",

softwareUtilityOpts: ["PDF Viewer", "7Zip", "AutoCAD Viewer", "Smart Draw"],

v' computed

o hardwareCount: Counts how many hardware presets are ticked and includes

the “Other” textbox if it is filled. The header chip uses this to show None vs N

selected and to decide whether purpose becomes mandatory.

computed: {

hardwareCount() {

i let ¢ = this.hardwareCategories.filter(x == x.include).length;
if (this.hardwareOther.trim()) c += 1;

return c;

e

o ———— e mm o

v methods
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onHardwareToggle(key): Keeps the hardware toggles smart and conflict-free.
Desktop All Inclusive disables Notebook options and preselects sensible
accessories like Mouse, while Notebook All Inclusive disables Desktop options
and turns on Power Adapter, Mouse, and Battery. The “Only” variants prevent
their respective All Inclusive from staying on at the same time.

addEmail / removeEmail, addOs / removeOs: Manage dynamic rows for
Email and OS sections. These are straightforward array pushes and splices so
the UI stays responsive and predictable.

addPerm / removePerm: Adds a share permission row with safe defaults and
enforces a maximum of six. Removing a row instantly updates the on-screen
list and the validation state.

validate(): Performs client checks before any network call. It requires a future
requiredDate at least seven days out, enforces hardwarePurpose when any
hardware is selected, and blocks more than six shared permissions.

buildDto(): Assembles the exact payload the API expects in one place. It
flattens hardware selections into objects that include category, purpose,
justification, and “Other” text, maps email and OS rows, collects all ticked
software into named buckets with optional “Others,” and trims shared
permissions to six. It also includes editWindowHours so the backend knows
how long the draft remains editable.

createRequest(sendNow = false): Posts the DTO to /ItRequestAPI/create with
a sendNow flag. It normalizes the response, throws a meaningful error if the
API fails, and returns the new statusld so the caller can decide what to do next.
saveDraft(): Validates, sets intent to draft, then calls createRequest(false). On
success it redirects to the My Requests dashboard so the user can see their new
draft sitting in the list.

openConfirm(): Shows a Bootstrap confirmation modal for final submission.
If the Bootstrap bundle is not loaded yet, it falls back to a simple confirm dialog.
The modal’s Yes button is wired to call sendNow.

sendNow(): Validates and submits with sendNow = true, which locks the
request and moves it into Pending. After success it redirects to My Requests,

matching the draft flow so navigation stays consistent.
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o resetForm(): Clears all section inputs and resets validation messages. Handy

when a user changes their mind midway and wants a clean slate without

reloading the page.

prefillFromServer()

Fetches /ItRequestAPI/me and fills the requester snapshot fields so the user

does not have to type anything that HR already knows. These values are read-

only and get embedded into the outgoing payload.

I

methods: {

————— Hardware helpers —————

onHardwareToggle(key) {

e

const set = (k, v) == {
| const t = this.hardwareCategories.find(x == x.key === kJ;
i if (t) t.include = v;
b
if (key === "DesktopAllIn") {
i const allIn = this.hardwareCategories.find{x => x.key === "DeshktopAllIn")?.include;
if (allin) {
i /f mutually exclusive with NotebookOnly/NotebookAllIn
| set("NotebookAlLlIn", false);
i set("NotebookOnly", false);
i /{ sensible accessories
i set("Mouse", truel;
i // desktop doesn't need PowerAdapter
1

const allIn = this.hardwareCategories.find({x == x.key === "NotebookAllIn")?.include;
if (allIin) {

i set("DesktopAllIn", false);

set("DesktopOnly", false);

// sensible accessories

set("PowerAdapter", true);

set("Mouse", true);

set("NotebookBattery", true);

}

}
if (key === "NotebookAllIn"} {
b

if (key === "DesktopOnly") {

const enly = this.hardwareCategories.find(x == x.key === "DesktopOnly")?.include;
if Cenly) {

i set("DesktopAllIn"
}

]
i , false):
]

if (key === "NotebookOnly") {

| const enly = this.hardwareCategories.find{x => x.key === "NotebookOnly"])7.include;
i if Cenly) {

! i set("NotebookAllIn", false);

[}

}
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addEmail() { this.emailRows.push({ proposedAddress: "" }); },

removeEmail(i) { this.emailRows.splice(i, 1); },

add0s() { this.osRegs.push({ requirementText: "" }J); 1},

removeOs(i) { this.osRegs.splice(i, 1); },
1 - Shared perms ———

addPerm() {
if (this.sharedPerms.length == 6) return;

}

removePerm(i) { this.sharedPerms.splice(i, 1J; 1},

o Validation ———

this.sharedPerms.push({ shareName: "" canRead: true, canWrite: false, canDelete: false, canRemove: false });

validate() {

}

v

this.validation = { requiredDate: "", hardwarePurpese: "",6 sharedPerms: "" };

if (!this.medel.requiredbate) {

1 this.validatien.requiredDate = "Required Date is mandatery.";

} else if (this.model.requiredDate < this.minReqI50) {

| this.validation.requiredDate = "Required Date must be at least 7 days from today.";

}

const anyHardware = this.hardwareCount > @;

if (anyHardware && !this.hardwarePurpese) this.validation.hardwarePurpose = "Please select a Hardware Purpose.”;
if (this.sharedPerms.length > 6) this.validation.sharedPerms = "Maximum 6 shared permissions.";

return !this.validation.requiredDate && !this.validation.hardwarePurpose && !this.validation.sharedPerms;

buildDte(J {

const hardware = [];

const justificatien = this.hardwareldustification || "";
const purpese = this.hardwarePurpose || "";
this.hardwareCategories.forEach(c => {

i if (c.include) hardware.push({ categery: c.key, purpose, justification, etherDescription: "" }J;

1);

iF (this.hardwareOther.trin()) {

hardware.push({ category: "Other",6 purpese, justification, otherDescriptien: this.hardwareOther.trim() }J);

}

const emails = this.emailRows.map(x => ({ proposedAddress: x.proposedAddress || "" }));
const 0SRegs = this.osReqgs.map(x == ({ requirementText: x.requirementText }))

const softmare = [];

Object.keys(this.softwareGeneral) .forEach(name == { if (this.softwareGeneral[name]) software.push({ bucket: "General"”
Object.keys(this.softwarelUtility).forEach(name => { if (this.softwareUtility[name]) software.push({ bucket: "Utility"
if (this.softwareGeneralOther?.trim()]) software.push({ bucket: "General", name: "Others", otherName: this.softwareGens
if (this.softwareUtilityOther?.trim()) software.push({ bucket: "Utility" K name: "Others", otherName: this.softwareUti]
if (this.softwareCustomOther?.trim()) scoftware.push({ bucket: "Custom" name: "Others”, otherName: this.softwareCustor

/{ shared perms (cap at 6 client-side)

const sharedPerms = this.sharedPerms.slice(®, 6).map(x == ({
i shareName: x.shareName || "',

E canRead: !!x.canRead

| canWrite: !!x.canWrite,

E canDelete: !!x.canDelete

i canRemove: !!x.canRemove

)

return {

staffName: this.model.staffName,

companyName: this.model.companyName,

departmentName: this.model.departmentName,
designation: this.model.designation,

location: this.medel.location,

employmentStatus: this.model.employmentStatus,
contractEndDate: this.model.contractEndDate || null,
requiredDate: this.model.requiredDate,

pheneExt: this.medel.phoneExt,

editWindowHours: EDIT_WINDOW_HOURS,

hardware, emails, O5Reqs, software, sharedPerms

e e
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async createRequest(sendNow = false) {

b

r

censt dte = this.buildDte();

dto.sendNew = !!sendNow;

censt r = await fetch('/ItRequestAPI/create', {

1 methed: 'POST',

headers: { 'Content-Type': 'application/json' },
! body: JSON.stringify(dte)

I3 H

const ¢t = r.headers.get('content—type') || "';
const payload = ct.includes('application/json’'] 7 await r.json() : { message: await r.text() };
if (tr.ok) throw new Error(payload?.message || 'Create failed (${r.status})’);

censt statusId = paylead?.statusId;

if (!statusId) throw new Error('Create succeeded but no statusId returned.');

return statuslId;

async saveDraft() {

e

r

if (!'this.validate(]) return;

this.saving = true; this.intent = 'draft';

try {

i await this.createRequest(false);

H window.lecation.href = */IT/ApprovalDashbeard/MyRequests’;
} catech (e) {
; alert("Error: ' + (e?.message || e));
} finally { this.saving = false; this.intent = ''; }

async openConfirm() {

o

if (!this.validate()) return;

await ensureBootstrapModal();

const modalEl = document.getElementById('sendConfirm');
if (!window.bootstrap || !bootstrap.Medal) {

i this.sendNow();
H

return;

B ]

censt Medal = bootstrap.Modal;
const inst = (typeof Modal.getOrCreateInstance === 'function')

? Medal.getOrCreateInstance({modalEl)

: (Modal.getInstance(modalEl) || new Modal(medalEl));
const btn = document.getElementById('confirmSendBtn');
btn.enclick = () == { inst.hide(); this.sendNow(); };
inst.show();

if Cconfirm('Submit & Lock?\nOnce sent, this request becomes Pending and is locked from editing.

1)
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async sendNow(]) {

if (!this.validate()) return;

this.saving = true; this.intent = 'send';
try {

i await this.ereateRequest(truel;

} catch (e) {

| alert('Error: ' + [e?.message || eJ);
} finally {

i this.saving = false; this.intent = '';
}

e

'

resetForm() {
this.hardwarePurpose = "";

this.hardwareJustification = "";
this.hardwareOther = "";
this.emailRows = [];

this.osReqs = [1;
this.softwareGeneral = {};
this.softwareUtility = {};
this.soeftwareGeneralOther = "";
this.softwareUtilityOther = "";
this.seftwareCustomOther = "";
this.sharedPerms = [];

this.model.requiredbDate = "";

}

'

async prefillFromServer() {

try {

| const res = await fetch('/ItRequestAPI/me');
if (!res.ok) return;
const me = await res.json();
this.model.userId = me.userId || @;
this.model.staffName = me.staffName || "";

}

| window.location.href = " /IT/ApprovalDashboard/MyRequests”;

this.hardwareCategories.forEach(x => x.include = false);

this.validation = { requiredDate: "", hardwarePurpose:

L }r

i this.model.companyName = me.companyName || "*;
| this.model.departmentName = me.departmentName || "*;
| this.model.designation = me.designation || "";
i this.model.location = me.location || "";
i this.model.employmentStatus = me.employmentStatus || "";
i this.model.contractEndDate = me.contractEndDate || null;
i this.model.phoneExt = me.phoneExt || "";
} catch { /* ignore %/ }
v mounted

PSTW

o mounted(): Calls prefillFromServer immediately so identity and org details are

present before the user starts choosing requirements. This keeps the top card

accurate and reinforces that the request will capture a server-verified snapshot

mounted() { this.prefillFromServer(); }

o ITRequestAPI (Create.cshtml)

= [HttpGet("me")] (Section A prefill)

e Purpose: Returns the logged-in user’s profile snapshot so the Create form can auto-

populate Section A (staff, department, company, phone, etc.).

o Key functionality:
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Auth and user lookup: Reads currentUserld from ASP.NET Identity; 401 if
missing/invalid. Fetches Users row; 404 if not found.

Department to Company chain: Attempts Departments by user.departmentlId.
If found, fetches Companies by dept.Companyld. Either may be null (endpoint

guards by returning empty strings/nullable IDs so the form can still load).
Name fallback: Uses FullName if available, otherwise UserName.

Placeholders: designation, location, employmentStatus, contractEndDate are

returned as blanks/null unless you later wire them to real columns.

e

[HttpGet("me")]
0 references

public async Task<IActionResult> Me()

{

await
null;

var userIdStr = _userManager.GetUserId(User);

if (string.IsNullOrEmpty(userIdStr) || !int.TryParse(userIdStr, out int currentUserId))
return Unauthorized("Invalid user");

var user = await _db.Users.FirstOrDefaultAsync(u == u.Id == currentUserId);

if (user == null) return NotFound("User not found"):;

var dept = await _db.Departments.FirstOrDefaultAsync(d == d.DepartmentId == user.departmentId);
var comp = dept != null
_db.Companies.FirstOrDefaultAsync(c == c.CompanyId == dept.CompanyId)

return Ok(new

{

userId = user.Id,

staffName = user.FullName ?7 user.UserName,
departmentId = dept?.DepartmentId,
departmentName = dept?.DepartmentName 77 """
companyId = comp?.CompanyId,

companyName = comp?.CompanyMame 77 "7,
designation = "", // adjust if you actually store this somewhere
location = ",

employment5tatus = "",

contractEndDate = (DateTime?)null,

phoneExt = wser.PheneNumber ?7 ™"

i):

[HttpPost(" create')] (when user submits Section A)

Purpose:

This endpoint is used when someone fills up the IT Request form and hits “Create” or

“Send Now.” It saves all the entered details — like hardware, software, and shared

access — and sets up the approval flow so it’s ready to go through the HOD > Group

IT > Finance > Management stages.

Key functionalities:
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Initial checks:

It first makes sure the request body isn’t empty and that the RequiredDate is
valid. The system also won’t allow you to pick a date that’s too soon — it
must be at least 7 days from today.

For shared permissions, it only keeps up to 6 entries to prevent overload.

Hardware rules:
If the user chooses “Desktop All-In,” the system automatically removes any
notebook-related options (and vice versa). This avoids conflicting selections,

like asking for both a desktop and a notebook at once.

User validation:

It identifies who’s creating the request by checking the logged-in user’s ID.
Then it pulls their profile, department, and company info from the database.
These values are saved as a snapshot inside the request (so even if the user

moves department later, the form still shows their original details).

Edit window setup:
Every new request has an edit window which is 24 hours by default, but it can
be changed (up to 14 days) using the body, header, or query string. Within this

window, the requester can still edit the submission before it locks.

Saving the main record:
Once the user and details are confirmed, the main IT Request record is created.
It stores things like staff name, department, designation, required date, and

contact number.

Adding the sub-lists:
After saving the main form, the system adds all the smaller lists like hardware,
software, emails, OS requirements, and shared permissions under that same

request ID.

Approval setup:
It links the new request to the default approval flow and creates an entry in the
ItRequestStatus table, setting all stages (HOD, GIT HOD, FIN HOD, MGMT)

to “Pending,” while the overall request starts as “Draft.”
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o If“Send Now” is used:
The system immediately locks the form (no more edits) and changes the
overall status from “Draft” to “Pending,” officially starting the approval

process.

[HttpPost("create")]
0 refer
public async Task<IActionResult> CreateRequest([FromBody] CreateItRequestDto dteo)

if (dte == null)
return BadRequest(new { message = "Invalid request payload" });

if (dto.RequiredDate == default)
return BadRequest(new { message = "RequiredDate is required." });

// ——— Server-side guard: RequiredDate >= today + 7 (local server date) ——
var minDate = DateTime.Today.AddDays(7);
if (dto.RequiredDate.Date < minDate)
return BadRequest(new { message = $"RequiredDate must be at least {minDate:yyyy-MM-dd} or later." });

// — server-side guard: SharedPerms cap 6 (trim or reject; here we trim silently) ——
if (dto.SharedPerms != null && dto.SharedPerms.Count > 6)
dto.SharedPerms = dto.SharedPerms.Take(6]).ToList();

// —— Optional nermalizatien: aveid conflicting hardware cheoices ——
// If DesktopAllIn is present, drop NotebookAllIn/MNotebookOnly
bool hasDesktopAlLIn = dto.Hardware?.Any(h => string.Equals(h.Category, "DesktopAllIn", StringComparisen.OrdinallgnereCase)) == true
if (hasDesktopAllIn && dto.Hardware != null)

dto.Hardware = dto.Hardware.Where(h => !string.Equals(h.Category, "NotebookAllIn", StringComparison.OrdinalIgnereCase)
H && !string.Equals(h.Category, "NotebookOnly", StringComparison.OrdinallgnoreCase))
.TeList();

/! If NotebookAllIn is present, drop DesktopAllIn/DesktopOnly
bool hasNotebookALLlIn = dto.Hardware?.Any(h => string.Equals(h.Category, "NotebookALlIn", StringComparison.OrdinallgnoreCase)) == true;
i if (hasWotebookALLIn && dto.Hardware != null)
dte.Hardware = dte.Hardware.Where(h => !string.Equals(h.Category, "DesktopAllIn", StringCemparisen.OrdinallgnereCase)
&& !string.Equals(h.Category, "DesktopOnly", StringComparison.OrdinalIgnereCase))
.ToList();

/f —-- Validate and get current user

var userIdStr = _userManager.GetUserId(User);

if (string.IsNullOrEmpty(userIdstr) || !int.TryParse(userIdStr, out int currentUserId))
return Unauthorized("Invalid user");

// ——— Lookup user snapshot
var user = await _db.Users.FirstOrDefaultAsync(u => u.Id == currentUserId);
if (user == null) return NotFound("User not found.");

var dept = amait _db.Departments.FirstOrDefaultasync(d => d.Departmentld == user.departmentId)
var comp = dept 1

? await _db.Companies.FirstOrDefaultAsync(c => c.CompanyId == dept.CompanyId)

:onull;

= nu!

var snapStaffName = user.FullName ?? user.UserName ?? "(unknown)"
var snapDepartmentName = dept?.DepartmentName 27 "";
var snapCompanyName = comp?.CompanyName ?? "";

// ——- Determine edit window hours

int windowHours = 24;

if (dto.EditWindowHours.HasValue)
windowHours = Math.Max(1, Math.Min(dto.EditilindowHours.Value, 24 * 14))

else if (int.TryParse(Request.Headers["X-Edit-bindew—Hours"], out war h)}
windowHours = Math.Max(1, Math.minCh, 24 = 14));

else if (int.TryParse(Request.Query["editWindewHours"], out var q))
windowHours = Math.Max(1, Math.Min(g, 24 = 14));

var nowUtc = DateTime.UtcNow;

/f —— Insert main request
var request = new ItRequest

UserTd = currentUserId

StaffName = snapStaffName
DepartmentName = snapDepartmentName
CompanyName = snapCompanyNane,

Designation = dto.Designation,

Locatien = dte.locatien,
EmploymentStatus = dto.EmploymentStatus
ContractEndDate = dto.ContractEndDate,

RequiredDate = dto.RequiredDate
PhoneExt = dtu‘PhnnEEntl
SubmitDate = I]atETimE‘NOW‘

FirstSubmittedAt = nowltc,
EditableUntil = nowUtc.AddHours(windowHours),
IsLockedForEdit = false

}:
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| db.ItRequests.Add(request);
lawait _db.SaveChangesAsync();

/ —— Children
if (dte.Hardware != null)

foreach (var hw in dto.Hardware)

_db. ItRequestHardwares.Add(new ItRequestHardware
i
i ItRequestId = request.ItRequestId,
Category = hw.Category,

Purpose = hw.Purpose,

Justification = hw.Justification,
OtherDescription = hw.0OtherDescription

1);

if (dte.Emails != null)
foreach (var em in dto.Emails)
_db.ItRequestEmails.Add(new ItRequestEmail
1

TtRequestId = request.ItRequestId,
Purpose = null,

PropesedAddress = em.ProposedAddress,
Notes = null

1);

|if (dto.0SReqs != null)
foreach (var os in dto.0SReqs)
_db. ItRequestOsRequirement. Add(new ItRequestOsRequirement
i

ItRequestId = request.ItRequestld,
RequirementText = os.RequirementText

1);

if (dto.Seftware != null)
foreach (var sw in dto.Seoftware)
_db. TtRequestSoftware.Add(new TtRequestSoftware
1

ItRequestId = request.ItRequestld,
Buchket = sw.Bucket,

Name = sw.Name,

OtherName = sw.OtherName,

Notes = sw.Notes

if (dto.SharedPerms != null)
foreach (var sp in dto.Sharedperms)
db.ItRequestSharedPermission.Add(new ItRequestSharedPermission

{

i ItRequestId = request.ItRequestld,
! ShareMame = sp.ShareName,

| CanRead = sp.CanRead,

| CanWrite = sp.CanWirite,

E CanDelete = sp.CanDelete,

| CanRemove = sp.CanRemove

1,

await _db.SaveChangesAsync();

// --- Default approval flow
var flow = amait _db.TtApprovalFlows.FirstOrDefaultAsync();
if (flom null)
return BadRequest(new { message = "No IT Approval Flew configured" });

var status = new ItRequestStatus

{
| ItRequestId = request.TtRequestTd,

3 ItApprovalFlowId = flow.ItApprovalFlowId,
| HodStatus = "Pending™,

| GitHodStatus = *Pending”,

| FinHodStatus = "Pending",

| MgmtStatus = "Pending",

| oOverallStatus = "Draft"

}:

_db.ItRequestStatus.Add(status);
await _db.SaveChangesAsync();

if (dto.SendNow == true)

i

| request.IsLockedForfdit = true;

| status.OverallStatus = "Pending";
}

await _db.SaveChangesAsync();
return Ok(new

| requestId = request.ItRequestId,

i statusId = status.StatusId,

! editableUntil = request.EditableUntil,
! editWindowHours = windowHours,

| overallStatus = status.OverallStatus
B;

message = "IT request created successfully. You can edit it for a limited time.",

catch (UnauthorizedAccessException ex)
return Unauthorized(ex.Message);

3
catch (Exception ex)
i
3

return StatusCode(500, new { message = "Error creating IT request", detail = ex.Message

PSTW
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o Edit.cshtml

Hello corelho

Edit IT Request "

 Ecitabe 23h 59m 49s

& Requester Details

Staff Name
corelhou

Designation

Company

Location

Phone Ext

Employment Status

Required Date *

18/11/20

© Hardware Requirements

Purpose * Select below

2 Desktop (all inclusive)

Additional v

Notebook (all inclusive)

ication (for hardware change)
Desktop only

Notebook only

Notebook b

tery
Power Adapter

4 Computer Mouse
External Hard Drive

Other (Specify)

R

PROPOSED ADDRESS (WITHOUT @DOMAIN)
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EH Operating System Requirements + Add
REQUIREMENT
Windows 11
& Software
General Software Utility Software Custom Software
MS Word PDF Viewer Others (Specify)
MS Excel 7Zip
MS Outlook AutoCAD Viewer
MS PowerPoint Smart Draw
MS Access Others (Specify)
MS Project

Acrobat Standard
AutoCAD
Worktop/ERP Login

Others (Specify)

Shared Permissions

SHARE NAME & PERMISSIONS

Read [ Write Delete Remove User

fetoad m m

Rights Reserved by PSTW. Designed and Developed by WrapPixel

This file (Edit.cshtml) lets a requester reopen a saved IT request within a limited edit window,
make changes, and either save again or submit to approvals. It shows a live countdown so the

user knows exactly how much time is left before the form locks.

v <div id="editApp">...</div>

o Purpose: Root container for the Vue app so all inputs and states are reactive.

v const app = Vue.createApp({...})
o Purpose: Starts the Vue instance and connects state, computed helpers, actions,
and lifecycle.

v' data()

o busy, isEditable, remaining, minReqISO, validation: These variables drive
the edit experience. busy guards buttons during network work, isEditable flips
all inputs on or off, and remaining holds the server countdown in seconds.
minReqISO pins the earliest required date and validation carries friendly field

messages.
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model { requester snapshot }: Holds the person and organization details that
were recorded with the original request. Some fields remain editable if the
window is open, such as designation, location, phone extension, and required
date.

hardwarePurpose, hardwareJustification, hardwareCategories,
hardwareQOther: Represents the hardware section. Presets are toggled
individually, purpose and justification explain the need, and an “Other” text
box captures anything custom.

emailRows, osReqs: Dynamic arrays for email local parts and operating
system requirements. Each row maps cleanly to what the API expects when
saving.

software groups and Others fields: Two preset buckets, General and Utility,
are tracked by simple dictionaries. Three “Others” inputs capture any software
not covered by the checklists, including a Custom bucket.

sharedPerms: Up to six entries for shared folders with four permission flags.
Each row holds the share name plus Read, Write, Delete, and Remove user

toggles.
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data() {
| const plus7 = new Date(); plus7.setDate(plus7.getDate() + 7);
return {

busy: false,

isEditable: false,

remaining: @,

minReqIS0: plus7.toIS0String().slice(®, 18]

validation: {.requiredDate: "", hardwarePurpose: "", sharedPerms: "" },

model: {

| userId: @, staffName: "" companyName: "" departmentName: ""

! designation: "", leocation: "", employmentStatus: "", contractEndDate: null,
| requiredDate: "", phoneExt: ""

b

hardwarePurpose: ",

hardwareJustification: "",
hardwareCategories: [

: { key: "DesktopAllIn", label: "Desktop (all inclusive)", include: false },

| { key: "NotebookAllIn",K label: "Noteboock (all inclusivel", imclude: false },
i { key: "DesktopOnly", label: "Desktop only", include: false },

E { key: "NotebookOnly", label: "Notebook only", include: false },

i { key: "NotebookBattery" K label: "Notebeok battery", include: false },

| { key: "PowerAdapter", label: "Power Adapter", include: false },

| i key: "Mouse", label: "Computer Mouse", include: false },

i { key: "ExternalHDD", label: "External Hard Drive", include: false }

1,

hardwareOther: "",

emailRoms: [],
osReqs: [1,

softwareGeneralOpts: ["MS Word", "M5 Excel", "MS Outleck", "MS PowerPoint",

"MS Access", "MS Project", "Acrobat Standard", "AuteCAD", "Worktep/ERP Login"],
softwareUtilityOpts: ["PDF Viewer", "7Zip", "AutoCAD Viewer", "Smart Draw"],
softwareGeneral: {},

softwareUtility: {},

softwareGeneralOther: ",

softwareUtilityOther: ",

softwareCustomOther: ",

/{ shared perms
sharedPerms: []

v' computed

PSTW

o hardwareCount: Counts how many hardware items are currently selected and

includes one more if the “Other” box has text. The count feeds both validation

and subtle chips in the UL

},

computed: {

hardwareCount() {

[

let ¢ = this.hardwareCategories.filter(x == x.include).length;
if (this.hardwareCther.trim()}) c += 1;
return c;

v methods

o startCountdown(): Renders a second by second countdown into the small

status box at the top. It formats hours, minutes, and seconds and stops itself

once the time hits zero, which also flips isEditable to false.
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startSyncRemaining(): Polls the server every 30 seconds to stay in sync with
the authoritative remaining time and the editable flag. If the server says the
window has closed, it clears timers and sets the countdown to 0 seconds.
teardownTimers(): Cleans up both the tick timer and the polling timer. This
avoids orphaned timers when the user reloads or navigates away.

addEmail, removeEmail, addOs, removeOs: Manage rows in the Email and
OS sections. They respect isEditable and update arrays immediately so the Ul
stays responsive.

addPerm, removePerm: Add a new shared permission row with safe defaults
and delete the selected one. Addition stops at six to mirror the rule shown in
the UL

onHardwareToggle(key): Keeps hardware choices consistent. Desktop All
Inclusive disables notebook sets and turns on accessories like Mouse, while
Notebook All Inclusive disables desktop sets and turns on Power Adapter,
Mouse, and Battery. The “Only” options also clear their related “All
Inclusive” switch.

validate(): Runs client checks before save or submit. It requires a required
date that is at least seven days away, a hardware purpose whenever any
hardware is selected, and a maximum of six shared permissions.

buildDto(): Prepares the payload for the API in a single place. It flattens
hardware toggles into objects with category, purpose, justification, and
optional other description, maps email and OS to simple arrays, collects
checked software by bucket while handling “Others,” and slices shared
permissions to six.

load(): Fetches the full request by statusld from
/ItRequestAPI/request/{statusld} and hydrates all sections. It also reads the
server provided isEditable and remainingSeconds, then starts the countdown
and sync timers so the page reflects the true window.

save(): Validates input, builds the DTO, and sends a PUT to
/TItRequestAPI/edit/ {statusld}. On success it refreshes remaining from the
server response and restarts the countdown so the timer stays accurate.
sendNow(): Validates, asks for a final confirmation, then posts to
/ItRequestAPI/sendNow/{statusld}. If the server accepts, it shows a quick

success message and navigates back to the My Requests dashboard.
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o reload(): Stops timers, reloads from the server, and restarts the countdown.
Useful if the user suspects changes were made elsewhere or wants to reset the

view.

methods: {

\ // timers
startCountdown() {
| const el = document.getElementById( ' countdown');

if (tel) return;

if (this._timer) { clearTimeout(this._ timer); this._timer = null; }

const tick = () == {

if (this.remaining <= 8) { el.textContent = '@s';

const h = Math.floor(this.remaining / 3660);

const m = Math.floor((this.remaining % 3608) / 60);

const s = this.remaining % 60;

{ el.textContent = (h ? "${h}h

i this.remaining this. _timer

}; this.$nextTick(tick);

this.isEditable = false; return; }

Y+ (m? §{mim " : Ch?o'em oz 1)) + C$isksT;
setTimeout(tick, 1008);

N
startSyncRemaining() {
if (this._syncTimer) { clearInterval(this. syncTimer); this._syncTimer = null; }
censt doSync = async () => {
try {
| const r = await fetch('/ItRequestAPT/editWindon/${statusId}’);
if (ir.ok) return;
const j = await r.json();
const srvRemaining = (j & typeof j.remainingSeconds ‘number') 7 j.remainingSeconds : null;
if (srvRemaining != null) { this.remaining = srvRemaining; this.isEditable = 11(j.isEditable); }
if (!this.isEditable || this.remaining <= @) {
if (this. timer) { clearTimeout(this. timer); this. timer = null; }
if (this._syncTimer) { clearInterval(this. syncTimer); this._syncTimer = null; }
const el = document.getElementById('countdoun'); if (el) el.textContent = '@s';

1

Y

| doSync(); this._syncTimer = setInterval(deSync, 30888);
}

teardownTimers() { if (this._timer) clearTimeout(this._timer); if (this._syncTimer) clearInterval(this._syncTimer); },

// UI helpers

addEmail() { if (!this.isEditable) return; this.emailRoms.push({ proposedAddress: "* 1}); },
removeEmail(i) { if (!this.isEditable) return; this.emailRows.splice(i, 1); },
addos() { if (!this.isEditable) return; this.osRegs.push({ requirementText: " }); },

removeds(i) { if (!this.isEditable) return; this.osRegs.splice(i, 1); }

| addPerm() { if (!this.isEditable) return; if (this.sharedPerms.length »= &) return; this.sharedPerms.push({ shareName: |
! removePerm(i) { if (lthis.isEditable) return; this.sharedPerms.splice(i, 1); },

onHardwareToggle(key) {

if (tthis.isEditable) return;
const set = (k, v) => { const t = this hardwareCategories.find(x => x.key === k); if (t) t.include = v; };
if (key === "Desktopallin") {

canst on = this_hardwareCategories.find(x == x.key =

esktopAllIn")?. include;

if (on) { ser("Notebookal false); set("NotebookOnly” K false); set("Mouse”, true); }
(key === "MotabookAllIn®) {
const on = this_hardwareCategories.find(x == x.key === "MotebookAllIn")7.include

if (on) { set("DesktopAllIn", false); set("DesktopOnly”, false); set("PowsrAdapter", trus); set("Mouse", true); set("MptebookBattery", true); }

Chey ktopOnly") { canst en = this_hardwareCategories.find(x = x.key "DesktopOnly")?.include;
(key === "Notebookonly") { const on = this hardwareCategories find(x =» x_Key === "NotebookOnly=)7_ include;

f (on) { set("DesktepAllln
F (on) { set("Notebool

false); } 1

", false); } 1

f# validation
validate() {

this_validation = { requiredDate: ", P -, "}
if (Ithis.model requiredDate) this.validation.requiredDate = "Reguired Date is mandatary.";
else if (this model regquiredDate < this.minReqIS0) this validation requiredDate = "Required Date must be at least 7 days from today
(this.hardwareCount > 8 & !this.hardwarePurpose} this.validation hardwarePurpese = "Flease select a Hardware Purpose.”;
(this.sharedPerns.length > 6) thic.validation. sharedPerms = "Maximum 6 shared permissisns.

return !this.validatien.requiredDate && !this.validation.hardwarePurpose && !this.validation.sharedPerns;

h

[ dto

buildote() {

| const hardware = [];

| const justification = this_hardmarejustification || *;

| const purpose = this. hardwarePurpose || "*;

| this.hardwarecategories.foreach(c == { if (c.include) hardware push({ categery: c.key, purpose, justification, otherDescription: "= }1; 1);

! (this.hardwareOther.trin()) { hardmare push({ category: "Other”, purpose, justificationm, otherDescription: this.hardwarether.trim() 1); }
| const emails = this.emailRows.map(x =» ({ proposediddress: x.proposedaddress || =" }J

| const oSRegs = this.osRegs.map(x == ({ reguirementText: x.requirementText }));

| const seftware = [1;

| oObject keys(this softwarsGemeral) ferfach{n == { if (this softwareGeneral[n]) software push({ bucket: "General”, name: n, otherName:

| object.keys(this.softwarsUtility).for€ach(n == { if (this.softwareUtility[n]) software.push({ bucket: *Utility", name: n, otherhame: °*,

| if (this softwareGeneralOther? trim()) software push({ bucket: "Gereral”, name: "Others®, otherName:@ this softwareGeneralOther trim(), notes:
| if (this.softwareUtilityOther? trim()} software.push({ bucket: "Utility", name: "Uthers”, otherName: this.softwareUtilityOther.trin(), notes:
| if (this.softwareCustenOther?.trin()) software.push({ bucket: "Custom®, name: "Dthers", atherName: this.softwareCustomdther.trim(}, notes:

| const sharedPerms = this.sharedPerms.slice(8, &).map(x == ({

! | shareMame: x.shareName || *", canRead: !!x.canRead, canirite: !!x.cankirite, canDelete: !!x.canDelete, canRemove: !!x.canRemove

Cobn

| retun {

| staffiane: this_model staffianme, this.madel , departmentName: this. model.departmentiame,

|| designation: this.model.designation, location: this.model.location, employmentStatus: this.model.employmentStatus,

|| contractEndDate: this.model.contractEndDate || null, requiredDate: this.model.requiredDate, phomeExt: this.nodel.phomeExt,

! | hardware, emails, oSRegs, software, sharedPerms

S E

I
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async load() {
Pty o

this.busy = true;
const r = await fetch(' /ItRequestAPI/request/${statusId} ); if (!r.ok) throw new Error('Failed to load request’);
const j = await r.json();

const reg = j.request || {};
this.model.staffName = req.staffName || ""; this.model.companyName = req.companyName || "";
this.model.departmentiame = req.departmentName || "°; this.model.designation = req.desigmation || *";
this.model.location = req.location || ""; this.model.employmentStatus = req.employmentStatus || "";

this.model.contractEndDate = req.contractEndDate || null;
this.model.requiredDate = req.requiredDate ? req.requiredDate.substring(e, 1@) : "";
this.model.phoneExt = req.phoneExt || "

this.hardwarePurpose = ""; this.hardwareJustification = ""; this.hardwareOther = "";
this.hardwareCategories.forfach(x => x.include = false);

(j.hardware || [1).forEach(h == {

H if (h.purpose & !this.hardwarePurpose) this.hardwarePurpose = h.purpose;

if (h.justification && !this.hardwarelustification) this.hardwareJustification = h.justificatien;
if (h.category "Other") { if (h.otherDescription) this.hardwareQther = h.otherDescription; }
alse { const t = this.hardwareCategories.find(c => c.key === h.category); if (t) t.include = true; }

.emailRows = (j.emails || [1).map(e => ({ pr Address: e.prop 1 1,
.osReqs = (j.osreqs || [1).maplo == ({ requirementText: o.requirementText [| "" }J);

this.softwareGeneral = {}; this.softwareUtility = {};
this.softwareGeneralOther = ""; this.softwareUtilityOther = ""; this.softwareCustomOther = "";

= "General” && sw.name !==
tility" && sw.name

if (sw.bucket =
else if (sw.bucket
else if (sw.bucket
else if (sw.bucke
else if (sw.bucket

Others") this.softwareGeneral[sw.name] = true;

"Others”) this.softwareUtility[sw.name] = true;
"Gthers") this.softwareGeneralOther = sw.otherName || "";
tility” && sw.name "Others”) this.softwareUtilityOther = sw.otherName || "";
"Custom") this.softwareCustomOther = sw.otherName || "";

1;

// Shared perms from APT (if present)

this.sharedPerms = (j.sharedPerms || [1).map(sp => ({

H shareName: sp.shareName || ™",

canRead: !!sp.canRead, canWrite: !!sp.canWrite,
canDelete: !!sp.canDelete, canRemove: !!sp.canRemove
1)) .slice(e, 6);

this.isEditable = !!(j.edit & j.edit.isEditable);
this.remaining = (j.edit && j.edit.remainingSeconds) || @;

this.startCountdown(); this.startSyncRemaining();
catch (e) { alert(e.message || ‘Load error'); } finally { this.busy = false; }

asyn

asyn

async save() {

if (!this.isEditable) return;
if (!this.validate()) return;
try {
H this.busy = true;

const dto = this.buildDto();

const r = await fetch(’/ItRequestAPI/edit/${statusId}’, {

method: ‘PUT', headers: { 'Content-Type': ‘application/json' },
body: JSON.stringify(Object.assign({ statusId: +statusId }, dto))

1);

const j = await r.json().catch(() == ({}));

if (!r.ok) throw new Error(j.message || 'Save failed');
i\  1f (typeof j.remainingSeconds === 'number') { this.remaining = j.remainingSeconds; this.startCountdown(J; }
} catch (e) { alert(e.message || 'Save error'); } finally { this.busy = false; }

c sendNow() {

if (!this.isEditable) return;

if (!this.validate()) return;

if (!confirm('Send to approvals now? You won't be able to edit after this.')) return;
try {
i\ this.busy = true;

const r = await fetch('/ItRequestAPI/sendNow/5{statusId}", { method: "POST' });
const j = await r.json().catch(() => ({}));

if (!r.ok) throw new Error(j.message || 'Send failed');

alert('Sent to approvals.');

window.location.href = ' /IT/ApprovalDashboard/MyRequests”;

} catch (e) { alert(e.message || 'Send error'); } finally { this.busy = false; }

¢ reload() { this.teardownTimers(); await this.load(); }

v mounted

PSTW

o mounted(): Calls load() immediately to populate the form and to pull the edit

mao
i
'
'
1

b

window state from the server. It also registers a beforeunload handler to tear

down timers cleanly when the user leaves the page.

unted(} {
this.load();
window.addEventlistener('beforeunload', this.teardownTimers);
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o ITRequestAPI (Edit.cshtml)

[HttpGet("request/{statusld}')] — Used by: Edit.cshtml

Purpose:

PSTW

This endpoint loads everything the Edit page needs the full request details, its approval

status, and whether it’s still within the editable time window. Basically, when you open

an existing request to view or update it, this is the API that supplies all the data.
Key functionalities:

o User validation:

It first checks who’s currently logged in and makes sure the user ID is valid. If

not, it immediately returns an unauthorized message.

o Load request and all related data:

It fetches the full [tRequestStatus record by statusld, including its related

tables:
= Main request info (Section A)
= Hardware, Emails, OS Requirements, Software, Shared Permissi

= Approval Flow (to check roles and statuses)

If the record doesn’t exist, it returns a “Request not found” error.

o Auto-lock check:

ons

There’s a small built-in check that runs every time this endpoint is called.

If the request is still marked editable but its edit window has expired (based on

EditableUntil), the system will auto-lock it right away and save the update.

This prevents users from editing an old request that should already be locked.

o Edit countdown timer:

It calculates how many seconds are left before the edit window closes. This

value is sent to the frontend so the Edit page can display a live countdown

(e.g., “You can still edit for another 3 hours”).

o Determine user’s role and approval rights:

Based on the approval flow, the system checks whether the current user

1s the
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HOD, Group IT HOD, Finance HOD, or Management.
Then it determines two things:

= currentUserStatus — what stage the user is at (e.g., “Pending”,

“Approved”, “Rejected”)

= canApprove — whether the user can take action right now.

For example:
= HOD can act if their status is still Pending.
=  Group IT HOD can only act after HOD has approved.
= Finance HOD follows after both HOD and Group IT HOD approvals.
= Management only steps in after everyone else has approved.

Response content:

Once all that’s done, the endpoint returns a structured JSON with everything
needed to prefill the Edit page — all form fields, sub-lists (hardware, software,
etc.), each approver’s status, and edit window info like remainingSeconds and

isEditable.
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[HttpGet("request/{statusId}")]
0 references
public async Task<IActionResult> GetRequestDetail{int statusId)

// auth
var userldStr = _userManager.GetUserId(User);
if (string.IsNullOrEmpty(userIdStr) || !int.TryParse(userIdStr, out int currentUserId))

return Unauthorized("Invalid user”);

//{ load status + children

var status = await _db.ItRequestStatus
.Include(s => s.Request).ThenInclude(r => r!.Hardware)
.Include(s => s.Request).ThenInclude(r => r!.Emails)
.Include(s == s.Request]).ThenInclude(r == r!.0sReguirements)
.Include(s => s.Request).ThenInclude(r => r!.Software)
.Include(s => s.Request).ThenInclude(r => r!.SharedPermissions)
.Include(s => s.Flow)
.FirstOrDefaultAsync(s == s.StatusId == statusId);

if (status == null) return NotFound("Request not found");

/f lazy lock if the edit window has expired
async Task LazylLockIfExpired(ItRequestStatus s)

var r = s.Request;
var expired = ![.IsLockedFarEdit &5 r.EditableUntil.HasValue && DateTime.UtcNow » r.EditableUntil.Value
if (lexpired) return;

| r.IsLockedForEdit = true;
i await _db.SaveChangesAsync();
}

await LazylLockIfExpired(status);

/{ remaining seconds for countdown

var remaining = statq;:Rggqggy.EditableUntil.HasValue
? Math.Max(@, (int)(status.Request.EditableUntil.Value - DateTime.UtcNow).TotalSeconds)
H: N

//{ role + canfpprove (unchanged)

string role =
status.Flow.HodUserId == currentUserId ? "HOD"
status.Flow.GroupItHodUserId == currentUserId ? "GIT_HOD" :
status.Flow.FinHodUserId == currentlserId ? "FIN_HOD" :
status.Flow.MgmtUserId == currentUserId ? "MGMT"
"VIEWER";

string currentUserStatus = "N/A";

bool canApprove = false;

if (string.Equals(status.OverallStatus, "Cancelled”, StringComparison.OrdinalIgnoreCase) ||
string.Equals(status.OverallStatus ?7 "Draft", "Draft", StringComparison.OrdinalIgnoreCase))
canApprove = false;

{
}

if (role == "HOD")

H currentUserStatus = status.HodStatus ?? "Pending”;
canfpprove = currentUserStatus == "Pending";

1se if (role == "GIT_HOD")

currentUserStatus = status.GitHodStatus 77 "Pending”;
canApprove = currentUserStatus == "Pending" && status.HodStatus == "Approved";

1lse if (rele == "FIN_HOD")

currentUserStatus = status.FinHodStatus ?7 "Pending”;

canfpprove = currentUserStatus == "Pending" &&
status.HodStatus == "Approved" &&
status.GitHodStatus == "Approved";

1se if (role == "MGMT")

currentUserstatus = status.MgmtStatus ?? "Pending”;

canfpprove = currentUserStatus == "Pending" &&
status.HodStatus == "Approved" &&
status.GitHodStatus == "Approved" &&

! status.FinHodStatus == "Approved”;

// We actions allowed on cancelled requests
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{

return Ok(new

[/ #ull request fields you need to prefill
request = new

{

status.Request.ItRequestld,
status.Request.StaffName
status.Request.DepartmentName
status.Request.CompanyName
status.Request.Designation,
status.Request.Location,
status.Request.EmploymentStatus,
status.Request.ContractEndDate,
status.Request.RequiredDate,
status.Request.PhoneExt,
status.Request.SubmitDate

iy
approverRole = role,

hardware = status.Request.Hardware?.Select(h == new {
| ,
i Category = h.Category 2?7 "",
H Purpose = h.Purpose 77 .
Justification = h.Justification ?7 ",

OtherDescription = h.OtherDescription 77 ""

N,

emails = status.Request.Emails?.Select(e == new {
e.Id,
Purpose = e.Purpose 7?7 "7,
i ProposedAddress = o.ProposedAddress 77 "7,
MNotes = e.Notes 27 ™"
1,

osregs = status.Request.OsRequirements?.Select(o => naew {
| 0.Id,

H RequirementText = o.ReguirementText ?? "
1,

software = status.Reguest.Software?.Select(sw =» new {
| sw.Id,
H Bucket = sw.Bucket ?7 "
1 Name = sw.Name 7?7 "7,

OtherName = sw.OtherName 77 "7,
i Motes = sw.Notes 27 ""
1,

sharedPerms = status.Request.SharedPermissions?.Select(sp => new {
sp.Id,

ShareName = sp.ShareName 77 "7,

CanRead = sp.CanRead,

CanWrite = sp.CanWrite,

CanDelete = sp.CanDelete,

CanRemove = sp.CanRemove

B,

status = new

{

hodStatus = stat
gitHodStatus = s
finHodStatus = s
mgmtStatus =

hodSubmitDate =

gitHodSubmitDate
finHodSubmitDate
mgmtSubmitDate =

overallStatus =
canfpprove = can

// edit window info
edit = new

{

overallStatus =

remainingSeconds
editableUntil =

us.HodStatus ?? "Pending”,
tatus.GitHodStatus ?? "Pending”,
tatus.FinHodStatus ?? "Pending”,

status.MgmtStatus ?? "Pending”,

status.HodSubmitDate,
= status.GitHodSubmitDate,
= status.FinHodSubmitDate,
status.MgmtSubmitDate,

status.OverallStatus ?? "Pending",
Approve,

currentlserStatus = currentlserStatus

for the Edit page

status.OverallStatus ?? "Draft",

isEditable = !status.Reguest.IslockedForEdit && (status.OverallStatus ?7 "Draft"

= remaining,
status. Request.EditableUntil

== "Draft" && remaining > @,

[HttpGet("editWindow/{statusld:int}'')] — Used by: Edit.cshtml

Purpose:

This endpoint checks whether the IT request is still within its editable time window.
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It’s usually called when the Edit page loads or after saving, to update the countdown
timer and determine if the user can still make changes.
Key functionalities:
o It loads the ItRequestStatus and its linked Request by statusld.
o Ifthe request no longer exists, it returns a simple “Status not found.”

o It runs a background check to see if the edit window has expired. If the
window has passed, the request automatically locks itself by calling

LockOnlyAsync().
o It calculates how many seconds remain before the edit window closes.
o The response tells the frontend three things:
1. The overall status (Draft, Pending, etc.)
2. Whether it’s still editable (isEditable = true/false)

3. The countdown in seconds (remainingSeconds) so the Ul can display a

live timer

ttpGet ("editWindow/{statusId:int}")]

c async TasksIActionResult> GetEditWindow(int statusId)

var s = await _db.ItRequestStatus.Include(x == x.Reqguest).FirstOrDefaultAsync(x == x.StatusId == statusId);
if (s == null) return NotFound("Status not found");
var r = s.Request;

if (ShouldLock(r)) await LockOnlyAsync(r);

var remaining = r.EditableUntil.HasValue ? Math.Max(®, (int)(r.EditableUntil.Value - DateTime.UtcNow).TotalSeconds) : @;
return Ok(new

overallStatus = s.0OverallStatus ?? "Draft”,

isEditable = !r.IslockedForEdit && (s.OverallStatus ?7 "Draft") == "Draft" &5 remaining = @,
remainingSeconds = remaining,

editableUntil = r.EditableUntil

[HttpPut("edit/{statusld:int}")] — Used by: Edit.cshtml (Save Draft button)

Purpose:
This endpoint updates an existing IT request that’s still in Draft mode. It’s used when

the requester makes edits during their allowed window and clicks “Save Draft.”
Key functionalities:

o User validation:

Confirms the logged-in user and ensures they’re the original creator of the
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request. If someone else tries to edit, it returns “You can only edit your own

request.”

Edit window check:
Before updating, it revalidates the edit window. If it’s expired or already

locked, it blocks the update with a “423 Edit window closed.” message.

Server-side validation:
Makes sure the new RequiredDate is still at least 7 days from today.

Also limits shared permissions to 6 entries max.

Hardware cleanup:
Prevents conflicting selections by removing notebook-related options if

“Desktop All-In” is chosen (and vice versa).

Updating fields:
Refreshes simple request info like designation, location, employment status,

required date, and phone extension.

Replacing all sublists:
It clears and repopulates all related tables (hardware, emails, OS requirements,

software, shared permissions) with the new data from the frontend.

Save confirmation:
After saving changes, it returns a success message and updates the remaining

edit time in seconds, so the Edit page can keep the countdown accurate.
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[HttpPut("edit/{statusId:int}")]
On s

public Async Taske<IActionResult> UpdateDraft(int statusId, [FromBody] UpdateDraftDto dto)

{

int currentUserId; try { currentUserId = GetCurrentUserIdOrThrow(); } catch (Exception ex) { return Unauthorized(ex.Message); }
var s await _db.ItRequestStatus.Include(x => x.Reqguest).FirstOrDefaultAsync(x => x.StatusId == statusId);

if ( null) return NotFound("Status mot found");
var r = s.Reguest;

if (g.u;erId 1= currentUserId) return Unautherized("You can only edit your own request");
if (ShouldLock(r)) await LockOnlyAsync(r);
if (r.IsLockedForEdit || (s.OverallStatus ?? "Draft") != "Draft") return StatusCode(423, "Edit window closed.™);

// —- Server-side guard: RequiredDate >= today + 7 —
var minDate = DateTime.Today.AddDays(T);
if (dto.RequiredDate.Date < minDate)
return BadRequest(new { message = $"RequiredDate must be at least {minDate:yyyy-MM-dd} or later." });

/f —- Cap shared perms to 6 —
if (dto.SharedPerms != null && dto.SharedPerms.Count > 6)
dto.SharedPerms = dto.SharedPerms.Take(6).ToList();

/f —- Optional normalization of conflicting hardware —-
bool hasDesktopAllIn = dte.Hardware? y{h => string.Equals(h.Category, "DesktopAllIn", StringComparison.OrdinallgnereCase)) == true;
if (hasDesktopAllIn && dto.Hardware != null)

dto.Hardware = dto.Hardware.Where(h => !string.Equals(h.Category, "NotebookAllIn", StringComparison.OrdinallgnoraCase)

&& !string.Equals(h.Category, "NotebookOnly", StringComparison.OrdinalIgnoreCase)).TolList();
bool hasNotebookAllIn = dto.Hardware?.Any(h => string.Equals(h.Category, "NotebookAllIn", StringComparison.OrdinallgnoreCase)) == true;
if (hasNotebookAllIn && dto.Hardware != null)

dto.Hardware = dto.Hardware.Where(h => !string.Equals(h.Category, "DesktopAllIn”, StringComparisen.OrdinallgnoreCase)
&& !string.Equals(h.Category, "DesktopOnly", StringComparison.OrdinalIgnereCase)).ToList(};

// update simple fields

.Designation = dto.Designation;

.Location = dto.Location;
.EmploymentStatus = dto.EmploymentStatus;
.ContractEndDate = dio.ContractEndDate;
.RequiradDate = dto.RequiredDate;

r
r
r
r
r
r.PhoneExt = dto.PhoneExt;

// replace children
var id = r.ItRequestId;

_db. ItRequestHardwares. RemoveRange(_db. TtRequestHardwares. Where(x == x.ItRequestId == id));
if (dto.Hardware != null)
foreach (var x in dto.Hardware)
_db. TtRequestHardwares. Add(new TtRequestHardware { ItRequestId = id, Category = x.Category, Purpose = x.Purpose, Justification = x.Justificati]

_db.TtRequestEmails.RemoveRange(_db. ItRequestEmails.Where(x => x.ItRequestId == id));
if (dto.Emails != null)
foreach (var x in dto.Emails)
_db.TtRequestEmails. Add(new ItRequestEmail { ItRequestId = id, Purpose = null, ProposedAddress = x.ProposedAddress, Notes = null });

_db. TtRequestOsRequirement .RemoveRange(_db. TtRequastOsRequirement Where(x => x.TtRequestId == id));
if (dto.0SRegs != null)
foreach (var x in dto.0SRegs)
_db. TtRequestOsRequirement. Add(nen TtRequestOsRequirement { ItReguestId = id, RequirementText = x.ReguirementText });

_db.ItRequestSoftware.RemoveRange(_db. ItRequestSoftware Where(x => x.ItRequestId == id));
if (dto.Software != null)
foreach (var x in dto.Software)
_db.ItRequestSeftuare. Add(new ItRequestSoftware { ItRequestId = id, Bucket = x.Bucket, Name = x.Mame, OtherName = x.OtherMame, Notes = x.Motes]

_db.ItRequestSharedPermissicn.RemoveRange(_db.ItRequestSharedPermission.Where(x => x.ItRequestId == id));
if (dto.SharedPerms != null)
foreach (war x in dte.SharedPerms)
_db.ItRequestSharedPermission. Add(new ItRequestSharedPermission { ItRequestId = id, ShareName = x.ShareName K CanRead = x.CanRead, Canlirite = x|

await _db.SaveChangesAsync();

var remaining = r.EditableUntil.HasValue ? Math.Max(®, (int)(r.EditableUntil.Value - DateTime.UtcNow).TotalSeconds) : 8;
return Ok(new { message = "Draft saved", remainingSeconds = remaining });

[HttpPost("sendNow/{statusld:int}'")] — Used by: Edit.cshtml (Send Now button)

Purpose:
Sends a Draft request into the approval pipeline. It locks the form and flips the overall

status to Pending so approvers can see and act on it.
Key functionalities:

o Verifies the logged-in user and ensures they are the owner of the request. If

not, it blocks the action.

o Loads the ItRequestStatus with its Request by statusld. Returns “Status not

found” if it doesn’t exist.
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Only allows send if the request is still in Draft. If it’s already Pending,

Approved, Rejected, or Cancelled, it returns a clear error message.

Locks the request for editing (IsLockedForEdit = true) and sets OverallStatus
= "Pending". This works even if the edit window has already expired, as long

as the overall status is still Draft.

Saves and returns a simple success payload so the UI can update the status

immediately.

[HttpPost("sendNow/{statusId:int}"]]
0 references

public async Task<IActionResult> SendNow(int statusId)

{

int uid;
try { uid = GetCurrentUserIdOrThrow(]); }
catch (Exception ex) { return Unauthorized(ex.Message); }

var s = await _db.ItRequestStatus
.Include(x == x.Request)
.FirstOrDefaultAsync({x == x.StatusId == statusId);

if (s = null) return NotFound("Status not found");
if (s.Request.UserId != wid) return Unauthorized("Only owner can send"]);

/f Allow SendNow as long as it's still a Draft (even if the edit window already locked it].
if ((s.OverallStatus 77 "Draft") != "Draft")
return BadRequest(new { message = "Already sent or not in Draft.” });
/{ Ensure locked, then make it wvisible to approvers.
if (!s.Request.IslLockedForEdit) s.Reguest.IsLockedForEdit = true;
s.0verallStatus = "Pending”;

await _db.SaveChangesAsync();

return Ok{new { message = "Sent to approval”, overallStatus = s.0OverallStatus });
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o MyRequests.cshtml

“) Section B

Complete [

This file (MyRequests.cshtml) shows your own IT requests by month and year, split into Draft,
Pending, Approved, Rejected and Cancelled. It also includes a second table dedicated to

Section B so you can quickly see what needs your acceptance and what is waiting on IT.

v' <div id="myReqApp">...</div>
o Purpose: Root container for the Vue app so the filters, tables and buttons are
reactive.
v’ const app = Vue.createApp({...})
o Purpose: Spins up the Vue instance and connects state, computed lists, user
actions and lifecycle.

v data()

o months, years, selectedMonth, selectedYear: These drive the date filters
above the table. When the month or year changes, the page fetches that range
again so your lists stay in sync with the selected period.

o busy, error, allRows: busy shows loading and disables actions while a
request is in flight. error surfaces API issues in a clear alert. allRows holds the
raw request data for the chosen period and is the single source of truth for both
tables.

o activeTab, currentPage, itemsPerPage, cancellingld: These control the

main table’s tab state, pagination and cancel button feedback. cancellingld is
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set while a cancel call is running so only that row shows a spinner and disables
its button.

o sbMetaMap, sbLoaded, sectionBPagelndex, sbSubTab,
SECTIONB_ALLOW_STATUSES: These power the Section B table. Meta
is cached per statusld, sbLoaded tells the UI when the meta is ready,
sectionBPagelndex handles its pagination, sbSubTab applies a sub-filter, and
SECTIONB_ALLOW_STATUSES restricts Section B to Approved or

Completed requests.

data(] {
const now = new Date();
return {
months: ['January', 'February', 'March', 'April®, 'May’',

‘June', 'July', '"August',6 'September',6 'October', 'November',K 'December'],
vears: Array.from({ length: 18 }, (_, i) == now.getFullYear() - 5 + 1),
selectedMonth: now.getMonth() + 1

selectedYear: now.getFullYear(),

busy: false, error: null, allRows: [],
// MAIN table

activeTab: 'Pending’,

currentPage: 1, itemsPerPage: 1@,
cancellingId: 8,

/f SECTION B (second table)

sbMetaMap: {}, // statusId -> { saved, requestorAccepted, itAccepted, lastEditedBy }
sblLoaded: false,

sectionBPagelndex: 1,

sbSubTab: 'need', ff 'need" | 'waiting' | ‘notstarted' | 'complete

/f Which overall statuses are eligible for Section B
SECTIONB_ALLOW_STATUSES: ['Approved', 'Completed']

v" computed

o Counts: Builds the badge totals for each main tab by walking allRows once.
This keeps the headings accurate without extra API calls.

o filteredData, paginatedData: filteredData returns the slice of allRows that
matches the current main tab. paginatedData then applies page and size so the
table shows only what is needed, with a small footer that tells you how many
you are viewing.

o sectionBRows: Constructs candidate rows for Section B by taking only
Approved and Completed items and attaching their meta from sbMetaMap. It
sorts them by priority so items that need your action float to the top, then by

newest submission.
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sbCount: Tallies Section B by stage into four buckets: need, waiting, not

started, and complete. These numbers feed the pill buttons and the callout that

nudges you when your acceptance is required.

sectionBFiltered, sectionBPage: Applies the current Section B sub-filter and

paginates it for the second table. This mirrors the main table pattern so

navigation is consistent.

!
c

}

!

}

}

/

computed: {

FilteredData() {

'
paginatedbata() {

sectionBRows() {

/ Badge counts for main tabs

ounts() {
const ¢ = { draft: @, pending: @, approved: @, rejected: @, cancelled: @ };
this.allRows . forEach(r == {

const 5 = (r.overallStatus || 'Pending’);
if (s === 'Draft') c.draft++;
else if (5 = 'Pending’) c.pending++;
else if (s Approved') c.approved++;
else if (s Rejected') c.rejected+s;
i else if (s 'Cancelled’) c.cancelled++;
B
return c;

/ MAIN table filtering & pagination

const tab = this.activeTab;
return this.allRows.filter(r == (r.overallStatus || 'Pending') === tab);

const start = (this.currentPage — 1) * this.itemsPerPage;
return this.filteredData.slice(start, start + this.itemsPerPage);

'
/ Build Section B candidate rows and sert by priority
const rows = this.allRows
Filter(r == this.SECTIONB_ALLOW_STATUSES.includes(r.overallStatus || ''J)
.map(r == ({

...T,
sb: this.sbMetaMap[r.statusId] || { saved: false, requestorAccepted: false, itAccepted: false, lastEditedBy: null }

13;

const rank = (x) == {

H if (x.sb.itAccepted && x.sb.reguestorAccepted) return 3; /[ complete (Lowest priority)
if (!x.sb.saved) return 1; // not started
if (x.sb.saved &5 x.sb.requestorAccepted 8& !x.sb.itAccepted) return 2; // waiting IT
if (x.sb.saved & !x.sb.requestorAccepted) return 4; // needs requestor (highest)
return 8;

H
return rows.slice().sort((a, b) == {

const rb = rank(b) - rank(a);

if (rb !== @) return rb;

return new Date(b.submitDate) - new Date(a.submitDate);

1)

g e e e e e e e

!
s

L T, IS L

;bCount(j i

-

const © = { need: @, waiting: @, notStarted: ®, complete: 8 };
this.sectionBRows.forEach(r == {
i const st = this.sbStageQf(r.sb);

| if (st === 'need") C.needs+;

: else if (st === 'waiting') c.waiting++;

| else if (st === 'notstarted') c.notStarted++;
i else if (st === 'complete') c.complete++;

}3;

return c;

/ Apply Section B sub—Filter & pagination

ectionBFiltered() {
const want = this.sbSubTab; // 'need'|'waiting'|'notstarted’'|'complete’
return this.sectionBRows.filter(r =» this.sbStage(f(r.sb) === want);
éctiunBDage() {
const start = (this.sectionBPageIndex - 1) * this.itemsPerPage;
return this.sectionBFiltered.slice(start, start + this.itemsPerPage);
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v methods

o

switchTab(tab): Switches the main table view and resets pagination to the
first page. This avoids confusing empty pages when moving between tabs with
different totals.

fetchData(): Loads your requests for the selected month range using UTC
boundaries and a generous page size. It normalizes the results into allRows,
clears and reloads Section B meta, and sets busy and error so the UI reflects
what is happening.

fmtDate, fmtDateTime: Small display helpers for date only and date time
cells. They fall back safely if the backend returns unexpected formats.
view(row): Navigates to Edit when the row is a Draft and to RequestReview
for every other status. This matches business rules where only drafts are
editable by the requester.

cancel(requestld): Confirms with the user, posts to /ItRequestAPI/cancel, and
then refreshes the list. cancellingld ensures only the clicked row shows a
spinner so the rest of the table remains usable.

openSectionB(statusld): Sends you to the Section B page for that request and
includes a returnUrl back to this page. When you are done, you land back on
the same filters and state you left.

acceptRequestor(statusld): Calls /ItRequestAPI/sectionB/accept with by:
'REQUESTOR' for a single item. On success it reloads meta only for that
statusld so the page updates instantly without a full refresh.
downloadPdf(statusld): Opens the Section B PDF in a new tab for completed
items. This keeps your current list intact while you view or download the
document.

sbStageOf(sb): Converts raw meta flags into a simple stage string: complete,
need, waiting or not started. The rest of the UI uses this single source for pills,
badges and filters.

loadSectionBMeta(whichStatusIds = null): Fetches Section B meta for
either all eligible rows or a provided subset. Results are stored in sbMetaMap
and sbLoaded flips when done so the table knows when to render real rows.
setSbSubTab(tab): Changes the Section B sub-filter and resets its pagination

to page one. This avoids landing on an empty page after switching pills.
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methods: {

i // MAIN table

switchTab(tab) {
this.activeTab = tab;

this.currentPage = 1;

)
tr)

async fetchbata() {
v i

this.busy = true; this.error = null;
const y = this.selectedear, m = this.selectedMonth;

// Inclusive month range (UTC)
const from = new Date(Date.UTC(y
const to = new Date(Date.UTC(y, m

m-1,1, 8 @ @8);

8, 23, 59, 59, 999));

const params = new URLSearchParams();
params.set('from', from.toIS0String());
params.set('to’, to.teIS0String());
params.set('page’, '1');
params.set('pageSize’, '588');

const res = await fetch('/ItRequestAPI/myRequests?${params.tostring()}');
if (ires.ok) throw new Error(’Load failed (S{res.status}));
const data = amait res.json();

this.allRows = (data.data || [1).map(x => ({
itRequestId: x.itRequestId,

statusId: x.statusId,

departmentiane: x.departmentiame,
companyMame: x.companyName,
requiredDate: x.requiredbate,
supmitDate: x.submitDate,

| overallStatus: x.overallStatus
ny;

"Pending’

// Reset Section B cache and load fresh meta
this.sbMetaMap = {};

this.sbloaded = false;

await this.loadSectionBMeta();

catch (e) {

i  this.error = e.message || ‘Failed to load.';
} finally €

this.busy = false;

#mtDate(d) { if (!d) return ''; const dt = new Date(d); return isNaN(dt) ? d : dt.tolocaleDateString();
mtDateTime(d) { i (!d) return ''; const dt = new Date(d); return isNaN({dt) ? d : dt.tolLocaleString();

view(row) {

i if (this.activeTab ‘Draft’) {

{ i window. location.href = °/IT/ApprovalDashboard/Edit?statusTd=${row.statusId} ;
}oelse {

window.location.href = °/IT/ApprovalDashboard/RequastRevien?statusId=§{row.statusId}";

i

asyne cancel(requestId) {
if (!confirm('Cancel this request? This cannot be undone.')) return;
this.cancellingld = requestld;
try {
const res = await fetch('/ItRequestAPI/cancel', {
i method: 'POST',
headers: { 'Content-Type': 'application/json’ },
body: JSON.stringify({ requestId, reason: 'User requested cancellation® })

! i
| const data = await res.json().catch(() == ({1));
| if (lres.ok) throw new Error(data?.message || 'Cancel failed');
| amait this.fetchData();
} catch (e) {
alert('Error: ' + (e.message || e);
} finally {
| this.cancellingId =
}

= = Saction B (second table) =
openSectionB(statusId) {

H const here = window.location.pathname + window.location.search + window.lecation.hash;

const returnUrl = encodeURIComponent(here);

window.location.href = '/IT/ApprovalDashboard/SectionB?statusId=${statusId}&returnUri=§{returnlri}";

5
async acceptRequestor(statusId) {
otry {
| this.busy = true;
| const res = await fetch('/ItRequestAPI/sectiong/accept’, {

method: 'POST',
headers: { 'Content-Type': 'application/json’ },
body: JSON.stringify({ statusId, by: "REQUESTOR' })

R

const j = await res.json().catch(() == ({1));
if (!res.ok) throw new Error(j.message || 'Accept failed');

// refresh only this row's meta
amait this.loadSectionBMeta([statusId]);

} cateh (e) {
| alert(e.message || 'Action failed’);
i} finally
{1 this.busy = false;
i}
N
downloadPdf(statusId) { window.open( /ItRequestAPI/sectionB/pdf?statusId=${statusId}”, '_blank'); },

// Derive requestor-centric stage
sbStage0#(sb) {
if (sb.itAccepted && sb.requestorAccepted) return ‘complete’;
if (sb.saved && !sb.reguestorAccepted) return 'need';
if (sb.saved && sb.requestorAccepted && !sb.itAccepted) return 'waiting’;
return 'notstarted’;

1,
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// Load meta for all eligible Section B rows (or subset)
async loadSectionBMeta(whichStatusIds = null) {
try {
const targets = (whichStatusIds &% whichStatusIds.length)
? whichStatusIds
: this.allRows
Filter(r =» this.SECTIONE_ALLOW_STATUSES.includes(r.overallStatus || ''))
.map(r == r.statusId);

E if (!targets.length) { this.sbloaded = true; return; }

for ({const sid of targets) {
' const res = await fetch(’/ItRequestAPI/sectionB/meta?statusId=${sid}");
if (!res.ok) centinue;
const j = await res.json().catch(() == ({}));
this.sbMetaMap[sid] = {
saved: !!j.sectionB?.saved,
requestoriccepted: !!j.requestorAccepted,
| i itAccepted: !!j.itAccepted,
: : | : lastEditedBy: j.sectionB?.lastEditedBy || null
Lok
H |
H H this.sbloaded = true;
! } catch {
i this.sbloaded = true;

i‘ !

setsbsubTab(tab) {
this.sb5ubTab = tab;
this.sectionBPagelndex = 1;

¥

v" mounted
o mounted(): Immediately calls fetchData() for the default month and year. The
page shows skeleton rows while loading and then hydrates both tables and the

Section B meta without extra clicks.

mounted() { this.fetchData(); }
o ITRequestAPI (MyRequests.cshtml)
= [HttpGet("'myRequests")] (Used by: MyRequests.cshtml)

o Purpose:
Returns the current user’s own IT requests with simple filters and paging, plus handy

flags the page can use for Edit, Cancel, and countdown UL.
o Key functionalities:

o Authenticates the caller and gets userld. If missing or invalid, it returns

Unauthorized.

o Builds a base query that joins [tRequests to [tRequestStatus, limited to r.Userld

== yserld.

o Optional filters:
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= status filters by OverallStatus exactly.

= from and to filter by SubmitDate. to is treated as end of day using

to.Value.AddDays(1) on the upper bound.

Pagination: counts total, then orders by SubmitDate descending, applies Skip
and Take.

Shapes each row with the main fields and extra approval fields that the Ul needs.
Post-processing in memory to compute Ul flags:
= remainingSeconds based on EditableUntil - UtcNow.

= canEditDraft only if OverallStatus == "Draft", not locked, and time

remains.
= allPending means every approver is still "Pending".

= canCancel is true if it is a Draft, or if ALLOW_PENDING CANCEL is

enabled and the request is "Pending" and allPending is true.
= editUrlHint is prebuilt so the UI can navigate to the Edit page quickly.

Returns a paged payload: { total, page, pageSize, data }, where each item
already includes OverallStatus, canEditDraft, canCancel, editUrlHint, and

remainingSeconds.
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[HttpGet("myRequests")]

0 references

public async Task<IActionResult> MyRequests([FromQuery] string? status null,
| [FromQuery] DateTime? from = null,
[FromQuery] DateTime? to = null
[FromQuery] int page = 1,
[FromQuery] int pageSize = 58)

L —

var userIdStr = _userManager.GetUserId({User];
if (string.IsNullOrEmpty(userIdStr) || !int.TryParse(userIdStr, out int userId))
return Unauthorized("Invalid user”);

var g = _db.ItRequests

Where(x => x.r.Userld == userId)
.AsQueryable();

if (!string.IsNullOrWhiteSpace(status))
g = g.Where(x => x.s.OverallStatus == status);

if (from.HasValue) q = g.Where(x == x.r.SubmitDate »= from.Valuel;
if (to.HasValue) q = g.Where(x =» x.r.SubmitDate < to.Value.AddDays(1]);

var total = await q.CountAsync();
var data = await q
.OrderByDescending(x => x.r.SubmitDate)
.Skip({page - 1) * pageSize)
.Take(pageSize)

.Select(x == new

i.r.ItRequ@st]d,

x.s5.5tatusId,

x.r.StaffName,
x.r.DepartmentName
x.r.CompanyName
x.r.RequiredDate,

¥.r.SubmitDate,

OverallStatus = x.s.0verallStatus,

.:",-' extra fields used by UI action buttons
IsLockedForEdit = x.r.IsLockedForEdit,
EditableUntil = x.r.EditableUntil,
HodStatus = x.s.Hod5tatus,

GitHodStatus = x.s.GitHod5tatus,

FinHod5tatus = x.s.FinHod5tatus,
MgmtStatus = x.s.MgmtStatus
D

.Join{_db.ItRequestStatus, r =» r.ItRequestId, s =» s.ItRequestId, (r, s) == new { r, s })

.ToListAsync();

// post-shape with flags (kept in-memory to keep SQL simple)
var shaped = data.Select(d =>
{
| var overall = d.OverallStatus ?? "Draft";
var remaining = d.EditableUntil.HasValue
? Math.Max(@, (int)(d.EditableUntil.Value - DateTime.UtcNow).TotalSeconds)
1B
bool isDraft = overall == "Draft";
bool cankEditDraft = isDraft && !d.IslockedForEdit && remaining > 8;

bool allPending =
(d.HodStatus ?? "Pending”) == "Pending" &&

(d.GitHodStatus ?? "Pending™) "Pending" &&
(d.FinHodStatus 7?7 "Pending "Pending” &&
(d.MgmtStatus ?7? "Pending") == "Pending”;

/{ optional: hint URL for your "View" button in Draft tab
var editUrlHint = §"/IT/ApprovalDashboard/Edit?statusId={d.StatusId}";

return new

{

ItRequestId,

StatusId,

StaffName,
Departmentame,
CompanyName
RequiredDate,
SubmitDate,
OverallStatus = overall,
canEditDraft,

canCancel,

editUrlHint,
remainingSeconds = remaining

ocoooooao

3! .Tnllist(:l;

return Ok(new { total, page, pageSize,K data = shaped });

bool canCancel = isDraft || (ALLOW_PENDING_CANCEL && overall == "Pending” & allPending);

[HttpPost("cancel")] — Used by: MyRequests.cshtml (Cancel button)

PSTW
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Purpose:
This endpoint lets a requester cancel their own IT request, either while it’s still in Draft

or when it’s Pending and no one in the approval chain has acted yet.
Key functionalities:

o It checks the logged-in user and makes sure they’re the actual owner of the

request. If someone else tries to cancel, the system blocks it immediately.

o It finds the main request (ItRequests) and its matching status row
(ItRequestStatus). If either can’t be found, it returns a clear “not found”

message.
o The logic then looks at the overall status:
= Draft: Always allowed to cancel.

= Pending: Allowed only if the system’s ALLOW_PENDING CANCEL
flag is true and every approver (HOD, Group IT, Finance, Management)
is still “Pending.”

o If any approval has already been made (Approved or Rejected), the cancellation

is blocked with a friendly error message so the user knows why.

o When a valid cancellation happens, the system updates the status to Cancelled,

locks the request so it can’t be edited anymore, and saves the changes.

o It then sends back a short success response so the page can refresh or update the

table immediately.
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[HttpPost("cancel")]

pubilc async Task<IActionResult> CancelRequest([FromBody] CancelDto dte)

i

i int userId;

try { userId = GetCurrentUserIdOrThrow(); }

H catch (UnauthorizedAccessException ex) { return Unauthorized(ex.Message); }

i var raq await _db.ItRequests FirstOrDefaultAsync(r => r.ItRequestId == dto.ReguestId);
i if (req null) return NotFound("Reguest not found");

: if (req.UserId != userId) return Unauthorized("You can only cancel your own requests");
i var s = await _db.ItRequestStatus.FirstOrDefaultAsync{x == x.ItRequestId == req.ItRequestId);
! if (s = null) return NotFound("Status row not found");

var overall = s.OverallStatus ?7 "Draft";

|/ Allow cancel:

{ /f - Draft (always)

i /f - Pending (only if ALLOW_PENDING_CANCEL == true) and no approvals have started

! bool allPending =

i (s.HodStatus ?? "Pending") = ending” &&

H (s.GitHodStatus 77 "Pending") "Pending” &&

1 (s.FinHodStatus 77 "Pending") "Panding” &&

| (s.MgmtStatus ?? "Pending”) == "Pending";

bool canCancelNow =

overall == "Draft" ||

(ALLOW_PENDING_CANCEL && overall == "Pending” && allPending);

! if (!canCancelNow)

E return BadReguest(new { message = "Cannot cancel after approvals have started or once decided.” });
i 5.0verallStatus = "Cancelled”;

H req.IslockedForEdit = true;

// TODO: persist dto.Reason if you add a column

i await _db.SaveChangesAsync();

return Ok(new { message = "Request cancelled”, requestId = req.ItRequestld, statusId = s.StatusId, overallStatus = s.OverallStatus });
}

o RequestReview.cshtml

& Overall: Approved

[ Requester Info
Name Department

Company Designation
et

@ Hardware Requested

CATEGORY PURPOSE JUSTIFICATION OTHER

NotebookAllin

NotebookBattery NewRecruitment acoess to pstw server

Power,

Mouse NewRecruitment

91




PSTW

4 Email Requests

PURPOSE

REQUIREMENT

& Software Requested

88 Operating System Requirements

PROPOSED ADDRESS

BUCKET NAME OTHER NOTES
General MS We
G MS
General
General
General
General MS Project
General Acrobat Standard
(%) Shared Folder / Permission Requests
SHARE NAME READ WRITE DELETE REMOVE
Finance Folde Yes No No No
Yes Yes Yes Yes
ph Yes Yes Yes Yes
F Approval Trail
STAGE STATUS DATE
H Approved 11/6
pIT v Approved d 11/€
HOD Appr d
ager Approved

¥ You cannot act on this request right now

This file (RequestReview.cshtml) is the read-only review and approval screen. It pulls a full

snapshot of the request and shows each section clearly, along with stage chips and a sticky

action bar for approvers.

v’ <div id="reviewApp">...</div>

o Purpose: Root container for the Vue app so the cards, tables, and action

buttons are reactive.

v const reviewApp = Vue.createApp({...})

o Purpose: Starts the Vue instance and wires up loading state, derived chips,

API calls, and lifecycle.
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isLoading: Controls skeletons and disables the action bar until the request is

fully loaded. The page feels responsive even when the payload is large.

userInfo { staffName, departmentName, companyName, designation,

submitDate }: Snapshot of who submitted and when. Values are normalized

from the API so the view does not care about PascalCase vs camelCase.

hardware, emails, osreqs, software, sharedPerms: Each array feeds one

card. They are shaped to match table columns, with safe defaults for missing

fields so empty states render cleanly.

status { per-stage statuses, per-stage dates, overallStatus, canApprove }:

Central state for the approval trail and the sticky action bar. canApprove is a

server truth flag and can be overridden locally when the overall status makes

actions irrelevant.

data

af
return {
isloading: true,
userInfo: {
staffName: "7, departmentName: "" 6 companyName: ""
designation: "" submitDate: "
}
hardware: [],
emails: [1,
osreqgs: [],
software: [],
sharedPerms: [],
status: {
hodStatus: "Pending”, gitHod5tatus: "Pending”,
finHedStatus: "Pending”, mgmtS5tatus: "Pending”,

hodSubmitDate: "", gitHodSubmitDate: "", finHodSubmitDate: "", mgmtSubmitDate: ™'

T
overallStatus: "Pending”, canApprove: false

[

v" computed

o overallChip: Produces a small object with class, icon, and text for the big chip

in the header. It reacts to status.overallStatus and returns Approved, Rejected,

or a friendly Pending variant.

computed: {

overallChip(){
const s = (this.status.overallStatus || 'Pending').tolowerCase();

if(s=—='approved') return { class:'chip chip-approved', icon:'bi bi-check2-circle',6 text:'Overall: Approved' };

if(s==='rejected') return { class:'chip chip-rejected', icon:'bi bi-x-circle', text:'Overall: Rejected' };

return { class:'chip chip-pending", icon:'bi bi-hourglass-split', text: Overall: ${this.status.overallStatus || 'Pending'}" };

}

v methods
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o badgeChip(v): Maps any per-stage status into a tiny chip model for the trail
table. Approved shows a green check, Rejected shows a red cross, Pending
shows an amber hourglass, and everything else falls back to a muted dot.

o loadRequest(): End-to-end loader. It reads statusld from the query string,
fetches /ItRequestAPl/request/ {statusld}, and hydrates all sections.

= Requester block: prefers a userInfo payload, otherwise falls back to
request fields and picks the best available submit timestamp.

= Each section: maps incoming arrays to a stable shape and fills gaps so
tables never break on missing fields.

= Status block: normalizes stage statuses and dates, sets an overallStatus,
and respects canApprove from the server. If the overall is Cancelled or
Draft, it switches off actions locally so the buttons cannot be used by
mistake. A single try/finally flips isLoading, which drives skeletons
and chip rendering.

o updateStatus(decision): Sends the approver’s choice to
/TtRequestAPl/approveReject with the current statusld. It shows a small
success alert, then reloads the page state by calling loadRequest() so badges
and chips reflect the new decision immediately.

o formatDate(dateStr): Best effort formatter that uses the browser locale. If the
backend sends a non-date string, it returns the raw content so the UI does not

show “Invalid Date.”
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methods: {
badgeChip(v){
const s = (v || 'Pending').toLowerCase();
if approved') return { class:'chip chip-approved', ico
rejected') return { class:'chip chip-rejected’, ico
pending®) return { class:'chip chip-pending', ico
return { class:"chip chip-muted', icon:'bi bi-dot’ };

bi-check2' };
bi-x-1g* };
i bi-hourglass' };

1 Load existing (full function)
async loadRequest() {
this.isloading = true;

// 1) Read statusId from URL
const params = new URLSearchParams(window.location.search);
const statusId = params.get("statusTd");
if (!statusId) {
alert("Missing statusId in URL");
this.isLoading = false;
return;

try {
// 2) Fetch request payload
const res = await fetch( /ItRequestAPI/request/${statusId}’);
const ¢t = res.headers.get('content-type') || '*;
let data, text;

if (ct.includes("application/json')) {
data = await res.json();

}else {
text = await res.text();

throw new Error(text || "HTTP S{res.status}’);
if (lres.ok) throw new Error(data?.message || 'HTTP ${res.status}')
console.log("RequestReview raw payload:”, data);

// 3) Requester / submit metadata
/f Prefer top-level data.userInfo; if absent, fall back to data.reguest / data.Request
const regSrc = (data.userInfo ?? data.request ?? data.Request ?7 {});

// Many APIs place submit date under status or request; pick the first available
const submittedAt =
data.status?_submitDate 7? data.status?.SubmitDate ?7
regSrc.submitDate ?7? reqSrc.SubmitDate ??
data.status?.firstSubmittedAt ?? data.status?.FirstSubmittedAt ??
data.request?. firstSubmittedAt ?7 data.Request?.FirstSubmittedAt 77 "7,

this.userInfo = {
staffName: reqSrc.staffName ?? reqSrc.StaffName 2?7 "',
departmentName: reqSrc.departmentName ?? reqSrc.DepartmentName ?? "7,
companyName: reqSrc.companyMame ?? reqSrc.CompanyName 2?7 "",
designation: reqSrc.designation ?? reqSrc.Designation 77 ",
submitDate: submittedAt

// 4) Hardware

this.hardware = (data.hardware 77 []).map(x == ({
id: x.id ?? x.Id,
category: x.category ?? x.Category 2?7 ",
purpose: urpose ?? x.Purpose ??
justification: x.justification ?? x.Justificatien ?? "7,
otherDescription: x.otherDescription 77 x.OtherDescription 7?7 ""

1

// 5) Emails

this.emails = (data.emails 27 [1).map(x == ({
id: x.id ?? x.Id,
purpose: x.purpose 77 x.Purpose 77 "
pr Address: x.pr 27 x.Pr ress 77

// 6) 05 requirements
this.osregs = (data.osregs 77 data.0SReqs 77 [1).map(x == ({
id: x.id 27 x.Id,
requirementText: x.requirementText ?? x.RequirementText ?7 ""

// T} Software

this.software = (data.software ?? [1).map(x == ({
id: x.id ?? x.Id,
bucket: x.bucket ?? x.Bucket 77 "7,
name: x.name ?? x.Name 27 "",
otherName: x.otherName 2? x.OtherName 2?7 "',
notes: x.notes ?? x.Notes 77 ""

100

// 8) Shared permissions

this.sharedPerms = (data.sharedPerms ?7 data.sharedPermissions ?7 [1).map(x == ({
id: x.id ?? x.Id,

shareName: x.shareName ?7 x.ShareName ?7 ""

canRead: (x.canRead 27 x.CanRead) || false

canlirite: (x.canlirite ?? x.CanWrite) || false,

canDelete: (x.canDelete 77 x.CanDelete) || false,

canRemove: (x.canRemove 77 x.CanRemove) || false

103

// 9) status bleck

this.status = {
hodStatus: data.status?.hodStatus ?? data.status?.HodStatus ?? "Pending”,
gitHodStatus: data.status?. gitHodStatus ?? data.status?.GitHodStatus ?? "Pending”,
finHodStatus: data.status?.finHodStatus ?? data.status?.FinHodStatus ?? "Pending”,
mgmtStatus: data.status?.mgmtStatus ?7 data.status?.MgmtStatus ?? "Pending”,

hodSubmitDate: data.status?.hodSubmitDate 72 data.status?.HodSubmitDate 77 "",

gitHodSubmitDate: data.status?.gitHodSubmitDate ?? data.status?.GitHodSubmitDate ?? "
FinHodSubmitDate: data.status?.finHodSubmitDate ?? data.status?.FinHodSubmitDate
mgmtSubmitDate: data.status?.mgmtSubmitDate 77 data.status?.MgmtSubmitDate ?7 "~

overallStatus: data.status?.overallStatus ?? data.status?.OverallStatus ?? "Pending”,
canApprove: (data.status?.canApprove ?? data.status?.CanApprove) || false

PSTW
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const os = (this.status.overallStatus || '').tolLowerCase();
if {os === 'cancelled' || os === 'draft') {
this.status.canApprove = false;

}

} catch (err) {
console.error("RequestRevien fetch failed:", err);
alert("Failed to load request: ${err .message}’);

} fimally {

this.isloading = false;

i

async updateStatus(decision) {
const params = new URLSearchParams(window.location.search);
const statusId = params.get("statusId");
try {
const res = await fetch(’/ItRequestAPI/approveReject’, {
method: ‘POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify({ statusId: parselnt(statusId), decision: decision }J
3
const ct = res.headers.get(’content—typa') || '’
const payload = ct.includes('application/json') ? await res.json() : { message: await res.text() };
if (lres.ok) throw new Error(payload?.message || "HTTP §{res.status} J;

// Small UX pop
const verb = decision === 'Approved' ? 'approved' ‘rejected’;
alert('Request ${verb} successfully.');
this.loadRequest();

} catch (o) {
console.error(e);
alert(‘Failed to update status: ${e.message} );

}

b

formatDate(dateStr) {
if (ldateStr) return '';
tryd
// Show using local timezone, readable
return new Date(dateStr).tolocaleString();
}eatch{ return dateStr; }

v" mounted()

PSTW

o mounted(): Calls loadRequest() right away so the screen starts with skeletons

and transitions to real content as soon as the payload arrives.

|"1|::untEdE) { this.loadRequest(]); } |

o ITRequestAPI (RequestReview.cshtml)

= [HttpGet("request/{statusld}")]

e Purpose:

This endpoint loads everything the Request Review page needs the full request details

and its approval status. Basically, when you open an existing request to view or update

it, this is the API that supplies all the data.
o Key functionalities:

o User validation:

It first checks who’s currently logged in and makes sure the user ID is valid. If

not, it immediately returns an unauthorized message.
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Load request and all related data:
It fetches the full ItRequestStatus record by statusld, including its related
tables:

= Main request info (Section A)
= Hardware, Emails, OS Requirements, Software, Shared Permissions

= Approval Flow (to check roles and statuses)

If the record doesn’t exist, it returns a “Request not found” error.

Determine user’s role and approval rights:
Based on the approval flow, the system checks whether the current user is the
HOD, Group IT HOD, Finance HOD, or Management.

Then it determines two things:

= currentUserStatus — what stage the user is at (e.g., “Pending”,

“Approved”, “Rejected”)

= canApprove — whether the user can take action right now.

For example:
= HOD can act if their status is still Pending.

» Group IT HOD can only act after HOD has approved.

Finance HOD follows after both HOD and Group IT HOD approvals.

= Management only steps in after everyone else has approved.
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[HttpGet("request/{statusId}")]
0 references
public async Task<IActionResult> GetRequestDetail{int statusId)

// auth
var userldStr = _userManager.GetUserId(User);
if (string.IsNullOrEmpty(userIdStr) || !int.TryParse(userIdStr, out int currentUserId))

return Unauthorized("Invalid user”);

//{ load status + children

var status = await _db.ItRequestStatus
.Include(s => s.Request).ThenInclude(r => r!.Hardware)
.Include(s => s.Request).ThenInclude(r => r!.Emails)
.Include(s == s.Request]).ThenInclude(r == r!.0sReguirements)
.Include(s => s.Request).ThenInclude(r => r!.Software)
.Include(s => s.Request).ThenInclude(r => r!.SharedPermissions)
.Include(s => s.Flow)
.FirstOrDefaultAsync(s == s.StatusId == statusId);

if (status == null) return NotFound("Request not found");

/f lazy lock if the edit window has expired
async Task LazylLockIfExpired(ItRequestStatus s)

var r = s.Request;
var expired = ![.IsLockedFarEdit &5 r.EditableUntil.HasValue && DateTime.UtcNow » r.EditableUntil.Value
if (lexpired) return;

| r.IsLockedForEdit = true;
i await _db.SaveChangesAsync();
}

await LazylLockIfExpired(status);

/{ remaining seconds for countdown

var remaining = statq;:Rggqggy.EditableUntil.HasValue
? Math.Max(@, (int)(status.Request.EditableUntil.Value - DateTime.UtcNow).TotalSeconds)
H: N

//{ role + canfpprove (unchanged)

string role =
status.Flow.HodUserId == currentUserId ? "HOD"
status.Flow.GroupItHodUserId == currentUserId ? "GIT_HOD" :
status.Flow.FinHodUserId == currentlserId ? "FIN_HOD" :
status.Flow.MgmtUserId == currentUserId ? "MGMT"
"VIEWER";

string currentUserStatus = "N/A";

bool canApprove = false;

if (string.Equals(status.OverallStatus, "Cancelled”, StringComparison.OrdinalIgnoreCase) ||
string.Equals(status.OverallStatus ?7 "Draft", "Draft", StringComparison.OrdinalIgnoreCase))
canApprove = false;

{
}

if (role == "HOD")

H currentUserStatus = status.HodStatus ?? "Pending”;
canfpprove = currentUserStatus == "Pending";

1se if (role == "GIT_HOD")

currentUserStatus = status.GitHodStatus 77 "Pending”;
canApprove = currentUserStatus == "Pending" && status.HodStatus == "Approved";

1lse if (rele == "FIN_HOD")

currentUserStatus = status.FinHodStatus ?7 "Pending”;

canfpprove = currentUserStatus == "Pending" &&
status.HodStatus == "Approved" &&
status.GitHodStatus == "Approved";

1se if (role == "MGMT")

currentUserstatus = status.MgmtStatus ?? "Pending”;

canfpprove = currentUserStatus == "Pending" &&
status.HodStatus == "Approved" &&
status.GitHodStatus == "Approved" &&

! status.FinHodStatus == "Approved”;

// We actions allowed on cancelled requests
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return Ok(new

L

[/ #ull request fields you need to prefill
request = new

{

status.Request.ItRequestld,
status.Request.StaffName
status.Request.DepartmentName
status.Request.CompanyName
status.Request.Designation,
status.Request.Location,
status.Request.EmploymentStatus,
status.Request.ContractEndDate,
status.Request.RequiredDate,
status.Request.PhoneExt,
status.Request.SubmitDate

iy
approverRole = role,

hardware = status.Request.Hardware?.Select(h == new {
| ,
i Category = h.Category 2?7 "",
H Purpose = h.Purpose 77 .
Justification = h.Justification ?7 ",

OtherDescription = h.OtherDescription 77 ""

N,

emails = status.Request.Emails?.Select(e == new {
e.Id,
Purpose = e.Purpose 7?7 "7,
i ProposedAddress = o.ProposedAddress 77 "7,
MNotes = e.Notes 27 ™"
1,

| 0.Id,
H RequirementText = o.ReguirementText ?? "
1,

software = status.Reguest.Software?.Select(sw =» new {
| sw.Id,
H Bucket = sw.Bucket ?7 "
1 Name = sw.Name 7?7 "7,

OtherName = sw.OtherName 77 "7,
i Motes = sw.Notes 27 ""
1,

sp.Id,

ShareName = sp.ShareName 77 "7,
CanRead = sp.CanRead,

CanWrite = sp.CanWrite,
CanDelete = sp.CanDelete,
CanRemove = sp.CanRemove

B,

osregs = status.Request.OsRequirements?.Select(o => naew {

sharedPerms = status.Request.SharedPermissions?.Select(sp => new {

status = new

{

hodStatus = status.HodStatus ?7 "Pending”,
gitHodStatus = status.GitHodStatus 7?7 "Pending”,
finHodStatus = status.FinHodStatus 7?7 "Pending”,
mgmtStatus = status.MgmtStatus ?? "Pending”,

hodSubmitDate = status.HodSubmitDate,
gitHodSubmitDate = status.GitHodSubmitDate,
finHodSubmitDate = status.FinHodSubmitDate,
mgntSubmitDate = status.MgmtSubmitDate,

overallStatus = status.OverallStatus ?? "Pending",
canfApprove = canApprove,
currentlserStatus = currentlserStatus

// edit window info for the Edit page
edit = new

{

overallStatus = status.OverallStatus ?? "Draft",

renainingSeconds = remaining,
editableUntil = status.Request.EditableUntil

isEditable = !status.Reguest.IslockedForEdit && (status.OverallStatus ?7 "Draft"

== "Draft" && remaining > @,

[HttpPost("approveReject")]

Purpose: Records the approver’s decision (Approve/Reject) for one IT request,

enforcing the correct stage order.
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Key functionality:

o Auth & input: Reads currentUserld from Identity; rejects empty payload or

missing Decision.

o Load record: Gets [tRequestStatus (with Flow and Request) by Statusld.

o Hard guards:
= Blocks if OverallStatus is Draft (not submitted) or Cancelled.
= Blocks if any prior step already Rejected.

o Stage-by-stage routing:
=  HOD may act only when HodStatus == "Pending".
= GIT_HOD only after HOD Approved and GitHodStatus == "Pending".

=  FIN_HOD only after HOD & GIT_HOD Approved and FinHodStatus
== "Pending".

= MGMT only after HOD, GIT HOD, FIN HOD Approved and
MgmtStatus == "Pending".

= Ifnone match, returns “Not authorized to act at this stage.”
o Opverall status:
= Ifdecision is Rejected — OverallStatus = "Rejected".
= [fall four steps are Approved — OverallStatus = "Approved".

o Audit fields: Sets the corresponding *SubmitDate = now on the step that acted.
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[HttpPost("approveReject")]
0 references

public async Task<IActionResult> ApproveReject([FromBody] ApproveRejectDto dte)
{

if (dto == null || string.IsNullOrWhiteSpace(dto.Decision))

return BadRequest(new { message = "Invalid request" }J;
var userIdStr = _userManager.GetUserId(User);
if (string.IsNullOrEmpty(userIdStr) || !imt.TryParse(userIdStr, out int currentUserId))

return Unauthorized("Invalid user");

var status = await _db.ItRequestStatus
.Include(s == s.Flow)
.Include(s => s.Request)
.FirstOrDefaultAsync(s =» s.5tatusId == dto.StatusId)

if (status = null) return NotFound("Status not found");
var overall = status.OverallStatus 2?7 "Draft";
// Drafts cannot be approved/rejected ever
if (overall == "Draft")
return StatusCode(U409, new { message = "This request isn’t submitted yet. Approvals are only allowed once it is Pending.” }J;
// CANCELLED: hard stop
if (string.Equals(overall, "Cancelled”, StringComparison.OrdinalIgnoreCase)}

return StatusCode(409, new { message = "This request has been Cancelled and cannot be approved or rejected.” });

// If any earlier stage already rejected, block

i if (status.HodStatus == "Rejected" || status.GitHodStatus == "Rejected" |
! status.FinHodStatus == "Rejected" || status.MgmtStatus "Rejected™)
i return BadRequest(new { message = "Reguest already rejected by a previous approver." });
var now = DateTime.MNow;
string decision = dto.Decision.Trim();
if (status.Flow.HodUserId == currentUserId && status.HodStatus == "Pending")
| status.HodStatus = decision; status.HodSubmitDate = now;
}
else if (status.Flow.GroupItHodUserId == currentUserId & status.GitHodStatus == "Pending” && status.HedStatus == "Approved")
{
i status.GitHodStatus = decision; status.GitHodSubmitDate = now;
}
else if (status.Flow.FinHodUserId == currentUserId && status.FinHodStatus == "Pending" &&
i status.HodStatus == "Approved" && status.GitHodStatus == "Approved")
{
i status.FinHodStatus = decision; status.FinHodSubmitDate = now;
}
alse if (status.Flow.MgmtUserId == currentUserId && status.MgmtStatus == "Pending” &&
i status.HodStatus == "Approved” && status.GitHodStatus == "Approved” && status.FinHodStatus == "Approved”)
{
| status.MgmtStatus = decision; status.MgmtSubmitDate = now;
}
alse
{
| return BadRequest(new { message = "Not authorized to act at this stage." });
}
if (decision == "Rejected")

status.OverallStatus = "Rejected";
else if (status.HodStatus "Approved" && status.GitHodStatus == "Approved" L&
status.FinHodStatus == "Approved" && status.MgmtStatus == "Approved”)
status.Overall5tatus = "Approved”;

await _db.SaveChangesAsync();
return Ok(new { message = "Decision recorded successfully.” });

PSTW
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o SectionB.cshtml

IT Section B — Asset Information

Section B - Asset Information Overall: Approved  Requestor: corelhou  YouareIT  Draft
= Asset Information

Asset No Machine ID
IP Address Wired MAC Address

Wi-Fi MAC Address Dial-up Account

2 =

All Rights Reserved by PSTW. Designed and Developed by WrapPixel

This file (SectionB.cshtml) is where IT fills in asset details after the main request is approved,
then sends it for dual acceptance (requestor and IT). The page shows your role, whether Section

B is a draft or sent, and locks fields once sent.

v’ <div id="bApp">...</div>
o Purpose: Root container for the Vue app so the cards, inputs, and buttons stay
reactive.
v const bApp = Vue.createApp({...})
o Purpose: Boots the Vue instance and wires up form state, meta flags, API calls,
and lifecycle.

v data()

o busy, saving, error: Control spinners and alerts during load and save actions.
saving is dedicated to the Save Draft button so users get clear feedback.

o statusld, returnUrl: Parsed from the URL at startup. statusld targets the
current request and returnUrl (if present and safe) lets the Back button return

you to the exact view you came from.
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o meta { overallStatus, requestorName, isRequestor, isIitMember,
sectionBSent, locked, lastEditedBy, lastEditedAt, requestorAccepted,
requestorAcceptedAt, itAccepted, itAcceptedAt, itAcceptedBy }: A
compact snapshot of Section B and who can act on it. overallStatus must be
Approved for the editor to unlock, isltMember gates editing, sectionBSent and
locked flip the form into read-only for acceptance, and the acceptance flags
drive the badges and the PDF button.

o form { assetNo, machineld, ipAddress, wiredMac, wifiMac, dialupAcc,
remarks }: The actual asset fields IT records. All fields are disabled for non-

IT users and once locked is true after sending.

data(l{
const url = new URL(window.location.href);
return {
busy:false, saving:false, error:null,
statusId: Number(url.searchParams.get('statusId')) || e,
returnUrl: wrl.searchParams.get('returnlrl'),
meta:{

overallStatus:null, requesterName:null,

isRequester:false, isItMember:false,

sectionBSent:false, sectienBSentAt:null,

locked: false,

lastEditedBy:null, lastEditedAt:null,

requestorfccepted:false, requestorAcceptedAt:null,

itAccepted:false, itAcceptedAt:null, itAcceptedBy:null
Iy

form:{ assetMo:"", machineId:"", ipAddress:"", wiredMac:"", wifiMac:"", dialupAcc:"", remarks:"" }

v methods

o goBack(): Navigates back in a safe order: trusted returnUrl if it is same-origin,
then the browser referrer if local, then history back if available, and finally a
role-based fallback route. This avoids sending users to unknown sites.

o fmtDT(d): Formats timestamps using the browser locale with a graceful
empty string if parsing fails. Keeps the header “Last edited” and acceptance
dates readable.

o load(): Fetches /ItRequestAPI/sectionB/meta?statusld=..., hydrates meta, and
fills the form from any existing draft. It also normalizes booleans and dates so
the UI renders consistent badges and lock state.

o saveDraft(): Posts the current form to /ItRequestAPI/sectionB/save. On
success it reloads the meta so the “Last edited” pill reflects the latest editor

and time.
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resetDraft(): Confirms, then posts to /ItRequestAPI/sectionB/reset to clear all
Section B fields back to a blank draft. Reloads the page state so the form and
meta are in sync.

sendNow(): Confirms intent, does a light guard that at least one identifier is
present (Asset No or Machine ID or IP Address), then posts to
/ItRequestAPI/sectionB/send. A successful send locks the form, flips
sectionBSent to true, and enables acceptances.

accept(kind): Records an acceptance by either the Requestor or IT using
/ItRequestAPI/sectionB/accept with by: 'REQUESTOR' or by: 'IT'. After
saving it reloads only the meta and form so badges update immediately.
Buttons disable themselves when already accepted.

downloadPdf(): Opens the Section B PDF in a new tab once both acceptances

are done. Keeps your place on the page.

methods:{

goBack() {
const go = (u) => window.location.href = u;

// 1) Prefer returnUrl if it's local
if (this.returnurl) {
try {
const u = new URL(this.returnUrl, window.location.origin);
if (u.erigin === windew.locatien.origin) { go{u.href); return; }
} catch { }
}

// 2) Else use Referer if it's local
if (decument.referrer) {
try {
const u = new URL(document.referrer);
if (u.erigin === window.location.origin) { go(document.referrer); return; }
} catch { }
}

// 3) Else use histery
if (history.length > 1) { history.back(); return; }

// 4) Final hard fallback by role
go(this.meta.isTtMember ? '/IT/ApprovalDashbeard' : '/IT/MyRequests']);
b

FmtDT(d){ if(!d) return ""; const dt=new Date(d); return isNaN(dt)?"":dt.tolocaleString(); },
async load(){
try{
this.busy=true; this.error=null;
const r = await fetch(' /ItRequestAPI/sectionB/meta?statusId=§{this.statusId} );
if(ir.ok) throw new Error(’Load failed (§{r.status})’);
const j = await r.json();

this.meta = {
overallStatus: j.overallStatus,
requestorName: j.requestorName,
isRequestor: j.isRequestor,
isItMember: j.isItMember,
sectionBSent: !!j.sectionBSent,
sectionBSentAt: j.sectionBSentAt,
locked: !!j.locked,
lastEditedBy: j.sectionB?.lastEditedBy || null,
lastEditedAt: j.sectionB?.lastEditedAt || null,
requestorAccepted: !!j.requestorAccepted,
requestorAcceptedAt: j.requestorAcceptedAt || null,
itAccepted: !!j.itAccepted,
itAcceptedAt: j.itAcceptedAt || null,
itAcceptedBy: j.itAcceptedBy || null
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v mounted

const s = j.sectionB || {};
this.form = {
assetNo: s.assetNoe || "
machineIld: s.machineId

[

| nn
[

| nn
[

|
ipAddress: s.ipAddress |

wiredMac: s.wiredMac || ",
wifiMac: s.wifiMac || "™,
dialupAcc: s.dialuphcc || "™,
remarks: s.remarks || "
}
}eatch(el{
this.error = e.message || 'Failed to load.';
Hinally{
this.busy=false;
e
Iy
async saveDraft(){
try{
this.saving=true; this.errer=null;
const res = await fetch('/ItRequestAPI/sectionB/save’ {
method: 'POST' | headers:{'Content-Type':'application/json'},
body: JSON.stringify({ statusId:this.statusId, ...this.form })
1);
const j = await res.json().catch(()== ({})J;
if(!res.ok) throw new Error(j.message || "save failed (S{res.status})’);
await this.lead();
tcatch(e){ this.error = e.message || 'Unable to save.'; }
finally{ this.saving=Ffalse; }
iy

async resetDraft(){
if(!confirm('Reset Section B to an empty draft?')) return;
tryi
this.busy=true; this.error=null;
const res = await fetch('/ItRequestAPI/sectionB/reset’  {
method: "POST', headers:{'Content-Type':'applicatien/json'},
body: JSON.stringify({ statusId:this.statusId })

1);
const j = await res.jsen().catch(()=> ({})]);
if(!res.ok) throw new Error(j.message || 'Reset failed (${res.status})’];
await this.load();
}eatch(e){ this.error = e.message || 'Unable to reset.'; }
finally{ this.busy=false; }

b,

async sendow() {
if (lconfirm('send Section B now? You will not be able to edit afterwards.')) return;

// optional guard (mirrors server rule)
const a = (this.form.assetNo || "*).trim(), m = (this.form.nachineId || "").trim(), i = (this.form.ipAddress || "").t
if (ta 8& !'m 8& 1) { alert('Please provide at least Asset No, Machine ID, or IP Address.'); return; }

try {
this.busy = true; this.error = null
const res = await fetch('/ItRequestAPI/sectionB/send’, {
method: 'POST', headers: { 'Content-Type': 'application/jsen' }
body: JSON.stringify({
statusId: this.statusId,
assetNo: this.form.assetNo,
machineId: this.form.machineId
ipAddress: this.form.ipAddress
wiredMac: this.form.wiredmac
wifiMac: this.form.wifiMac,
dialupAce: this.form.dialupace
remarks: this.form.remarks

n
n;
const j = amait res.json().catch(() => ({}));
if (lres.ok) throw new Error(j.message || "Send failed (${res.status})’)
alert(j.message || 'Section B sent and locked for editing.');

await this.load();
} catch (e) {
this.error = e.message || 'Unable to send.'
} finally {
this.busy = false;
}
h

asyne accept(kind){
tryf
this.busy=true; this.errer=null
const res = await fetch('/ItRequestAPI/sectionB/accept', {
method: 'POST', headers:{'Content—Typa': 'application/json'}
body: JSON.stringify({ statusId:this.statusId, by: kind })

B
const j = await res.json().cateh(()== ({}));
if(!res.ok) throw nem Error(j.message || ‘Accept failed (${res.status}])')
await this.load();
}catch(e){ this.error = e.message || 'Action failed.'; }
finally{ this.busy=false; }
1
downloadPdf(){
window.open(’ /TtRequestAPI/sactionB/pdf?statusId=${this.statusId}",'_blank');
¥

PSTW
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o mounted(): Validates that statusld exists, then calls load() right away. The page
shows a gate warning until the overall status is Approved. After approval, IT

can edit, save, and send, followed by requestor and IT acceptances.

mounted(}{
if(!this.statusId){ this.errer="Missing statusId in the URL."'; return; }
this.lead();

1

o ITRequestAPI (SectionB.cshtml)

o [HttpGet("sectionB/meta')] — Used by: SectionB.cshtml

e Purpose:
Load the Section B header info and permissions for a given request. The page uses this
to know who the viewer is (requestor or IT), whether Section B was sent, whether the

form is locked, and to prefill any saved asset details.
o Key functionalities:

o Checks who is logged in and gets their user id. If that fails, it returns

Unauthorized with a clear message.

o Fetches the ItRequestStatus by statusld together with its Request and Flow. If
there is no status row it returns NotFound. If the status exists but the linked

request is missing, it returns a 409 explaining the orphaned row.

o Looks up the Section B row in [tRequestAssetInfo for this request. This may be
null if nobody has started Section B yet.

o Computes role flags:
= isRequestor if the current user owns the request
= isltMember if the user appears in the IT team members table
o Determines Section B state:
= sectionBSent is true when the user pressed “Send” in Section B

» locked becomes true if Section B has been sent, or if both sides have

accepted (RequestorAccepted and ItAccepted)
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Shapes a compact payload for the page:
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= Top level: overallStatus, requestorName, role flags, sectionBSent,

timestamps, locked, individual acceptance flags and names

= Nested sectionB object (only when it exists) with assetNo, machineld,

ipAddress, MACs, dial-up account, remarks, and last edited metadata

The page can use locked to disable inputs, isRequestor and isItMember to show

the right buttons, and the sectionB fields to prefill the form if it was previously

saved.

[HttpGet("sectionB/meta"]]
0 references
public async Task<IActionResult> SectionBMeta([FromQuery] int statusId)

{

int currentUserId;
try { currentUserId = GetCurrentUserIdOrThrow(); }
catch (Exception ex) { return Unauthorized(new { message = ex.Message }J; }

var status = await _db.ItRequestStatus
Include(s =» s.Request)
Include(s => s.Flow)
FirstOrDefaultAsync(s => s.StatusId == statusId);

if (status == null)
return NotFound(new { message = "Status not found.” });

if (status.Request == null)
return StatusCode(409, new { message = "This status row is orphaned (missing its request). Please re-creat

var req = status.Reqguest!;
var sectionB = await _db.ItRequestAssetInfo.FirstOrDefaultAsync(x => x.ItRequestId == status.TtRequestId);

bool isRequestor = req.UserId == currentUserId;
bool isItMember = await _db.ItTeamMembers.AnyAsync(t => t.Userld == currentUserId)
bool sectionBSent = sectionB?.SectionBSent == true;

bool locked = sectionBSent || (sectionB?.RequestorAccepted == true &5 sectionB?.ItAccepted == true);
return Ok{new

overallStatus = status.OverallStatus ?? "Pending",
requestorfame = req.5taffName,
isRequestor,
isItMember,
sectionB = sectionB == null 7 null @ new
{
| saved = trus,
assetNo = sectionB.AssetNo 77 "7,
machineId = sectionB.MachineId ?7 ""
ipAddress = sectionB.IpAddress ?7 "",
wiredMac = sectionB.WiredMac 77 "
wifiMac = sectionB.WifiMac ?? "",
dialupAcc = sectionB.DialupAcc ?7 "",
remarks = sectionB.Remarks ?? "",
lastEditedBy = sectionB.LastEditedByName 7?7 "7,
f lastEditedAt = sectionB.LastEditedAt
i
sectionBSent,
sectionBSentAt = sectionB?.SectionBSentAt,
locked
requestorAccepted = sectionB?.RequestorAccepted 77 false
requestorAcceptedAt = sectionB?.ReguestorAcceptedAt,
itAccepted = sectionB?.ItAccepted ?7 false
itAcceptedAt = sectionB?.ItAcceptedAt,
i itAcceptedBy = sectionB?.ItAcceptedByName
3

[HttpPost("sectionB/save')] — Used by: SectionB.cshtml (Save Draft)

Purpose:

Save or update Section B as a draft. This is for IT team members to record asset details
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after the request is fully approved at the Section A level. Saving a draft keeps Section

B editable and resets any acceptances so both sides can review again.

Key functionalities:

Authenticates the caller and confirms they are an IT team member. If not, it

blocks the save.

Loads the status by Statusld and checks that OverallStatus is Approved. Section

B is only available after the main request clears all approvals.

Validates the payload. At least one identifier must be provided: Asset No,
Machine ID, or IP Address. If all three are blank, it returns a friendly validation

message.
Fetches the existing [tRequestAssetInfo row for this request.

= [fa Section B already exists and has been sent, the endpoint refuses edits

because sent records are locked.

= [f there is no record yet, it creates a new one and fills in all fields,

including editor name and timestamp.

= If there is a record, it updates all fields and stamps LastEditedBy and
LastEditedAt.

Saves as a draft. It always sets SectionBSent = false and clears any previous
acceptances: RequestorAccepted, ItAccepted, and their timestamps and by-
name fields. This ensures both the requestor and IT will re-acknowledge after

changes.

On success, returns a simple { message: "Draft saved." }. On database or

validation issues, returns clear error messages so the Ul can show a toast.
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[HttpPost("sectionB/save"])]
On =

public asynec Task<IActionResult> SectionBSave([FromBody] SectionBSaveDto dta)

int currentUserId;
try { currentUserId = GetCurrentUserIdOrThrow(); } catch (Exception ex) { return Unauthorized(ex.Message); }

var status = await _db.ItReguestStatus
-Include(s == s.Request)
.FirstOrpefaultAsync(s =» s_Statusld == dto.StatusId);

if {status == null) return NotFound{"Status not found”);
if (([status.OverallStatus ?7 "Pending”) != *Approved")

return BadRequest{mew { message = "Section B is available only after OwerallStatus is Approved." 1)
bool isItMember = amait _db_ ItTeamMembers. AnyAsync(t == t.Userld == currentUserId)

if ('isItMember} return Unauthorized(*Only IT Team members can edit Section B."J;

fF basie server-side validation (at least one identifier)

Listsstring> errors = new();

if (string.IsNullOrWhiteSpace(dto_AssetNo) &&
string.IsNullOrWhiteSpace(dto.MachineId) &&
string.IsNullOrWhiteSpace(dto.Iphddress))
errors.Add("Provide at least one of: Asset No, Machine ID, or IP Address."};

if {errors.Count = 8) return BadRequest{new { message = string.Joein(" ", errors) }J;

var existing = await _db.ItRequestAssetInfo.FirstOrDefaultAsync(x == x.ItRequestId == status.ItRequestId)}
if (existing 's null && existing.SectionBSent)
return BadRequest(new { message = "This Section B was sent. It can’t be edited anymore. " });

var editor = await _db.Users.FirstOrDefaultisync{u == u.Id == currentUserId)
var editorName = editor?.FullName ?7 editor?.UserName 77 §"User {currentUserId}";
var now = DateTime.Now;

if (existing == null)

i

existing = nem ItRequestAssetInfo

i

ItRequestId = status.ItRequestId
AssetNo = dto.AssetNe?.Trim(),
MachineId = dto.MachineId?.Trim(),
IpAddress = dto.IpAddress?.Trim(),
WiredMac = dto.WiredMac?.Trim(),
WifiMac = dto.WifiMac?.Trim(),
Dialuphce = dto.DdalupAcc?.Trim(]),
Remarks = dto.Remarks?.Trim(]),
LastEditedAt = now,
LastEditedByUserId = currentUserId,
LastEditedByName = editorName,
SectionBSent = false,
SectionBSentAt = null,

J// ensure accept flags are clear on draft save
Requestordccepted = false,
RequestorAcceptedit = null,
Ithccepted = false,

IthcceptedAt = null,
IthcceptedByUserId = null,
IthcceptedByName = null

I8
_db.ItRequestAssetInfo.Add(existing)

else

existing.AssetNo = dto.AssetMo?.Trim();
existing.Machineld = dto.MachineId?.Trim();
existing.IpAddress = dto.IpAddress?. Trim();
existing.wWiredMac = dto.WiredMac?.Trim();
existing.wWifiMac = dto.WifiMac?.Trim();
existing.Dialupice = dto.Dialuphce?. Trim();
existing.Renarks = dto.Remarks?.Trim();
existing.lLastEditedAt = now;
existing.lLastEditedByUserId = currentUserId;
existing.lLastEditedByName = editorName;

ff Saving draft always keeps it editable (not sent)
existing.SectionBSent = false;
existing.SectionBSentAt = null;

f/ if someone had previously accepted, a new draft save clears them
existing.Requestorfccepted = false;

existing. RequestorAcceptedat = null;

existing.ItAccepted = false;

existing. ItAcceptedAt = null;

existing. ItAcceptedByUserId = null;

existing. ItAcceptedByName = null;

amait _db.SaveChangesisync();
return Ok{new { message = "Draft saved.” });

catch (DbUpdateException dbx)

i return StatusCode(4B®, nem { message = “"Validation/DE error while saving Section B.", detail = dbx.InnerException?
1
catch (Exception ex)
i

return StatusCode(58@, new { message = "Server error while saving Section B.7, detail = ex_Message });

[HttpPost("'sectionB/reset')] Used by: SectionB.cshtml (Reset button)
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Purpose:
Clears the current Section B draft back to a blank state. This is an IT-only action and

only works while Section B hasn’t been sent yet.
Key functionalities:

o Verifies the logged-in user and confirms they are part of the IT team. Non-IT

users are blocked.
o Loads the status by Statusld and then looks up the matching Section B row.
= Ifthere is no Section B row yet, it just returns “Nothing to reset.”

= If Section B was already sent, it refuses to reset because sent records are

locked.

o Wipes all editable fields in Section B: asset number, machine ID, IP address,

wired and Wi-Fi MAC, dial-up account, and remarks.

o Clears both acceptance states so the requestor and IT will need to re-

acknowledge after new data is entered.

o Updates the “last edited” metadata with the current IT user and time, saves, and

returns a simple success message.

[HttpPost{"sectionB/reset™)]

public async Task<IActionResult> SectisnBReset{[FromBady] SectionBResetDtao dta)

await _db.SaveChangesAsync();
return Ok{new { message = "Section B reset to empty draft." });

i

H int currentUserId;

1 try { currentUserld = GetCurrentUserIdOrThrow(); } catch (Exception ex) { return Unauthorized{ex_Message); }
i bool isItMember = await _db.ItTeamMembers.AnyAsyne(t == t.Userld == currentUserId)

E if (1isItMember) return Unauthorized(new { message = "Only IT can reset Section B.™ });

i war status = awalt _db.ItRequestStatus

H Includels == s_Request)

H -FirstOrDefaultasync(s == s StatusId == dto.StatusId);

1 if (status == null) return NotFound(mew { message = "Status not found" });

H var b = amait _db.ItRequestAssetInfo.FirstOrDefaultAsync(x => x.ItReguestId == status.ItRequestId);
E if (b == null) return Ok(new { message = "Mothing to reset." });

E if (b.SectionBSent)

H return BadRequest{new { message = "Cannot reset after Section B was sent." }J;

H b.AssetNo = b.MachineId = b.IpAddress = b.WiredMac = b.WifiMac = b.DialupAce = b.Remarks = null;

i b.RequestorAccepted = false; b.Requestorfcceptedat = null;

H b.ItAccepted = false; b_IthAcceptedAt = null; b.ItAcceptedBylUserId = null; b.ItAcceptedByName = null;
H b.LastEditedAt = DateTime. Mow;

i b.LastEditedBylserId = currentUserId;

E b.LastEditedByName = (await _db.Users_ FirstOrDefaultAsync(u == u.Id == currentUserId})?.FullName;

]

[HttpPost("sectionB/send')] — Used by: SectionB.cshtml (Send button)
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Purpose:
Sends Section B to the requestor for acknowledgement. This locks the Section B draft

and marks it as “sent,” but final completion still depends on both sides accepting later.
Key functionalities:

o Confirms who’s logged in and checks that they’re part of the IT team. Non-IT

users can’t send Section B.

o Loads the status by Statusld and makes sure the main request’s OverallStatus is

Approved. Section B can only be sent after Section A has cleared all approvals.

o Finds or creates the [tRequestAssetInfo row. If there isn’t a draft yet, it creates

one on the fly so IT can send in a single step.

o Applies the incoming fields from the payload (asset number, machine ID, IP,

MAC:s, dial-up, remarks), trims them, and stamps editor name and time.

o Validates that there is at least one identifier present: Asset No, Machine ID, or

IP Address. If all three are missing, it stops and tells the user what to fix.
o Refuses to resend if Section B is already marked as sent.

o Marks SectionBSent = true and sets SectionBSentAt to now, effectively locking

the Section B content for edits until the acceptance steps are completed.

o Returns a short success message so the Ul can update the banner/state

immediately.

111




[HttpPost("sectionB/send" )]
public async Task<IActionResult> SectionBSend([FromBody] SectionBSendDto dto)

int currentUserld;
try { currentUserld = GetCurrentUserIdOrThrow(); } catch (Exception ex) { return Unauthorized(ex.Messagel); }

var status = amait _db.ItRequestStatus
.Include(s => s.Reguest)
FirstOrDefaultAsync(s =» s.StatusId == dto.StatusId);

if (status == null) return NotFound{new { message = "Status not found" }J;
if ((status.OverallStatus ?7 "Pending") != "Approved")
return BadRequest{new { message = "Section B can be sent only after OverallStatus is Approved.” });

isItMember = await _db.ItTeamMembers.AnyAsync(t => t.Userld == currentUserId);
isTtMember) return Unauthorized(new { message = "Only IT can send Section B." }J;

var b = await _db.ItRequestAssetInfo.FirstOrDefaultAsync(x => x.ItRequestId == status.ItRequestId);

if (b?.SectionBSent == true)
return BadRequest{new { message = "Section B already sent." });
var editor = await _db.Users.FirstOrDefaultAsynclu => u.Id = currentUserld);

var editorName = editor?.FullMName ?7? editor?.UserName ?7 $"User {currentUserId}";
var now = DateTime.Now;

if (b == null)
{

b = new ItReguestAssetInfo
{
H ItRequestId = status.ItRequestId,
Requestorfccepted = false,
RequestorAcceptedAt = null,
ItAccepted = false,

TtAcceptedAt = null,
ItAcceptedByUserId = null,
ItAcceptedByName = null

HE
i _db.ItRequestAssetInfo.Add(b);
}

// Apply incoming fields (allow send without prior draft)

if (dto.AssetNo != null) b.AssetNe = dto.AssetNo.Trim();

if (dte.Machineld != null) b.Machineld = dto.Machineld.Trim();
if (dto.IpAddress [= null) b.IpAddress = dto.IpAddress m(};
if (dto.WiredMac != null) b.WiredMac = dte.WiredMac.Trim();
if (dto.WifiMac != null) b.WifiMac = dto.WifiMac.Trin();
if (dto.DialupAcc != null) b.DialupAcc = dto.DialuphAcc.T:
if (dto.Remarks != null) b.Remarks = dto.Remarks.Tris();

m(};

b.LastEditedAt = now;
b.LastEditedByUserld = currentUserId;
b.LastEditedByName = editorName;

// Require at least one identifier
if (string.IsMullOrWhiteSpace(b.AssetNo) &&
string. IsNullOrihiteSpace(b.Machineld) &&
string. IsNullOrWhiteSpace(b. IpAddress))
return BadRequest{new { message = "Provide at least Asset No / Machine ID / IP Address before sending." });

b.SectionBSent = true;
b.SectionBSentAt = now;

await _db.SaveChangesfAsync();
return Ok(new { message = "Section B sent. It is now locked for editing until beth acceptances complete.” });

[HttpPost("sectionB/accept')] (Used by: SectionB.cshtml, Accept buttons)

Purpose:

has been sent.

Key functionalities:

o

B row exists. If Section B hasn’t been sent yet, it blocks acceptance.

o Determines who is accepting based on dto.By:

PSTW

Records an acceptance for Section B, either by the requestor or by IT, after Section B

Verifies the logged-in user, loads the status by Statusld, and ensures a Section
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= REQUESTOR: only the original requester can accept. If already

accepted, returns a friendly “already accepted” message. Otherwise

stamps RequestorAccepted = true and the time.

= IT: only users in [tTeamMembers can accept as IT. If already accepted,

it stops. Otherwise sets ItAccepted = true, stamps the time, and saves

ItAcceptedByUserld/ItAcceptedByName.

Rejects any other dto.By value with “Unknown acceptance type.”

On success, saves and returns { message: "Accepted." } so the Ul can refresh

badges and buttons.

[HttpPest("sectionB/accept")]
async Task<IActionResult> SectionBAccept([FromBody] SectionBAcceptDte dted
int currentlserId;
var status = await _db.ItRequestStatus
.Includel(s => s.Reguest)
FirstlrDefaulthAsync{s => s.StatusId == dto.StatusId);

if (status == null) return MotFound{"Status not found™);

var sectionB = await _db.ItRequestAssetInfo.FirstOrDefaultAsync{x =* x.ItRequestld == status.ItRequestId];
if (sectionB == null) return BadRequest{new { message = "Save Section B before acceptance.” }J;

if (!sectionE.SectionBSent)
return BadRequest{new { message = "Acceptances are only available after Section B is sent.” });

var now = DateTime.Now
var actor = await _db.Users.FirstOrDefaultAsync{u => u.Id == currentUserId]};

var actorName = actor?.FullName ?7 actor?.UserMame 77 $"User {currentUserId}™:

if (string.Egquals{dte.By, "REQUESTOR", StringComparison.OrdinalIgnoreCase))

await _db.SaveChangesAsync(];
return Ok(new { message = "Accepted.” }J};

{
! if (status.Request.UserId != currentlUserId)
| return Unauthorized("Only the requestor can perform this acceptance.”);
E ! if (sectionB.Requestorfccepted)
i E return BadRequest({new { message = "Requestor already accepted.”™ });
E é sectionB.RequestorAccepted = true;
| i sectionB.RequestorAcceptedAt = now;
Pl
1 else if (string.Equals(dto.By, "IT", StringComparison.OrdinalIgnoreCase))
[
1 1 bocl isItMember = await _db.ItTeamMembers.AnyAsync(t => t.Userld == currentlserId];
| i if (lisItMember) return Unauthorized("Only IT Team members can accept as IT.");
| | if (sectionB.ItAccepted)
o return BadRequest(new { message = "IT already accepted.” });
i1 sectienB.ItAccepted = true;
| | sectionB.ItAcceptedAt = now;
| | sectionB. ItAcceptedBylserld = currentUserId;
| i sectionB.ItAcceptedByName = actorName;
[
1 else
P
1 i return BadReguest{new { message = "Unknown acceptance type.™ 1J;
Pt
1

try { currentUserld = GetCurrentUserIdOrThrow(); } catch (Exception ex) { return Unauthorized(ex.Message); }

[HttpGet("sectionB/pdf'')] — Used by: SectionB.cshtml
button)

(Download/Print PDF
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Purpose:
Produces the Section B PDF for a request that has fully cleared Section A approvals and
has both acceptances in Section B. It pulls the requester snapshot, all Section A

selections, Section B asset info, and approver names and dates, then renders a single

PDF file.
Key functionalities:

o Loads the status by statusld together with the full Request graph (hardware,
emails, OS requirements, software, shared permissions) and the approval flow.
Returns 404 if the status does not exist and 409 if the status row has no linked

request.
o Looks up the Section B row (ItRequestAssetInfo).

o Picks one hardware justification to print once in the PDF. It takes the first non-
empty distinct justification from the Hardware list so the same sentence does

not repeat across multiple hardware lines.
o Builds the ItRequestReportModel:
= Copies the core requester fields and Section A lists.

= Flattens Hardware into printable strings and sets purpose/category flags
(e.g., HwPurposeNewRecruitment, HwNotebookAllln, HwOtherText)
for the PDF checkboxes.

» Adds Section B asset fields like Asset No, Machine ID, IP, MACs, Dial-

up, Remarks, plus acceptance stamps and who accepted.

o Resolves approver display names. Collects unique approver IDs from the flow,
queries Users, and maps names into the model. Also passes the per-stage submit

dates (HOD, Group IT, Finance, Management) for the signature/date area.

o Enforces the final gate. If both RequestorAccepted and ItAccepted are not true,

it returns 400 with “PDF available after both acceptances.”

o Calls ItRequestPdfService().Generate(model) and returns the PDF as
application/pdf so the browser can display or download it depending on user

settings.
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[HttpGet("sectionB/pdf™]]

U reTerences

public async Task<IActionResult> SectionBPd¥([FromQuery] int statusId)
{
H var status = await _db.ItRequestStatus

| .Include(s = s.Request).ThenInclude(r == r!.Hardware)
.Include(s => s.Request]).ThenInclude(r =» r!.Emails)

.Include(s == s.Request).ThenInclude(r == r!.0sRequirements)
.Include(s => s.Request]).ThenInclude(r => r!.Software)
.Include(s => s.Request]).ThenInclude(r => r!.SharedPermissions)
Include(s => s.Flow)

FirstOrDefaultAsync(s == s.Statusld == statusId);

Womowon W

if (status == nulll) return NotFound();
if (status.Reguest == null)
return StatusCode{489, new { message = "Missing Request for this status." }J;

var b = await _db.ItRequestAssetInfo
.SinglefrDefaulthsync(x => x.TtRequestId == status.TtRequestId);

string? hardwarelustification = null;

if (status.Request? . Hardware != null)

{

var firstDistinct = status.Request.Hardware
.Select(h == h.Justification?.Trim{))
JMhere(j => lstring.IsHullOrWhiteSpace(j))
.Distinct(StringComparer. InvariantCultureIgnoreCase)
FirstOrDefault();

hardwareJustification = firstDistinct;

= e o e

if (status is null) return MotFound();
if (status.Reguest is null)
return StatusCode{48%, new { message = "Missing Request for this status.” });

var req = status.Request; // non-null after the guard

PSTW
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/f Build the report model
var m = new ItRequestReportModel

ItRequestId = status.ItRequestId,

StatusId = status.Statusid,

RevNo = status.StatusId.ToString(),

OverallStatus = status.OverallStatus 77 "Pending”,

StaffName = req.S5taffName 77 "7
CompanyName = reqg.CompanyMName 77 "=
DepartmentName = req.DepartmentName 77 ""
Designatien = reg.Designation 77 "~
Location = req.lLecation 77 "",
EmploymentStatus = req.EmploymentStatus 77 "7,
ContractEndDate = req.ContractEndDate,
ReguiredDate = req.RequiredDate,

PhoneExt = reg.PhoneExt 77 "",

/{ _keep the rest, but switch te 'regq' for child lists too:
Hardware = req.Hardware?.Select{h ==
string. IshullOrWhiteSpace(h.OtherDescription)
? (h.Category 7?7 "")
: §$"{h.Category} - {h.OtherDescription}")
.Where(s => |string.IsNullOrWhiteSpace(s)).ToList() 77 nemw(],

Justification = hardwmareJustification

Emails = req.Emails?

.Select{e == e.PropesedAddress 77 "")
JWhere(s => lstring.IsNullOrWhiteSpace(s))
TolList() ?? new(],

OsRequirements = req.0sRequirements?
.Selectle => o.ReguirementText 77 ""J
.Where(s =» lstring.IsNullOrWhiteSpace(s))
-ToList() 77 new(],

Software = req.Software?
.Select(sw => (sw.Bucket 77 "", cw.Mame 77 "", sw.OtherName, sw.Notes))
.ToList() 77 new(),

SharedPerms = reg.SharedPermissions?
.ToList() 77 new(),

AssetNo = b?.AssetNe 77 "',

Machineld = b?.MachineId ¥7 "",

IpAddress = b?.IpAddress 77 "",

WiredMac = b?.WiredMac 77 "7,

WifiMac = b?.WifiMac 77 *",

Ddalupfcc = b?.Dialuphcc 77 ",

Remarks = b?.Remarks 77 """,

ReguestorName = req.StaffName 77 "7,
ReguestorAcceptedAt = b?.RequestorAcceptedAt,
ItCompletedBy = b?.ItAcceptedByName 77 ""
ItAcceptedAt = b?.ItAcceptedAt

i o e e e e e e e e by

SubmitDate = req.SubmitDate, /{ if mullable: req.SubmitDate 77 DateTime.MinVal

.Select(sp => (sp.ShareName ?7 "", sp.CanRead, sp.CanWrite, sp.CanDelete, sp.CanRemovel)

PSTW
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tatus.Flow? .HedUserId,
tatus.Flow? .GroupIltHodUserId,
tatus.Flow? .FinHodUserId,
tatus.Flow? .MgmtUserId

F (status.Request?.Hardware != null)
foreach (war h in status.Request.Hardware)

var cat = (h.Category 77 "").Trim(}
var purpose = (h.Purpose ?? "").Trim().TolLowerInvariant();

// Purposes (left column)

if (purpose == "newrecruitment® || purpose == "new recruitment” || purpose == "new")
m.HuPurpeseNewRecruitment = true;

glse if (purpose == "replacement")
m.HuPurpeseReplacement = trus;

else if (purpose == "additional™)
m.HuPurpesefAdditional = true;

// Categories (right column)
switch (cat)

case "DesktopAllIn": m.HwDesktopAllIn = true; break;

case "NotebookAL1lIn™: m_HwNotebookALLIn = true; break;

case "Deskitoplnly": m.HwDesktopOnly = true; break

case "NotebookOnly": m.HwNotebookOnly = true; break;

case "NotebookBattery": m.HwlotebookBattery = true; break;

case "Powerfdapter”: m.HwPowerAdapter = true; break;

case "Mouse": m.HwMouse = true; break;

case "ExternalHDD": m.HwExternalHdd = true; break;

case "Other":

H if (!string.IsNullOrWhiteSpace(h.0therDescription))
m_HwOtherText = h.OtherDescription!.Trin();

break;

b

D N~ 1
o e e e

/{ ——— Approver names + stage dates —
// Build a2 name map for all approver IDs (null-safe)
var approverlds = new int?[]

{

Y

e e e e e e e

var idSet = approverlds
MWhere(i =» i.HasValue).Select(i == i!.Value)
.Distinct().Tolist();

war nameMap = await _db.Users

Mhere{u => idSet.Centains(u.Id))

.TeDictionaryAsync(u => u.Id, u = w.FullName ?7 u.UserName ?7 £"User {u.Id}");
string Name(int? id) == id.HasValue ? nameMap.GetValueOrDefault(id.Walue, "") : =";
/{ Push names into the report medel for PDF
n.HodApprovedBy = Name(status.Flow? .HodUserId);
n.GitHodApprovedBy = Name(status.Flow?.GroupItHedUserId); // DB field: GroupIltHodUserId
n.FinHedApprovedBy = Name(status.Flow?.FinHodUserId);
m.MgmtApprovedBy = Mame(status.Flow?.MgmtUserId);

/{ Also expose the per—-stage submit dates (your PDF uses them)
n.HodSubmitDate = status.HodSubmitDate;

n.GitHedSubmitDate = status.GitHodSubmitDate;
n.FinHedSubmitDate = status.FinHodSubmitDate;

n.MgmtSubmitDate = status. MgetSubmitDate;

ff ———— Gate: only after both acceptances
if (!(b?.RequestorAccepted == true & b?.ItAccepted = true))
return BadRequest{new { message = "PDF awvailable after both acceptances." }J;

var pdf = new ItRequestPdfService() .Generate(m);
fivar fileName = $"IT_Request_{m.ItRequestId}_SectienB.pdf";

return File(pdf, "application/pdf"]);

PSTW
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o SectionBEdit.cshtml

Edit Section B - Asset Information Overall: Approved  Requestor: corelhou  Youare [T Draft

£ Asset Information t ted by 1t 11/11/2025, 3:51:50 PM

Asset No Machine ID

123456789 123456789

IP Address Wired MAC Address

123456789 123456789

Wi-Fi MAC Address Dial-up Account t

123456789 123456789

= =

This file (SectionBEdit.cshtml) is the IT-focused editor for Section B. It loads the current draft,
lets IT update asset details, and provides shortcuts to send, accept, or open the requester-facing
page. It respects the same lock rules as Section B and only unlocks when the overall request is

Approved.

v <div id="sbEditApp">...</div>
o Purpose: Root container for the Vue app so the cards, inputs, and buttons are
reactive.
v const sbEditApp = Vue.createApp({...})
o Purpose: Creates the Vue instance and wires up meta flags, form state, API
calls, and lifecycle.

v data()

o statusld, returnUrl: Parsed from the URL at startup. statusld identifies the
request being edited. returnUrl is used by the Back button to return users to
their previous view when it is safe to do so.

o busy, saving, error: Control UX while loading and saving. busy disables
actions during network calls, saving is dedicated to the Save Draft button, and
error shows a clear alert when something fails.

o meta { overallStatus, requestorName, isRequestor, isitMember,

sectionBSent, locked, lastEditedBy, lastEditedAt, requestorAccepted,
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requestorAcceptedAt, itAccepted, itAcceptedAt, itAcceptedBy }: A
compact state object that drives the page. Editing unlocks only when
overallStatus is Approved and the viewer is IT. sectionBSent and locked flip
the form to read-only for the acceptance phase. The acceptance flags power
the summary badges and PDF availability.

o form { assetNo, machineld, ipAddress, wiredMac, wifiMac, dialupAcc,
remarks }: The asset fields IT maintains. These are disabled for non-IT users

and when locked is true after sending.

data(){
const url = new URL{window.location.href);
return {
statusId: Number{url.searchParams.get('statusId')) || @,
returnlrl: wrl.searchParams._get(' returnlrl'),
busy:false, saving:false, errer:null,
meta:{
overallStatus:null, requestorName:null,
isRequestor:false, isItMember:false,
sectionBSent:false, sectionBSentAt:null,
Llocked:false,
lastEditedBy:null, lastEditedAt:null,
requestorfccepted:false, reguestorfcceptedAt:null,
itAccepted:false, itAcceptedAt:null, itAcceptedBy:null
I
form:{ assetMo:"", machineId:"", ipAddress:"", wiredMac:"", wifiMac:"", dialuphcc:™", remarks:"" }
Y
L
methods: {

v methods

o goBack(): Navigates safely and predictably. It prefers a same-origin returnUrl,
then a same-origin referrer, then browser history, and finally a role-based
fallback route. This avoids accidental navigation to other sites.

o fmtDT(d): Formats timestamps using the browser locale and returns an empty
string when parsing fails. Keeps “Last edited” and acceptance dates readable.

o load(): Fetches /ItRequestAPI/sectionB/meta?statusld=..., hydrates meta, and
fills the form with any existing draft values. Normalizes booleans and dates so
the Ul reflects a consistent lock and acceptance state.

o saveDraft(): Posts the current form to /[tRequestAPI/sectionB/save. On
success it reloads the meta so “Last edited by” immediately reflects the latest
change.

o resetDraft(): Confirms, then posts to /ItRequestAPI/sectionB/reset to clear the
draft back to empty fields. Reloads afterward to keep the Ul in sync.

o sendNow(): Confirms intent and posts to /ItRequestAPI/sectionB/send. A

successful send locks the editor, switches the banner to Sent, and enables the
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acceptance section. This mirrors the business rule that Section B is immutable

after sending.

accept(kind): Lets IT perform their acceptance straight from here with

/TItRequestAPI/sectionB/accept and by: 'IT'. It also supports a generic kind so

the same code path can be reused if needed.

downloadPdf(): Opens the Section B PDF in a new tab. The button activates

only when both acceptances are complete.

methods: {

goBack() {
const go = (u) == window.location.href = u;
{# 1) Prefer explicit returnUrl (enly if locall)
if (this.returnlrl) {
try {
const u = new URL(this.returnUrl, window.location.origind;

DI

if (u.origin === window.location.origin) { go(u.href); return; }

} cateh { }

{ 2) Else use Referer (only if lecal)
if (document.referrer) {
try {
const u = new URL{document.referrer);

-

if (u.origin === window.lecation.origin) { go(document.referrer); return; }

} catch { }
}
/# 3) Else browser history
if (histery.length > 1) { history.back(); return; }

-

/f 4) Final fallback based on role

AT

golthis.meta.isTtMember ? '/IT/ApprovalDashboard’ : '/IT/MyRequests'];

},

fatDT(d){ if(!d) return ""; const dt=new Date(d); return isNaM(dt)?"":dt.tolocaleString(}; },

asyne load(){
try{
this.busy=true; this.error=null;
const r = await fetch{' /ItRequestAPI/sectionB/metalstatusld=5{this.statusId}');
if(lr.ok} throw new Error{'Load failed (§{r.status}l)’};
const j = await r.jsen();

this.meta = {
overallStatus: j.overallStatus,
requestorName: j.requestorName,
isReguestor: j.isRequestor,
isItMember: j.isItMember,
sectionBSent: !!j.sectionBSent,
sectionBSentAt: j.sectionBSentAt,
locked: !!j.lochked,
lastEditedBy: j.sectionB?.lastEditedBy || mull,
lastEditedAt: j.sectionB?.lastEditedAt || mull,
requestorfccepted: !!j.reguestorAccepted,
requestorAcceptedAt: j.reguestorAcceptedAt || null,
itAccepted: !!j.itAccepted,
itAcceptedAt: j.itAcceptedAt || null,
itAcceptedBy: j.itAcceptedBy || null
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const s = j.sectionB || {}

this.form = {
assetNo: s.assetlo || "7,
machineld: s.machineId || *",
ipAddress: s.ipAddress ||
wiredMac: s.wiredMac || ",
wifiMac: s.wifiMac || "=,
dialuphcc: s.dialupfce || *"
remarks: s.remarks || "

Y
}catch(e){ this.error = e.message || "Failed to leoad.'; }
Ffinally{ this.busy=false; }
h
async saveDraft(J{
try{
this.saving=true; this.error=null;
const res = await fetch('/ItRequestAPI/sectionB/save’, {
methed: 'POST", headers:{'Content-Type':'application/json'},
body: JSON.stringify({ statusId:this.statusId, ...this.form 1)
;
const j = amait res.json().catch{(J== ({}])J;
if{lres.ok) throw new Error(j.message || "Save failed (${res.status})’);
await this.load(];
}catch(e){ this.error = e.message || "Unable to save.'; }
finally{ this.saving=false; }
h

async resetDraft(){
if(!confirm('Reset Section B to an empty draft?')) return;
try{
this.busy=true; this.errer=null;
const res = await fetch('/ItRequestAPI/sectionB/reset”, {
methed: 'POST", headers:{'Content-Type': 'applicatien/json'},
body: JSON.stringify({ statusId:this.statusId })

j2H
const j = amait res.json().catch{(J== ({})J;
if(lres.ok) throw new Error(j.message || "Reset failed (S{res.status})’];
await this.load();
}eatch(e){ this.error = e.message || "Umable to reset.'; }

finally{ this.busy=false; }
h
async sendlow(){
if(!confirm('Send Section B now? You will not be able to edit afterwards.')) return;
try{
this.busy=true; this.error=null;
const res = await fetch('/ItRequestAPI/sectionB/send’, {
methed: 'POST®, headers:{'Content-Type': 'application/json'},
body: JSON.stringify({ statusId:this.statusId })

j2H
const j = await res.json().catch({(J== ({})];
if(lres.ok) throw new Error(j.message || "Send failed (${res.status})’];
alert(j.message || 'Section B sent and locked for editing.');
await this.load();
}catch(e){ this.error = e.message || "Umable teo send.'; }
Ffinally{ this.busy=false; }
h
async accept({kind){ // IT accept from here
try{
this.busy=true; this.error=null;
const res = await fetch('/ItRequestAPI/sectionB/accept', {
methed: 'POST", headers:{'Content-Type': 'applicatien/json'},
body: JSON.stringify({ statusId:this.statusId, by: kind })
;
const j = await res.json().catch({(J== ({})];
if(lres.ok) throw new Error(j.message || 'Accept failed (${res.status})');
await this.load();
}catch(e){ this.error = e.message || "Action failed.'; }

PSTW
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Ffinally{ this.busy=false; }

downloadPdf(}{ window.open( /ItRequestAPI/sectionB/pdfistatusId=5{this.statusId} , '_blank'); }

v" mounted

o mounted(): Verifies statusld exists, then calls load() immediately. Until the

overall status is Approved, the page shows a gate message and keeps the editor

locked. Once Approved, IT can edit, save, and send, followed by acceptances.

mounted(){
if(Ithis.statusId){ this.error="Hissing statusId in the URL.'; return; }
this.lead();

¥
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o ITRequestAPI (SectionBEdit.cshtml)

[HttpGet("sectionB/meta'")] (Used by: SectionBEdit.cshtml)

Purpose:

PSTW

Load the header and permission info for Section B so the edit screen knows who the

viewer is, whether Section B exists, if it was sent, and if it’s locked.

Key functionalities:

o Authenticates the user, fetches the status with its Request and Flow.

o Finds the Section B row (may be null if nobody started it).

o Sets flags you’ll bind to the UI: isRequestor, isltMember, sectionBSent, locked.

o If Section B exists, returns the saved fields to prefill the edit form plus “last

edited” metadata.

[HttpGet("sectionB/meta"]]

0 references

public async Task<IActionResult> SectionBMeta([FromQuery] int statusId)

{

1 int currentUserId;

| try { currentUserId = GetCurrentUserIdOrThrow(); }

! catch (Exception ex) { return Unauthorized(new { message = ex.Message }); }

var status = await _db.ItRequestStatus
Include(s =» s.Reguest)
! Include(s => s.Flow)
| FirstOrDefaultAsync(s => s.StatusId == statusId);

if (status == mull)
| return NotFound(new { message = "Status not found.” })

if (status.Request == null)

var req = status.Reqguest!;

i bool isRequestor = req.UserId == currentUserId
| bool isItMember = await _db.ItTeamMembers.AnyAsync(t => t.Userld == currentUserId)
! bool sectionBSent = sectionB?.SectionBSent == true;

i return Ok(new

overallStatus
requestoriame
| | isRequestor,

| H isItMember,

i sectionB = sectionB == null ? null : new

status.OverallStatus ?? "Pending",
reqg.S5taffName,

: saved = trua,

| 1 3 assetNo = sectionB.AssetNo 7?7 "",

i ! | machineTd = sectionB.MachineTId ?7 ""
| i ipAddress = sectionB.IpAddress 2?7 "",
' | wiredMac = sectionB.WiredMac 7?7 ",

! wifiMac = sectionB.WifiMac ?? "",

3 dialupAcc = sectionB.DialuphAcc 77 ""

! | | remarks = sectionB.Remarks ?? "",

| i lastEditedBy sectionB.LastEditedByName 77 "
lastEditedAt = sectionB.LastEditedAt

'

[

i sectionBSent,

| sectionBSentAt = sectionB?.SectionBSentAt,

! locked,

i requestorAccepted = sectionB?.RequestorAccepted 77 false
| ! requestorAcceptedAt = sectionB?.RequestorAcceptedht,
itAccepted = sectionB?.ItAccepted ?7? false

' itAcceptedAt = sectionB?.ItAcceptedAt,

itAcceptedBy = sectionB?.ItAcceptedByName

bool locked = sectionBSent || (sectionB?.RequestorAccepted == true && sectionB?.ItAccepted ==

3 return StatusCode(489, new { message = "This status row is orphaned (missing its request). Please re-creat

3 var sectionB = await _db.ItRequestAssetInfo.FirstOrDefaultAsync(x => x.TtRequestId == status.TtRequestId);

truel);
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[HttpPost("'sectionB/save")] (Used by: SectionBEdit.cshtml, Save Draft)

Purpose:
Let IT save or update Section B as a draft after Section A is fully approved. Draft saves

keep the form editable and clear any prior acceptances so both sides will recheck later.
Key functionalities:

o Ensures the caller is an IT team member and the request’s OverallStatus is

Approved.

o Validates that at least one identifier is present (Asset No or Machine ID or IP

Address).
o Creates the Section B row if missing, or updates it if present.

o Always keeps it in draft state: sets SectionBSent = false and resets

RequestorAccepted and ItAccepted fields.

o Returns a simple “Draft saved.” for the toast.

tpPos sectionB/save
[HttpPast("sectiong/ "}]

public async Task<IActionResult> SectionBSave([FromBedy] SectienBSaveDto dta)
{
int currentUserid;
try { currentUserld = GetCurrentUserIdOrThrow(); } catch (Exception ex) { return Unauthorized(ex.Messagel); }

var status = awalt _db.ItReguestStatus
JInclude(s =» s Reguest]}
.FirstOrDefaultAsync(s => s_Statusld == dto.StatusId);

if (status == null) return NotFound("Status not found");
if ((status.OverallStatus ?7 "Pending”) != "Approved")

return BadRequest(new { message = "Section B is available only after OverallStatus is Approved." })
boal isItMember = await _db. ItTeamMembers. anyAsync(t == t.Userld == currentUserId);

if (lisItMember) return Unauthorized("Only IT Team members can edit Section B.");

/¢ basic server-side validation (at least one identifier)
ng= ECrors = new
IsNullOr

.AssetNo) E&
-MachineId) &G
-IpAddress))

one of: Asset Ne, Machime ID, or IP Address.");
if (errors.Count > B) return BadReguest(new { message = string.Join(" ", errors) })};
var existing = await _db.ItReguesthAssetInfo.FirstOrDefaultadsync(x == x.ItRequestId == status. ItRequestId);
if (existing != null &% existing.SectionBSent)
return BadRequest(new { message = "This Section B was sent. It can’t be edited anymore." }J;
var editor = await _db.Users.FirstOrDefaultAsync(u => w.Id == currentUserId);

var editorName = editor?.FullName ?7 editor?.uUserName ?? $"User {currentUserId}";
var now = DateTime.Now;
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if (existing == null)

i

i existing = new ItRequestAssetInfo
[

H | ItRequestId = status.ItRequestId,
AssetNo = dto_AssetNe?.Trim(),
Machineld = dto.MachineId?.Trim(],
Iphddress = dto.IpAddress?.Trim(),
WiredMac = dto.WiredMac?.Trim(]),

WifiMac = dto.wWifiMac?.Trim(),
Dialuphce = dto.DdalupAcc?.Trim(),
Remarks = dto.Remarks?.Trim(],
LastEditedAt = now,
LastEditedByUserld = currentUserId,
LastEditedByName = editorName,
SectionBSent = false,
SectionBSentAt = null,

f/ ensure accept flags are clear on draft save
RequestorAccepted = false,
RequestorAcceptedit = null,
ItAccepted = false,

ItAcceptedAt = null,
ItAcceptedByUserId = null,
ItAcceptedByName = null

]

b.ItRequestAssetInfo.Add(existing);

else
i
existing.AssetNo = dto.AssetMo?.Trim();
existing.Machineld = dto.MachineId?.Trim();
existing.IpAddress = dto.Iph
existing.wWiredMac = dto.WiredMac?.Trim();
existing.wWwifiMac = dto.WifiMac?. Trim(
existing.DialupAce = dto.Dialuphce?. Trim();
existing.Renarks = dto.Remarks?.Trim();
existing.lastEditedAt = now;
existing.lastEditedByUserId = currentUserld;
existing.lastEditedByName = editorName;

ff Saving draft always keeps it editable (not sent)
existing.SectionBSent = false;
existing.SectionBSentAt = null;

f/ if someone had previously accepted, a new draft save clears them
existing.Requestoraccepted = false
existing.Requestorfcceptedat = null;
existing.ItAccepted = false;
existing. ItAcceptedAt = null;
existing. ItAcceptedByUserId = null;
existing. ItAcceptedByName = null;

await _db.SaveChangess
return Ok(new { message = "Draft saved." });

catch (DbUpdateException dbx)

}
catch (Exception ex)
{
i

return StatusCode(48@, new { message = "Validation/DE error while saving Section B.", detail = dbx.InnerException?

return StatusCode(58@, new { message = "Server error while saving Section B.7, detail = ex_Message });

[HttpPost("sectionB/reset')] (Used by: SectionBEdit.cshtml, Reset button)

Purpose:

PSTW

Clear the current Section B draft back to empty. IT-only, and only if it hasn’t been sent

yet.
Key functionalities:
o Verifies the user is in IT.
o Ifno Section B row exists, returns “Nothing to reset.”

o If Section B was already sent, blocks the reset.

o Wipes all editable fields and clears both acceptance flags,

edited by” info.

then updates “last
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{

[HttpPost{"sectionB/reset™]]

public async Task<IActionResult= SectionBReset([FromBody] SectionBResetDto dto)

imt currentUserId;
try { currentUserld = GetCurrentUserIdOrThrow(); } catch (Exception ex) { return Unauthorized{ex_Message); }

bool isItMember = await _db_ItTeamMembers. AnyAsync(t == t.UserId == currentUserId)
if (1isItMember) return Unautherized(new { message = "Only IT can reset Section B.™ });

var status = await _db.ItReguestStatus
Includels == s_Request)

-FirstOrDefaultAsync(s => s5.StatusId == dto.StatusId);
if (status == mull) return NotFound({new { message = "Status not found" }J;
var b = amait _db.ItRequestAssetInfo.FirstOrDefaultasync(x == x.ItReguestId == status.ItRequestId);
if (b == null) return Ok(nem { message = "Mothing to reset." });

if (b.SectionBSent)

return BadRequest({new { message = "Cannot reset after Section B was sent." });
b_AssetNo = b_MachineId = b.IpAddress = b_WiredMac = b.WifiMac = b.DialupAcc = b.Remarks = null;
b.RequestorAccepted = false; b.Requestorfcceptedat = null;
b.ItAccepted = false; b.ItAcceptedAt = null; b.ItAcceptedByUserId = null; b.ItAcceptedByName = null;
b.LastEditedAt = DateTime. Mow;
b.LastEditedByUserId = currentlserId;
b.LastEditedByName = (await _db_ Users FirstOrDefaultAsync(u == u.Id == currentUserId})?.FullName;

await _db._SaveChangesAsync();
return Ok{new { message = "Sectian B reset to empty draft." });

[HttpPost("sectionB/send')] (Used by: SectionBEdit.cshtml, Send button)

Purpose:

Mark Section B as “sent” so the requestor can acknowledge. This locks Section B

content until both acceptances are done.

Key functionalities:

Requires IT role and OverallStatus = Approved.

Finds or creates the Section B row and applies any incoming fields from the

form.

Validates that at least one identifier is present (Asset No or Machine ID or IP

Address).

Refuses if it was already sent. Otherwise stamps SectionBSent = true and time,

and locks edits.
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[HttpPost("sectionB/send")]
public async TaskeIActionResult> SectionBSend([FromSody] SectionBSendDto dto)
{
int currentUserld,;
try { currentUserld = GetCurrentUserIdOrThrow(); } catch (Exception ex) { return Unauthorized(ex.Message); }
var status = amait _db.ItRequestStatus
.Include(s => s.Request)
FirstOrDefaultAsync(s => s.StatusId == dto.StatusId);
if (status == null) return NotFound{new { message = "Status not found" }J;
if ((status.OverallStatus 77 "Pending") != "Approved”)
return BadRequest(new { message = “"Section B can be sent only after OverallStatus is Approved.” });
isItMember = await _db.ItTeamMembers.AnyAsync(t => t.Userld == currentUserId);
isTtMember) return Unauthorized(new { message = "Only IT can send Section B." });
var b = await _db.ItRequestAssetInfo.FirstOrDefaultAsync(x => x.ItRequestId == status.ItRequestId);
if (b?.SecticnBSent == true)
return BadRequest{new { message = "Section B already sent." });
var editor = await _db.Users FirstOrDefaultAsync(u => u.Id == currentUserId);
var editorName = editor?.FullMName 77 editor?.UserName 7?7 $"User {currentUserId}";
var now = DateTime.MNow;
if (b = null)
{
b = new ItRequestAssetInfo
{
H ItRequestId = status.ItReguestId,
RequestorAccepted = false,
ReguestorAcceptedAt = null,
ItAccepted = false,
TtAcceptedAt = null,
ItAcceptedBylUserId = null,
ItAcceptedByName = null
{  _db.ItRequestAssetInfo.Add(b);
H
// Apply incoming fields (allow send without prier draft)
if (dto.AssetNo != null) b.AssetNe = dto.AssetNo.Trim();
if (dto.MachineId != nulll} b.MachineIld = dto.MachineIld m();
if (dto.IpAddress != null) b.IpAddress = dto.IpAddres m(3;
if (dto.WiredMac != null) b.WiredMac = dto.WiredMac.T H
if (dto.WifiMac != null) b.WifiMac = dto.WifiMac.Trim()
if (dto.DialupAcc != null) b.Dialuphcc = dto.Dialuphcc.
if (dto.Remarks != null) b.Remarks = dto.Remarks.Trim(];
b.LastEditedAt = now;
b.LastEditedBylserId = currentUserld;
b.LastEditedByName = editorName;
// Require at least one identifier
if (string.IsNull teSpace(b.AssetNo) &&
string. IsNu’ iteSpace(b.MachineId) &&
string. IshullOrWhiteSpace(b. IpAddress))
return BadRequest{new { message = "Provide at least Asset Mo / Machine ID / IP Address before sending." });
b.SectionBSent = true;
b.SectionBSentAt = now;
await _db.SaveChangesAsync();
return Ok(new { message = "Section B sent. It is now locked for editing until both acceptances complete.” }J;

PSTW

[HttpPost("'sectionB/accept')] (Used by: SectionBEdit.cshtml, Accept buttons)

Purpose:

Record the acceptance for Section B by either the requestor or IT after it has been sent.

Key functionalities:

o Ensures a Section B row exists and has been sent.

o By ="REQUESTOR": only the original requester can accept.

o By ="IT": only IT team members can accept as IT; also records who accepted

and when.

o Blocks duplicate acceptances and unknown By values.
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{

o o s

[HttpPost("sectionB/accept")]

public async TasksIActionResult> SectionBAccept([FromBody] SectionBAcceptDto dta)

int currentlserId;

try { currentlUserld = GetCurrentUserId0rThrow(}; } catch (Exception ex) { return Unauthorized(ex.Message); }

var status = await _db.ItRequestStatus

.Include(s => s.Request)

FirstOrDefaultAsync(s = s.StatusId == dto.StatusId);
if (status == null) return MotFound{"Status not found");

var sectionB = await _db.ItRequestAssetInfo.FirstOrDefaultAsync{x => x.ItRequestld = status.ItRequestId);
if (sectionB == null) return BadReguest(new { message = "Save Section B before acceptance.” }J;

if (!sectionB.SectionBSent)
return BadRequest{new { message = "Acceptances are only awailable after Section B is sent.” }J;

var now = DateTime.Now;
var actor = amwait _db.Users.FirstOrDefaultAsync{u => u.Id == currentUserId)};

var actorName = actor?.FullName ?? actor?.UserName 77 $"User {currentUserId}”;

if (string.Equals{dte.By, "REQUESTOR", StringComparison.OrdinalIgnoreCase))

{

! if (status.Reguest.UserId != currentUserId)

| return Unauthorized(®"Only the requestor can perform this acceptance.”);
! if (sectionB.Requestorfccepted)

E return BadRequest(new { message = "Requestor already accepted.” 1)

E sectionB.RequestorAccepted = true;

i sectionB.RequestorAcceptedAt = now;

}

else if (string.Equals{dto.By, "IT", StringComparison.OrdinalIgnoreCase))

{

i bool isItMember = await _db.ItTeamMembers.AnyAsync(t == t.UserId == currentUserId);
| if (lisItMember) return Unauthorized("Only IT Team members can accept as IT.");
! if (sectionB.ItAccepted)

i return BadRequest{new { message = "IT already accepted.” }J;

1 sectionB.ItAccepted = true;

| sectionB.ItAcceptedAt = now;

E sectionB. ItAcceptedByllserId = currentlUserld;

i sectionB.ItAcceptedByName = actorName;

}

else

{

i return BadRequest{new { message = "Unknown acceptance type.”™ 1):

H

await _db.SavelhangesAsync();
return Ok(new { message = "Accepted." });

[HttpGet("sectionB/pdf')] (Used by: SectionBEdit.cshtml, Download/Print)

Purpose:

Generate the final Section B PDF once both the requestor and IT have accepted.

Key functionalities:

Loads the full request graph and Section B details, plus approver names and

dates.

Picks a single hardware justification to avoid repeating the same sentence across

multiple items.

Checks the final gate: both RequestorAccepted and ItAccepted must be true.

Renders and returns the PDF so the browser can display or download it.
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[HttpGet("sectionB/pdf"]]

0 references

public async Task<IActionResult> SectionBPdf({[FromQuery] int statusId)

{

var status = await _db.ItRequestStatus
.Include(s => s.Request).ThenInclude(r
.Include(s => s.Request]).ThenInclude(r
.Include(s == s.Request).ThenInclude(r
.Include(s => s.Request]).ThenInclude(r
.Include(s => s.Request]).ThenInclude(r
Include(s => s.Flow)

FirstOrDefaultAsync(s => s.Statusld ==
if (status = null) return MotFound(};
if (status.Reguest == null)

return StatusCode(489, new { message =

var b = await _db.ItRequestAssetInfo
.SinglefrDefaulthsync{x == x.TtRequestI

string? hardwareJustification
if [status.Request?.Hardware !

null;
null)

var firstDistinct = status.Reguest.Hard
.Select(h == h.Justification?.Trim(
JWhere(j =>» lstring.IsNullOrWhiteSp
.Distinct{StringComparer. InvariantC
FirstOrDefault();

hardwareJustification = firstDistinct;

I e e by

if (status is null) return MotFound();
if (status.Reguest is null)
return StatusCode{48%, new { message =

=» r!|.Hardware)

=»> r!.Emails)

== r!.0sRequirements)

=» rl|.Software)

== rl|.SharedPermissions)

statusId);

"Missing Reguest for this status."™ }J;

d == status.ItRequestId);

ware

N

ace(3i))

ultureIgnoreCase)

"Missing Request for this status." }J;

var req = status.Request; // non-null after the guard

// Build the report model

var m = new TtRequestReportModel

{

ItRequestId = status.ItRequestId,

StatusId = status.StatusId,

RevNo = status.StatusId.ToString(),
OverallStatus = status.OverallStatus ?? "Pending
SubmitDate = req.SubmitDate, il

StaffName = req.StaffName 7?7 "*,
= req.Company 77 """,
DepartmentName = req.DepartmentName 77
Designatien = reg.Designation 77 "~
Location = reg.Location 77 *",
EmploymentStatus = req.EmploymentStatus 77 ",
ContractEndDate = req.CentractEndDate,
RequiredDate = req.RequiredDate,
PhoneExt = req.PhoneExt 77 "",

// _keep the rest, but switch to 'req' for child
Hardware = req.Hardware? Select(h =>

? (h.Category 27 "*)
3"{h.Category} — {h.OtherD:

Justification = hardwareJustification,

Emails = req.Emails?

_Select(e => e PropesedAddress 77 "")
_Where(s => !string.IsNullOrWhiteSpace(s))
-TolList() ?7 new(],

OsRequirements = req.0sRequirements?
Select(o =» o RequirementText ?7 "")
.Where(s == !string.IsNullOrWhiteSpace(s
.ToList() 77 new(),

Software = req.Software?
-Tolist() 77 new(),

SharedPerms = req SharedPermizsions?
.Select(sp == (sp.ShareName 77 "", sp.CanRea
Tolist() 77 new(},

AssetNo = b?.AssetNe 77 "",
Machineld = b? Machineld 77
IpAddress = b?.IpAddress 77
WiredMac = b?.WiredMac 77
WifiMac = b?.WifiMac 77 "",
DialupAcc = b?.DialupAcc 77 ",
Remarks = b? Remarks 77 *
RequestorName = req.StaffName 77 "=,
RequestorAcceptedAt = b?.RequestorAcceptedAt,
ItCompletedBy = b?.ItAcceptedByName 77 "",
ItAcceptedAt = b?.ItAcceptedAt

string. Ishull0rWhiteSpace(h. OtherDescription)

_Where(s => !string.IsNullOrWhiteSpace(s)).ToList() ?? new(),

Select(sw == (sw.Bucket ?? "", sw.Name 77 ",

if mullable: req.SubmitDate ?7 DateTime.MinVaj

lists too:

escription}”)

1

sw.0therfame, sw.Notesl)

d, sp.Canbirite, sp.CanDelete, sp.CanRemove))

PSTW
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if (status.Reguest?.Hardware != null)

{

| foreach (var h in status.Request.Hardware)

i

: {  wvar cat = (h.Category ?? "")}.Trim();

: i\ war purpose = (h.Purpose ?? "").Trim().TolLowerInvariant({);
| '

| H

i ! // Purposes (left column)

1 i if (purpose == "newrecruitment” || purpose == "new recruitment” || purpsse == "new"}
| : m.HwPurposeNewRecruitment = true;

{ | else if (purpaose == "replacement")

| i

! : m.HuPurposeReplacement = true;

| | else if (purpose == "additional")

i i m.HwPurposefdditional = true;

.

| i /f Categories (right column)

H { switch (cat)

| |

E H i case "DesktopAllIn": m.HwDesktopAllIn = true; break;

i : i case "NotebookfA11In": m.HwNotebookAL1lIn = true; break;
i i H case "Desktoplnly": m.HwDesktopOnly = true; break;

| |

| : ! case "NotebookOnly": m.HwNotebookOnly = true; break;

| | i case "MNotebookBattery": m.HwNotebookBattery = true; break;
E : case "Powerfdapter": m.HwPowerAdapter = true; break;

i i case "Mouse": m.HwMouse = true; break;

i : case "ExternalHDD": m.HwExternalHdd = true; break;

i | case "Other":

| { | if (1string.IsNullOrWhiteSpace(h.OtherDescription))
! 1 1 m.HwOtherText = h.OtherDescription!.Trim();

i i | break;

|

! }

[

}

f{ ——- BApprover names + stage dates

S/ Build a name map for all approver IDs (null-safe)
var approverIds = new int?[]

‘tatus.Flow? .HodUserId,
tatus.Flow? . GroupItHodUserId,
tatus.Flow?.FinHodUserId,
‘tatus.Flow? . MgetUserId

Y

b o e e e

var id3et = approverIds
Jwhere(i == i.HasValue).Select(i == i!.Value)
.Distinct().Tolist();

var nameMap = await _db.Users

_Where(u => idSet.Contains(u.Id))

.TeDictienaryAsync{u => u.Id, u => u.FullName ?7 u.UserName ?? $"User {u.Id}");
string Name(int? id) => id.HasValue ? nameMap.GetValueOrDefault(id Value, "") : ="
/{ Push names into the report model for PDF
m.HodApprovedBy = Name(status.Flow?.HedUserId];
m.GitHodApprovedBy = Name(status.Flow?.GroupItHodUserId); // DB field: GroupIiHedUserId
m.FinHoedApprovedBy = Name(status.Flow?.FinHodUserId);
n.MgntApprovedBy = Mame(status.Flow? .MgmtUserId);

[/ Hlso expose the per-stage submit dates (your PDF uses them)
m.HodSubmitDate = status.HodSubmitDate;

m.GitHedSubmitDate = status.GitHodSubmitDate;
m.FinHedSubmitDate = status.FinHodSubmitDate;

m.MgmtSubmitDate = status.MgmtSubmitDate;

ff ——— Gate: only after both acceptances
if (1(b?.Requestorfccepted == true && b?.ItAccepted == trus))
return BadRequest{new { message = "PDF available after both acceptances." }J;

var pdf = new ItReguestPdfService().Generate(m);
ffvar fileMame = $"IT_Request_{m.ItRequestId}_SectionB.pdf";
return File(pdf, "application/pdf"];

e [tRequestPDFService.cs

» Generate(ItRequestReportModel m)

PSTW

129




PSTW

This is the entry point. It sets the QuestPDF license, defines an A4 page with small margins
and a 7pt default text, then composes the document top-to-bottom. The layout order mirrors
how a user reads the form: header strip, a small system note, Section A
(identity/employment), a two-column stack for requirements, the approval flow strip, and
finally Section B. The two-column table keeps the left and right panes visually balanced by

giving both a minimum height.

public byte[] Generate(ItRequestReportModel m)
{
QuestPDF.Settings.license = LicenseType.Community;

return Document.Create(container =>
{
container.Page(page =>
{
page.Size(PageSizes.Ad);
page.Margin(14);
page.DefaultTextStyle(x =» x.FontSize(7));

page.Content().Column(col =>
col.Item().Element(e => HeaderStrip(e, m));

col.Item().PaddingTop(4).Text(
"This form is digitally generated. Submit to http://suppert.transwater.com.my™);

col.Item().PaddingTop(4).Text("Section A").Bold().FontSize(7);
col.Item().Element(e => SectionA_IdentityEmployment(e, m));

// two-column layout (left = Hardwaret0S+Software, right = Email+Internet+Shared+Copier)
col.Item().Table(t =>
{

t.ColumnsDefinition(cols =>

{
cols.RelativeColumn(1); // LEFT
cols.ConstantColumn(8); // gutter
cols.RelativeColumn(1); // RIGHT

3

I left cell (entire left stack)

t.Cell()

.Element(x => x.MinHeight(38@)) // optional: set a floor so both loock balanced
.Element{e => SectionA HardwareOsSoftware(e, m));

// gutter cell
t.Cell().Text("");

/I right cell (entire right stack)

t.Cell()
.Element(x => x.MinHeight(38@)) // same floor as left
.Element(e =» SectionA RightPane_EmailInternetShared(e, m));

H
col.Item().Element(e => FormArrangementBlock(e, m));
col.Item().Element(e => SectionB_TwoBlocks(e, m));

I3 H

Bs
}).GeneratePdf();
¥

> Helpers and shared styles
o These helpers keep the rest of the code readable. Box draws a tick or empty box,
F formats dates in day-month-year, and Cell/CellHead apply consistent borders,
fills, and padding so all your tables feel like one family.
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#region HELPERS

static string Box(bool on) =»> on ? "E" : "O";

static string F(DateTime? dt) => dt.HasValue ? dt.Value.ToString("dd/MM/yyyy", CultureInfo.InvariantCulture) : "";

static IContainer Cell(IContainer x) => x.Border(l).BorderColor(Colors.Grey.Lighten2).Padding(4);

static IContainer CellHead(IContainer x) =»> x.Background(Colors.Grey.Lighten4).Border(1l).BorderColor(Colors.Grey.Lighten2).Padding(4);
static IContainer CellMandatory(IContainer x) =»
x.Background(Colors.Grey.Lighten2).Border(1).BorderColor(Colors.Grey.Lighten2).Padding(4);

Fendreginn

> HeaderStrip: title on the left, meta box on the right
o The header creates a boxed strip that matches your screenshot style. The left is
a centered two-line title. The right is a tidy two-column table for metadata like
document number and revision. A vertical divider separates the two panes,

which makes the header feel like a single unit.

vold HeaderStrip(IContainer c, ItRequestReportModel m)

{
c.Border(l).Padding(@).Table(t =»

{

t.ColumnsDefinition{cols =>

{
cols.RelativeColumn(2); // LEFT: big title

cols.RelativeColumn(l); // RIGHT: meta table
P

// LEFT pane: centered title
t.Cell().BorderRight(1).Padding(8).MinHeight(18).AlignCenter().AlignMiddle().Column{left =>
1
left.Item().Text("I.T. REQUEST FORM").SemiBold().FontSize(14).AlignCenter();
left.Item().Text("(Group IT)").SemiBold().FontSize(14).alignCenter();

T

// RIGHT pane: 2-column grid with borders
t.Cell().Padding(®@).Element(x => RightMetaBox(x, m});
1s

» RightMetaBox: document metadata grid
o This helper draws the right-hand table in the header. Each row has a label and a
value with a clean vertical divider. Date formatting is applied where relevant to

retain a consistent look.
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void RightMetaBox(IContainer c, ItRequestReportModel m)
c.Table(t =>

t.ColumnsDefinition(cols =

i
cols.RelativeColumn(1); // label
cols.RelativeColumn(1l); // value

I3 H

vold Row(string label, string value, bool islast = false)
i
/{ label cell (left)
t.Cell().BorderBottom(1).Padding(2).Text(label);
// value cell (right) — add vertical divider between label/value
t.Cell().BorderLeft(1).BorderBottom(1).Padding(@).AlignMiddle().Text(value 2?2 "");

¥

Row("Document Mo.", m.DocumentNo);

Row("Effective Date", (m.EffectiveDate == default) ? "" : m.EffectiveDate.ToString("dd/MM/yyyy"));
Row("Rev. No™, m.RewNo);

Row("Doc. Page Mo", m.DocPageNo);

Hs

» Section A: Identity & Employment block
o This compact grid puts all identity and employment details into one six-column
table so labels and values line up neatly. Employment status is presented as tick
boxes, and contract end date only shows when relevant. Empty cells are

deliberately filled to keep the grid aligned.
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void SectionA_IdentityEmployment(IContainer c, ItRequestReportModel m)

{

// helpers

var emp = (m.EmploymentStatus ?? "").Trim().ToLowerInvariant();
bool isPerm = emp == “permanent”;

bool isContract = emp == “"contract”;

bool isTemp = emp == "temp" || emp == "temporary”;

bool isNew = emp == "new staff" || emp == "new";

c.Table(t =>
{
// B-column consistent grid
t.ColumnsDefinition(cols =»
{
cols.RelativeColumn(1); // L1
cols.RelativeColumn(2); // V1
cols.RelativeColumn(1); // L2
cols.RelativeColumn(2); // V2
cols.RelativeColumn(1); // L3
cols.RelativeColumn(2); // V3
1

// === Row 1: Staff Name / Company / Div ===
.Cell().Element(L).Text("Staff Name:");
.Cell().Element(V).Text(m.StaffName 22 "");
.Cell().Element(L).Text("Company:");
.Cell().Element(V).Text(m.CompanyName ?? "");
.Cell().Element(L).Text("Div/Dept:™);
.Cell().Element(V).Text(m.DepartmentName #? "");

ottt

// === Row 2: Designation / Location ===
t.Cell().Element(L).Text("Designation:");
t.Cell().Element(V).Text(m.Designation 22 "");
t.Cell().Element(L).Text("Location:™);
t.Cell().Element(V).Text(m.Location 22 ™");

// fill the last two cells to maintain full-width grid
t.Cell().Element(L).Text("");
t.Cell().Element(V).Text("");

// === Row 3: Employment Status + Contract End Date beside it ===
t.Cell().Element(L).Text("Employment Status:");
t.Cell().Columnspan(3).Element(V).Row(r =>

{
r.Spacing(12);
r.ConstantItem(5@).Text($"{Box(isPerm)} Permanent™);
r.ConstantItem(5@).Text($"{Box(isContract)} Contract™);
r.ConstantItem(5@).Text($"{Box(isTemp)} Temp™);
r.ConstantItem(50).Text($" {Box(isNew)} New Staff");

1

t.Cell().Element(L).Text("If Temp / Contract End Date:");
t.Cell().Element(V).Text(F(m.ContractEndDate));

// === Row 4: Phone Ext + Required Date beside it ===
t.Cell().Element(L).Text("Phone Ext:");
t.Cell().Element(V).Text(m.PhoneExt 22 "");
t.Cell().Element(L).Text("Required Date:");
t.Cell().Element(V).Text(F(m.RequiredDate));

// keep remaining two cells empty to close grid
t.Cell().Element(L).Text("");

IContainer L({IContainer x) =» x.Border(l).BorderColor(Colors.Grey.Lighten2).Padding(4);
IContainer V(IContainer x) =»> x.Border(l).BorderColor(Colors.Grey.Lighten2).Padding(4);

» Section A (left): Hardware, OS, and Software

PSTW

o This column groups all tech requirements in a clear progression. It starts with
hardware purpose and categories, includes a justification box, follows with OS
requirements as free text, then renders a three-column software matrix. The
HasSoft helper checks user-selected software and draws ticked boxes for the

common lists while leaving space for custom entries.
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void SectionA HardwareOsSoftware(IContainer c, ItRequestReportModel m)

{
bool HasSoft(string name) =»
m.Software.Any(s => (s.Name ?? "").Equals(name, StringComparison.InvariantCultureIgnoreCase)};

var general = new[] { "MS Word", "MS Excel", "MS Outlook", "MS PowerPoint", "MS Access", "MS Project”, "Acrobat Standard",
"AutoCAD", "Worktop/ERP Login" };

var utility = new[] { "PDF Viewer”, "7Zip", "AutoCAD Viewer", "Smart Draw" };

c.Table(t =»

t.ColumnsDefinition(cols =»

cols.RelativeColumn(l);

Hs

f/ --- HEADER: Hardware Requirements ---
t.Cell().Element(x =» x.Background(Colors.Black).Padding(3))
.Text(“"Hardware Requirements™).FontColor(Colors.white).Bold();

// --- Hardware Body ---
t.Cell().Border(1).Padding(1).Column{col =>

col.spacing(5);
col.Item().Row(r =>

// Left column: Purpose + Justification
r.RelativeItem().Column(left =>

i
left.Item().Text($" {Box(m.HwPurposeNewRecruitment)] New Staff Recruitment™);
left.Item().Text($" {Box(m.HwPurposeReplacement)} Replacement™);
left.Item().Text($"{Box(m.HwPurposeAdditional)} Additional™);
left.Item().PaddingTop(5).Text("Justification (for hardware change) :");
left.Item().Border(1l).Height(4@).Padding(4)
.Text(string.IsNullOrWhiteSpace(m.Justification) ? ™" : m.Justification);
P

// Right column: Category selection
r.RelativeItem().Column(right =>

right.Item().Text("Select below:");
right.Item().Text($"{Box(m.HwDesktopAllIn)} Desktop (all inclusiwve)");
right.Ttem().Text($"{Box(m.HwNotebookAl1In)} Notebook (2ll inclusiwve)");
right.Item().Text($"{Box(m.HwDesktopOnly)} Desktop only™);
right.Item().Text($"{Box(m.HwNotebookOnly)} Notebook only™);
right.Item().Text(3"{Box(m.HwNotebookBattery)} Noteboock battery™);
right.Item().Text($"{Box(m.HwPowerAdapter)} Power Adapter™);
right.Ttem().Text($"{Box(m.HwMouse)} Computer Mouse™);
right.Item().Text($"{Box(m.HwExternalHdd)} External Hard Drive™);
right.Item().Text("Other (Specify):™);

0O

right.Item().Border(1l).Height(18).Padding(3)
.Text(string.IsNullOrithiteSpace(m.HwOtherText) ? "-" : m.HwOtherText);

PSTW

134




PSTW

// --- HEADER: 05 Requirements ---

t.Cell().Element(x => x.Background(Colors.Black).Padding(3))
.Text("05 Requirements (Leave blank if no specific requirement)")
.FontColor(Colors.white).Bold();

/f --- 05 Body ---
t.Cell().Border(1).Padding(5).Column(col =>

col.Ttem().Text("Requirements:™);
col.Item().Border(1).Height(38).Padding(4)
.Text(m.OsRequirements.Any() ? string.Join(Environment.NewlLine, m.OsRequirements) : "-");

19 H

// --- HEADER: Software Requirements ---
t.Cell().Element(x => x.Background({Colors.Black).Padding(3))
.Text("Software Requirements").FontColor(Colors.white).Bold();

/! --- Software Body (3 columns) ---
t.Cell().Border(l).Padding(5).Table(st =»

st.ColumnsDefinition(cols =

cols.RelativeColumn(1); // General

cols.RelativeColumn{1); // Utility

cols.RelativeColumn(l); // Custom
1

// Headings
st.Header(h =>

h.Cell().Element(CellHead).Text("General Software™);

h.Cell().Element(CellHead). Text("Utility Software™);

h.Cell().Element(CellHead).Text("Custom Software");
1

int maxRows = Math.Max(general.Length, utility.Length);
for (int i = @; i < maxRows; i++)

{
st.Cell().Element(Cell)
.Text(i < general.Length ? $"{Box(HasSoft(general[i]))} {general[i]}" : "");
st.Cell().Element(Cell)
LText(i < utility.lLength ? $"{Box(HasSoft(utility[i]))} {utility[i]}" : "");
if (i == @)
st.Cell().Element(Cell).Text("Others (Specify) :");
else if (i == 1)
st.Cell().Element(Cell).Border(1l).Height(15).Padding(3).Text("-");
else st.Cell().Element(Cell).Text("");
}
N
His

» Section A (right): Email, Internet permissions, Shared permissions, Copier
o This column covers the user’s email address, outlines internet access options
with a short justification box, renders the shared-folder ACL grid, and ends
with copier preferences. The shared permissions table auto-numbers rows
from the model and pads up to six rows to keep height predictable.
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void Sectio

n4_RightPane EmailInternetShared(IComtainer c, ItRequestReportModel m)

c.Column{col =»

{
I’
col

col

{

13 H
13 H

===== Emgil =====
JItem().Element(x =»> x.Background(Colors.Black).Padding(3))
JText("Email"™).FormtColor({Colors.White).Bold();

.Item().Border(l).Padding(g).Column(cc =>

/f single-line “Email Address:" with inline box
cc.Item{).Row(r =»

r.ConstantTtem(168) . Text("Email Address:"); // label column width
r.RelativeItem().Border(1l).Height(16) .PaddingHorizontal(4) . A1ignMiddle()
Text(m.Emails.Any() ? string.Join("; ", m.Emails) : "");
s

cc.Item().PaddingTop(4). Text (“Arrangement Guide: FirstName&lastName or NamefSurname or SurnamedName. ")
cc.Item( ). Text("Full name and short form/ initial is allowed to be used if the name is too long.™);
cc.Item().Text{"e.g. siti.nurhaliza, jackie.chan, ks.chan");

===== Interncet Permissions =====
.Item().Element(x => x.Background(Colors.Black).Padding(3))
.Text("Internet Permissions").FortColor(Colors.white).Bold();

.Item().Border({l).Padding(@).Column(cc =>

cc.Item{).BorderBottom(1) .Padding(6) . Text{$"{Box(false)} Unlimited Imternet Access");
cc.Item( ) .BorderBottom(1) .Padding(6) . Text($" {Box(false)} Limited Internet Access");
cc.Item().BorderBottom(1).Padding(6) . Text{$"{Box(false)} PSI Instant Messenger");
cc.Ttem{ ) .BorderBottom( 1) .Padding(6) . Text (%" {Box{Ffalse)} VPN");

cc.Item().Paddingleft(14).PaddingTop(4) . Text{"Justification for the Imternst Permissions:™);
cc.Item().Padding(&) .Border(1l) .Height(2@) .Padding(4 ). Text("-");

===== Shared Permissions =====
.Item().PaddingTop(@) .Element (x => x.Background(Colors.Black).Padding(3))
.Text("Shared Permissions").FortColor(Colors.kWhite).Bold();

.Item().Border({1).Padding(@).Elemert (x => SharedPermissionsTable(x, m));

===== (opier =====
.Item().PaddingTop(@) .Element(x = x.Border(1l).Padding(8)).Colum(cc =

cc.Item{).Row(rr =
rr.Relativeltem().Row(rl =>
{

rl.Relativeltem().Text("Copier Scannsr™);

rl.Relativeltem().Text (5" {Box(trus)} Black™);

rl.Relativeltem().Text (%" {Box(false)} Color™);
1

rr.Relativeltem().Row(r2 =>

r2.Relativeltem().Text("Copier Primting™);
r2.RelativeTtem().Text (5" {Box(true)} Black"™);
r2.Relativeltem(). Text (5" {Box(false)} Color");
s
s

> SharedPermissionsTable: ACL grid with fixed height

PSTW

o This table displays folder access in a way that is easy to scan. It shows row
numbers, the share path, and boolean flags for read, write, delete, and remove.
When the model has fewer than six entries, the table fills the remaining lines

w

ith blanks so the right pane’s height stays stable.
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vold SharedPermissionsTable(ICentainer c,

c.Table(t =>
{
t.ColumnsDefinition(cols =>
{
cols.ConstantColumn{18);  //
cols.RelativeColumn{B); I
cols.RelativeColumn{l); /"
cols.RelativeColumn(l); I
cols.RelativeColumn(l); 7
cols.RelativeColumn(l); 7

s

// header band
t.Header(h =>

{

.Element
.Element
.Element
.Element
.Element
.Element

T T T T T
[l
m
=
=

var rows = m.SharedPerms.Select((s

Index =i + 1,

sp.5Share,

sp.R,

sp.W,

sp.D,

sp.Remove
}).ToList();

foreach (var r in rows)

{
t.Cell().Element(Cell).Text(r.
t.Cell().Element(Cell).Text(r.
t.Cell().Element(Cell).Text(Bo
t.Cell().Element(Cell).Text(Bo
t.Cell().Element(Cell).Text(Bo
t.Cell().Element(Cell).Text(Bo

h

for (int i = start; i <= 6; it++)

.Element(Cell).Text(i.
.Element(Cell).Text(""

.Element(Cell).Text(""

(
(
(
.Element(Cell).Text(""
(
.Element(Cell).Text(""

La e s e
[l
m
=
=

s

.Element(Cell).Text("");

ItRequestReportModel m)

#
Share
Read
Write
Delete
Remove

CellHead).Text("");
CellHead).Text("Shared Permissions™);
CellHead).Text("Read");

CellHead).Text("Write");
CellHead).Text("Delete™};
CellHead).Text("Remove

")
")

3
3

p, 1) => new

Index.ToString());
Share ?2? "");
®(r.R));

X(r-wy;

x(r.D)};
®x(r.Remove));

int start = rows.Count + 1; // no hardcoded row; if no data, start at 1

Tostring());

» FormArrangementBlock: five approval panels in one frame
o This block shows the approval flow as five equal panels inside a single outer

PSTW

border. It starts with a one-line guide so requestors know the route. Each panel
prints a title, then the captured name and date. The layout uses equal columns
so it reads like a baton passing from left to right.
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void FormArrangementBlock(IContainer ¢, ItRequestReportModel m)
/f tiny helper: draws the vertical borders for each cell so it looks like 5 boxed panels
IContainer BoxCell(IContainer x, bool islast) =>
x.BorderLeft(1)
.BorderRight{islast ? 1 : @) // last cell closes the right border
.Padding(6)
.MinHeight(45); // keep all equal; adjust to taste
c.Column(col =
// italic guide line
col.Item()
.PaddingBottom(4)
.Text("Form Arrangement: User » HOD = IT HOD + FIMANCE HOD + CEO/CFO/CO0")
LItalic();
// OUTER frame
col.Item().Border(1).Element(frame =>
frame.Table(t =>
{
// 5 equal columns
t.ColumnsDefinition{cols =>
1
cols.RelativeColumn(1);
cols.RelativeColumn(1);
cols.RelativeColumn(l);
cols.RelativeColumn(l);
cols.RelativeColumn(l);
B H
/f local function to render a boxed panel
void Panel(int index@to4, string title, string name, string date)
bool last = index@tod == 4;
t.Cell().Element(x => BoxCell(x, last)).Column{cc =>
cc.Item().Text(title);
// Name / Date rows
cc.Item().PaddingTop(8).Row(r =>
r.ConstantItem(4@). Text("Name :");
r.RelativeItem().Text(string.IsNullOrWhiteSpace(name) 2 "" : name);
b
cc.Item().Row(r =>
{
r.ConstantItem(4@).Text("Date :");
r.RelativeItem().Text(string.IsNullOrWhiteSpace(date) ? "" : date);
hs
M
}
// build the 5 panels (plug in your resolved names/dates)
Panel(@, “"Requested by:", m.RequestorName 2?2 ™", F(m.SubmitDate) 2?2 "");
Panel(1, “Approved by HOD:", m.HodApprovedBy ?? ™", F(m.HodSubmitDate) ?2? "");
Panel(2, “Approved by Group IT HOD:", m.GitHodApprovedBy ?? "", F(m.GitHodSubmitDate) 2? "");
Panel(3, “Supported by Finance HOD:", m.FinHodApprovedBy ?? "", F(m.FinHodSubmitDate) 2? "");
Panel(4, “Reviewed & Approved by Management:”, m.MgmtApprovedBy ?? "", F(m.MgmtSubmitDate) 22 "");
b

> Approvals (legacy layout, kept for reference)
o This is an earlier approval layout that shows three rows of two panels. You

kept it in case you ever want a stacked version instead of the single-row baton.

It is not called in Generate, but retaining it gives you flexibility without
rewriting.
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void Approva
c.Column

col.

{

1

col.

ls(IContainer c, ItRequestReportModel m)
(col =>
Item().Row(r =>

r.RelativeItem().Column(cec =>

{
cc.Item().Text("Requested by:");
cc.Item().PaddingTop(12).Text("Name : MANDATORY™ ) 5
cc.Item().Row(rr =2
rr.ConstantItem(4@) . Text("Date 3<08
rr.RelativeItem().Border(1).Height(14).Text(F(m.SubmitDate));
B
1
r.RelativeItem().Column(cec =>
{
cc.Item().Text("Approved by HOD:");
cc.Item().PaddingTop(12).Text("Name :");
cc.Item().Row(rr =»
1
rr.ConstantItem(4@).Text("Date ")
rr.RelativeItem().Border(1l).Height(16).Text("");
hE
1

Item().Row(r =>
r.RelativeItem().Column(cec =>
cc.Item().Text("Approved by Group IT HOD:");

cc.Item().PaddingTop(12).Text("Name :");
cc.Item().Row(rr =>

i
rr.ConstantItem(4@).Text("Date ")
rr.RelativeItem().Border (1} .Height(16).Text(""};
1
19 H
r.RelativeItem().Column(ce =>
1
cc.Item().Text("Supported by Finance HOD:");
cc.Item().PaddingTop(12).Text("Name :");
cc.Item().Row(rr =»
i
rr.ConstantItem(4@).Text("Date ")
rr.RelativeItem().Border(1l).Height(16).Text("");
1o H
19 H

{

1)
}s

col.Item().Row(r =2

r.RelativeItem().Column{cc =>

{
cc.Item().Text("Reviewed & Approved by™);
cc.Ttem().Text("Management:™);
cc.Item().PaddingTop(12).Text( "Name :");
cc.Item().Row(rr =>
{
rr.ConstantItem(4@).Text("Date 393
rr.Relativeltem().Border{1).Height(16)
1
P

r.Relativeltem().Text("");

LText("™);

PSTW

> Section B: TwoBlocks with Asset Information, Remarks, Acknowledgements,

and Completion

o Section B opens with a title that includes a small note indicating it is for IT
staff. Block 1 pairs the asset information table on the left with a tall remarks
area on the right inside one framed unit. Block 2 shows acknowledgement by
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the requestor on the left and the IT completion on the right, both in a compact
height that fits the page nicely.

void SectionB_TwoBlocks(IContainer c, ItRequestReportModel m)

c.Column(col =»

// Title line exactly like screenshot (italic note on same line)
col.Item().Text(text =>

text.Span("Section B ").Bold();
text.Span("(To be completed by IT Staff only)").Italic();

I
/o=

Block 1: Asset Information (left) + Remarks (right) ==

col.Item().PaddingTop(4).Border(1).Element(blockl =»

blockl.Table(t =>

His
i

t.ColumnsDefinition(cols =>

1
cols.RelativeColumn(l);
cols.ConstantColumn(1); // skinny divider (we'll draw borders on cells)
cols.RelativeColumn(1);

1

// Header row with black bands

/i Left header

t.Cell().Element(x => x.Background(Colors.Black).Padding(3).BorderRight(1))
.Text("Asset Information").FontColor(Colors.white).Bold();

f{ divider (invisible content, keeps structure)

t.Cell().BorderLeft(@).BorderRight(@).Text("");

/f Right header

t.Cell().Element(x => x.Background(Colors.Black).Padding(3))
.Text("Remarks:-").FontColor{Colors.White).Bold();

// Content row (equal height because same table row)

// Left: asset info table

t.Cell().Element(x => x.BorderTop(l).BorderRight(l).Padding(@))
.Element(x => SectionB_AssetInfoTable(x, m));

/f divider
t.Cell().Border(@).Text("");

// Right: remarks box
t.Cell().Element(x => x.BorderTop(l).Padding(6).MinHeight(188))
.Text(string.IsNullOriWhiteSpace(m.Remarks) ? "" : m.Remarks);
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/{ ===== Block 2: Requestor Acknowledgement (left) + Completed By (right) =====
col.Ttem().PaddingTop(6).Border(1).Element(block2 =>»
block2.Table(t =>
i
t.ColumnsDefinition(cols =>
{
cols.RelativeColumn(l);
cols.ConstantColumn{l); // divider
cols.RelativeColumn(l);
hE
// Left pane (no signature line, compact height)
t.Cell().Element(x => x.Padding(8).BorderRight(1)).Column(cc =>
cc.Item().Text("Requestor Acknowledgement:").Bold();
cc.Item().PaddingTop(4).Row(r =3
1
r.ConstantItem(44). Text("Name:");
r.RelativeItem().Text(m.RequestorName ?? "");
r.ConstantItem{44).Text("Date:");
r.Relativeltem().Text(F(m.RequestorAcceptedAt));
1
hs
// divider
t.Cell().Border(@).Text("");
// Right pane (no signature line)
t.Cell().Element(x => x.Padding(8)).Column(cc =
cc.Item().Text("Completed by:").Bold();
cc.Item().PaddingTop(4).Row(r =>
1
r.ConstantItem{44). Text("Name:");
r.Relativeltem().Text(m.ItCompletedBy 2? ""};
r.ConstantItem(44). Text("Date:");
r.RelativeItem().Text(F(m.ItAcceptedAt));
hE
1
19
1
B
}

» SectionB_AssetInfoTable: simple two-column key/value table
o This is the left side of Block 1. It prints asset identifiers in a two-column
key/value table with a clean inner border. Keeping the borders consistent
makes the whole block feel like a single component.
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void SectionB_AssetInfoTable(IContainer c, ItRequestReportModel m)

c.Table(t =2
1

t.ColumnsDefinition(cols =»

1
cols.RelativeColumn(2}; // label
cols.RelativeColumn{2}; // value box

1);

void Row(string label, string value)

1
t.Cell().BorderBottom(1).Padding(6).Text(label);
t.Cell().BorderLeft(1l).BorderBottom(1).Padding(3).Text{value 22 ""};

}

J/ top row gets its own bottom borders; left cell also has right diwvider
Row("Asset No:", m.AssetNo);

Row("Machine ID:", m.MachineId);

Row("IP Add:™, m.IpAddress);

Row("Wired Mac Add:", m.WiredMac);

Row("Wi-Fi Mac Add:", m.WifiMac);

Row("Dial-up Acc:™, m.Dialuphcc);
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